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ETNO and GSMA Europe
Joint Statement on the draft General Data Protection Regulation proposal (GDPR)

ETNO and GSMA welcome the fact that the current draft proposal for a Regulation addresses
many key concerns of our members. We would like to highlight the following issues, which we
believe have been addressed in a positive manner within the draft text:

- The choice of the legal instrument being a Regulation represents an important step forward in
achieving higher levels of harmonisation within Europe.

- The issue of a consistent user experience is also addressed by extending the scope of the
Regulation to all activities directed at data subjects residing in Europe.

- Safe international data transfer is facilitated by the coclification and simplification of Binding
Corporate Rules (BCRs). Further simplification is, however, necessary.

The concepts of `main establishment', the one stop-shop system for data controllers and the
concept of applying BCRs to a data transfer within a group of undertakings have the potential
to significantly reduce administrative red tape for industry. However, further clarification is
necessa ry.

- The extension of data breach notification obligations to all sectors and administrations would
address the concerns of European consumers.

- The support for self-regulatory initiatives and the development of certification and privacy
seals is a positive step.

At the same time, some concerns remain:

The proposed rules on consent are not adapted to the online environment. Privacy is a
contextual concern that requires flexible application mechanisms in order to suit consumer
expectations.
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The introduction of administrative sanctions of up to 5% of a company's worldwide annual
turnover could represent a penalty disproportionate to the gravity of the impact of the
infringement.

- The recourse to 'delegated acts' is excessive and should be limited.

- The simple extension of the obligation of the controller to the processor would undermine the
development of cloud services in Europe.

- Overlaps with the e-Privacy Directive should be reconciled in order to achieve technology and
sectoral neutrality as those issues are covered by both legal instruments.

2. Harmonisation and enforcement

Le al instrument
ETNO and GSMA welcome the fact that the legal instrument chosen is a  Regulation. A
Regulation will help to achieve full harmonisation, which will foster increased consumer
confidence and trust, and which will facilitate the free movement of data in order to
strengthen economic growth.

Coo eration of authorities
We welcome the clear  objective of co-operation as set out by the Commission in regards to
ensuring that national Data Protection Authorities of the Members States (NDPA) apply the
Regulation in a consistent manner. We furthermore support the principle of  one leading
authority which is naturally complemented by  mutual recognition of an enforceable measure
taken by a NDPA of one Member State in all Member States (Article 45(2)).

We consider that the defined  co-operation schemes mentioned under Chapter VII will be
crucial in ensuring a harmonised application of the Regulation. We believe the Commission
will need to monitor closely that the co-operation is executed sufficiently in order to avoid
divergent interpretations of the provisions of the Regulation. For example, we believe that
Article 53 should be extended to include co-operation action as stated in Article 55(4).
Furthermore, it is important that mutual assistance and joint operations are carried out in a
transparent and timely manner.

Euro ean Data Protection Board
We support the establishment of the  European Data Protection Board  (EDPB). We believe
that the Regulation should include clear rules on transparency and the process by which the
EDPB seeks input from a broad group of stakeholders to ensure the practical and harmonised
application of the decisions. Due to time constraints, open consultation may not always be
possible, however, at a minimum, when the EDPB is reviewing the practical application of the
guidelines (Article 65(1.c), input from stakeholders should be sought. We suggest to include
the following new provision:

Article 65(1)(h) new: where appropriate, and in particular when reviewing the practical
application of the guidelines, the European Data Protection Board shall consult broadly and share
information and documentation in an open and transparent manner.

Legal text proposals: new text / deleted-text
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- We furthermore believe that Article 66(1) should build on  transparency and we suggest the
following wording:

Sanctions

[...]inform the Commission and the public, in a timely manner and on a regular basis ,about the
outcome of its activities[...]

Article 65(1) includes the wording 'Advisory Body'. In order to avoid confusion we recommend
use of the word 'Board' when referring to the EDPB.

Lead national data rotection authorit
To ensure the highest level of harmonisation and a consistent application of the Regulation,
there is a need for clear rules to define which NDPA is to be considered the  leading authority
for processing activities for a data controller and data processor. That said, the choice to go
with full harmonisation via a Regulation does alleviate the concerns with regards to forum
shopping. To further facilitate harmonisation the current definition of 'main establishment'
stated in Article 3(13) should be defined in a more precise manner. We propose a definition
which is in line with Article 49 of the Treaty and with current case law of the European court
ofJustice:

Article 3(13): 'main establishment' means the location within the Union where the controlle4 or
the processogs actually carries out its central decision making in relation to any economic
activity, irrespective of where the processing of personal data takes place. If the controller does
not carry out any central decision making within the Union, the main establishment shall be
decided by the habitual residence of the majority of European data subjects whose personal data
are being processed by the controller

fietermined;

- We  wish to ensure consistency in the application of Article 75(2) of the Regulation by
including a reference to `main establishment' of the controller or processor.

We propose that the Regulation clarifies the rule of  Applicable Law when there is a judicial
remedy recourse against a controller or processor. Regardless of the legal framework being a
Regulation, differences will be seen, such as rules for the right for compensation, penalty and
liability. We propose that the applicable law is based on the law of the country considered to
be the main establishment of the controller and processor. This will provide for a consistent
application since Article 50 of the Regulation outlines that the NDPA in the Member State of
the main establishment will be carrying out the supervision of the processing activities.

Concerning administrative  sanctions, we are surprised at the high level of the fines, ranging
up to 5% of the infringing enterprise's annual global turnover. Article 79(5) states that the
administrative fine should be proportionate and that the amount should be based on the

Legal text proposals:new text / dcicted tcxt
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gravity and duration. The wording of Article 79 correlates with the wording of Article 23(4)
Regulation 1/2003[1].

- We consider there to be a need for sanctions to be applied in a similar manner across the
Union, however we are worried that the Commission is missing essential differences between
infringement of data protection and competition law when copying the provisions for
imposing fines. For example intentionally under competition law means an intention to
restrict competition, not an intention to infringe the rules.121 The sanctions and the structure
of competition law are meant to prevent actors from distorting competition which would have
negative economic effects on a specific market. For data protection, the intentionally (and
negligent) infringement of, for example Article 79.2.(a-c)3.(a-c), would not necessarily mean
that the data controller does not obey the data protection rules on a general basis but would
rather mean that the controller in one instance has not complied with the provision, i.e. not
leading to a far-reaching negative effect on privacy protection. We propose that
administrative sanctions are put at a level which can be seen as proportionate to the gravity
of the impact of the infringement.

- It is worth emphasising that in some cases (Art. 42(2))) companies are put in a very difficult
position where a  third country judgment for disclosure has been conducted and the NDPA
does not allow the company to obey the judgment. The situation may have far-reaching
economical implications and result in uncertainty for a company in the third country. The
disclosure of data in a situation where there is no judgment of a court or tribunal may be dealt
with differently, however when there is a judgment based on national law in a third country it
cannot be considered necessary or proportionate to introduce sanctions on controllers or
processors for obeying court orders. We therefore propose a modification of art.79 (4) (j) to
take into account these exceptions.

2. The role of self-re ulation in relation to dele ated owers to the Commission

Self-regulation  
A legal framework for data protection needs to be established for different specific
circumstances, products and services as they arise. This is particularly the case when a
Regulation is the legal instrument of choice. Today and in the future, Data Protection
Authorities (DPA) both at EU level and in the Member States fulfil this requirement by
adopting implementing acts, opinions and regulations for specific services and industry
sectors — mostly ex-post after data protection issues have been identified.

However, industry players are best placed to understand the privacy implications of their new
services and should therefore take a more central role than DPAs in setting up sector-wide,
consistent and binding codes of conduct (CoC). CoC do not replace legal requirements or
fundamental rights but rather they help address specific situations, as DPAs do today.
Minimum standards for CoC and their development have been provided in Art. 35 GDPR (draft
proposal) and should be further strengthened.

III The Council Regulation on the implementation of the rules on competition laid down in Articles 81 and 82 of the Treaty
[21 Cases T-305-7, 313-16, 418, 328-29 and 335/94 Re. The PVC Cartell II Limburgse Vinyl Mij NV and others v.
Commission 1999, 5 CMLR.

Legal text proposals:  new  text / dcleted text
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- Art. 27 of the existing Data Protection Directive has failed to deliver self-regulation to date. In
order to encourage industry players to draw up CoC, clear incentives need to be evident in the
new legal framework. It is important to provide incentives for signatories over non-signatories
by allowing them to enforce the CoC in their own manner and to exempt individual companies
from DPA supervision, enforcement and fines as long as the respective DPA recognizes the
CoC as being functionally operational.

ETNO and GSMA therefore welcome Art. 35(4) of the Regulation which allows the Commission
to enforce sector codes of conduct vis-å-vis all sector undertakings. Self-regulation can be
further strengthened by giving industry the right of an opinion on the lawfulness of codes of
conduct:

Article 35(2):Associations and other bodies representing categories of controllers or processors
which intend to draw up codes of conduct or to amend or extend existing codes of conduct may
submit them to an opinion of the supervisory authority in a Member State. The supervisory authority
shall fflay give an opinion  as to  whether the draft code of conduct or the amendment is in
compliance with this Regulation. The supervisory authority shall seek the views of data subjects on
these drafts.

Article 35(3):Associations and other bodies representing categories of controllers may submit draft
Union codes of conduct and amendments or extensions to existing Union codes of conduct to the
Commission. The Commission shall give an opinion as to whether the draft code of conduct or the
amendment is in compliance with this Regulation. The Commission shall seek the views of data
subjects on these drafts.

Delegated acts  
- ETNO and GSMA do however not agree with the excessive recourse to the Commission's

delegated acts which should be limited in the draft proposal. Looking at Article 86 alone, one
can understand the omnipresence of this type of secondary legislation, especially if compared
with the current Directive 95/46/EC where recourse to the Commission's implementing
measures appears in just one case (to determine a third country's adequate level of
protection). Such measu res should only be used when the processing of personal data due to
technological and social trends renders clauses of the Regulation out of date. In any case, self-
regulation can be a more flexible tool to address these technological and social changes.

We thus suggest deleting at least all references to delegated acts where the Commission is
empowered to define bureaucratic processes, as for example in Articles 10(5), 12(7) and 13(3).
Furthermore, regarding the remaining provisions in the Regulation where the Commission
may be empowered to adopt more detailed provisions, pursuant to Art. 86, the method of
self-regulation might be preferable over delegated acts by the Commission. In order to
provide legal certainty, Art. 86 should read as follows:

Article 86(2): The delegation of power referred to in Articles [...1 shall be conferred on the
Commission for an indeterminate period of time from the date of entry into force of this Regulation.
Before exercising these powers the Commission shall take due account of existing codes of
conducts within the meaning of Article 35. ln the absence of these, the Commission should
encourage data controllers and processors to develop their own respective codes of conduct.

Legal text proposals: new text / deleted text
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Article 86(4): As soon as it adopts a delegated act, and following due consultation with data
controllers, processors and subjects,the Commission shall notify it simultaneously to the European
Parliament and to the Council.

3. E uivalent services same rules

ETNO and GSMA very much welcome the change of scope of the draft Regu lation which now
acknowledges the importance of an equivalent treatment for equivalent services. The
proposal to apply the Regulation to every activity directed at data subjects residing within the
Union Article2 (2) is a sound way to achieve such equivalent treatment. Moreover, we support
the aim of the Union to develop effective international cooperation mechanisms in order to
enforce data protection legislation as suggested in Article 43.

ETNO and GSMA welcome the intention and efforts of the Commission to also achieve
technology neutrality, and to adopt a general data breach notification very similar to the
system applicable to information society services via the e-Privacy Directive. However, in
other areas, such as the use of location data and traffic data (Art. 6 and 9 e-Privacy Directive),
differences between the e-Privacy Directive and the proposed Regulation remain. For the sake
of a consistent user experience, we ca II for these issues to be aligned either by reconciling the
Regulation with existing legislation or by adding a section in the Regulation which deletes
those parts of the e-Privacy Directive that would be covered by both instruments. The changes
should be outlined in Article 89 of the Regulation in relation to Articles 2(b), 2(c), 2(f), 4, 6 and
9 of the e-Privacy Directive.

4. International data transfers

The draft proposal includes several significant improvements compared to the current
situation regarding international data transfers. Notably, ETNO and GSMA welcome the
codification of the possibility to utilise Binding Corporate Rules for data transfers and the
simplification of the approval process for Binding Corporate Rules by only one supervisory
authority.

Furthermore, the recognition of the 'group of undertakings' and the new possibility to use
Binding Corporate Rules in order to transfer data within a group of undertakings will allow for
a significant reduction in administrative red tape.

it should be explicitly ciarified in Articies 2(17) and 40 of the Regulation that Binding
Corporate Rules can also be agreed between controllers and processors that are not part of
the same group of undertakings.

5. Ke definition and conce ts

Data controller and rocessor
We propose that the roles of controller/ processor are simplified and that the obligations of
the two are differentiated. Concerning the definition of controller - Article 3(5) - we are
concerned with the reference to national law as the definition stated in the Regulation should

Legal text proposals:new text / deleted text
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be determined solely by Union law. The role and purpose of a controller is different from that
of a processer, as defined under Article 3 (5-6). Therefore, it is not sufficient to simply extend
the obligations of a controller to the processor. If the regu lator believes that there is a need to
introduce further obligations on processors, there must be special provisions outlining in
detail when the processor would have an obligation rather than the controller. There is a need
to ensure a clear division of obligations between controllers and processors for achieving
innovation and business growth especially in the area of Cloud Computing.

Consent  
- Strict rules on consent also need to be practical and adapted to the online service

environment. Privacy is a contextual concern that requires flexible application mechanisms.
Individuals need to make informed and simple contextual decisions instead of being obliged to
answer to mechanisms which systematically require consent. A strict application of the
explicit consent rule would massively hinder the development of commercial consumer
propositions.

When it comes to the  online environment, the concept of consent is a key example of the
problematic application of the current Directive and we believe it to be disproportionate for
consent to be the primary justification for processing personal information. We are concerned
that requiring explicit and affirmative consent (as mentioned in Article 3(8) and in Recital 24 of
the Regulation) for all processing activity will ultimately undermine privacy. Individuals will
become accustomed to always agreeing to a stated purpose without necessarily
understanding what is being asked of them. In addition, it will undermine the user-friendliness
of products and services and will therefore slow down the innovative power of online services
in particular.

- The Regulation needs to recognize that consent  is dynamic, contextual and operates at
multiple levels.  Individuals have privacy interests, concerns, needs and expectations that
occur at different points in a relationship with the entities providing services to them and in
relation to specific categories and uses of their personal information. ETNO and GSMA
support a focus on transparency and ensuring mechanisms by which individuals can
meaningfully express their choice and preferences as regards the use of their personal
information rather than having an overly restrictive focus on 'affirmative' consent.

A key objective for data controllers should be to develop easy-to-use mechanisms by which
users can make informed choices depending on the context of specific uses of data and the
value exchange understood by the individual. For example, a person requesting a location
based information service to locate the nearest automatic teller machine, is actively asking to
be located, and should not be required to negotiate cumbersome, lengthy, legalistic privacy
notices by which they may further indicate their consent. Such impositions would intrude into
the user experience and do little, if anything, to enhance the user privacy experience.

- The proposed Articles 5(1)(b) and 12(1)(b) of the Regulation should therefore make it clear
that they also cover cases where e.g. a customer requires information based on his/her geo-
location and is thus providing his/her authorization for personal location data to be processed.
The level of consent required should relate directly to the context, sensitivity and risk of this
scenario.

Legal text proposals: new text / dcictcd text
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Definition ersonal data and data sub'ects
ln regards to the definition of personal data and data subjects, the definitions now build on
each other. We believe this creates a ievei of uncertainty which is unnecessary and we do not
understand the need for this structure. We therefore propose the following wording:

Article 3(1): Personal data means data which can identify, directly or indirectly, a data subject, by
means reasonably likely to be used by the controller or by any other natural or legal person who
may receive the data from the controller, in particular by reference to an identification number,
location data, online identifier or to one or more factors specific to the physical physiological,
genetic, mental ,economic, cultural or social identity of the data subject '

person;;

Article 3(2):  A data subject means a natural perso
to a data subject;

Definition of child
The definition of 'child' should not include teenagers. The rights of teenagers to fully benefit
from a responsible online experience and to privacy should be considered. The provision in
the Regulation also provides for high legal uncertainty regarding the undertakings obligation
to collect and verify the age of its users.

Most Member States' jurisdictions recognize the right of minors to make informed decisions
independent from the will of their parents, among others on purchases, their membership of
religious organisations, their civil status and on privacy. Depriving minors of all ages from their
right to make decisions on their privacy, even though they can be generally deemed
sufficiently mature at the age of 13 and above, raises concerns regarding the respect of
fundamental rights. This is especially valid when parents decide to e. g. publicly provide their
17 or 18 years old children's personal data. We thus believe that setting an age of 18 is
especially problematic and may interfere with the rights to privacy of young people. Rather
than focus on an age, the focus should be on the competencies and abilities of young people.
ln the online world young people are becoming increasingly aware of the privacy implications
and consequences of engagement, and are actively managing their privacy.

We recommend placing emphasis on awareness and education efforts and self-regulatory
approaches to specific services or contexts that may impact on the privacy of young people.
Therefore we propose to delete point 18 of Article 3 and change Recital 27 as follows:

Recital (27): Children deserve specif-ic protection of their personal data, as they may be less aware of
risks, consequences, safeguards and their rights in relation to the processing of personal data. T-e

Administrative burdens
- We support the Commission's objective of cutting administrative red tape and minimising

burden. However, we are worried that the introduction of new procedures for controllers may
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lead to new, costly and time consuming burdens for controllers without leading to a better
protection of personal data. For example, in Artide 19(3) we consider firstly that such a policy
adoption cannot be seen as necessary or proportionate. Secondly, it is in controller's interest
to follow the obligations stated in the Regulation, for example Article 27 regarding the
security of processing personal data. Therefore, the focus should rather be on ensuring that
the measures are being carried out rather than on burdensome administrative procedures.

We believe that instead of requiring controllers and processors to carry out descriptive impact
assessments of the risk of processing certain types of personal data, the Regulation should
rather focus on describing what Article 30 is intended to achieve, i.e. the objective of the
provision. We note that the way of ensuring the highest level of data protection is to focus on
the outcome rather than how this shall be achieved. An administrative task as described in
article 30 is not likely to assist in the protection of data subjects.

- Due to the fact that it is often very time consuming to provide data subjects with information
of data being processed, we consider that there should be a limitation in the frequency of
such access. We propose that Article 13 has the following wording:

Article 13(1): The data subject shall have the right to obtain from the controller once per year
without cost, information in accordance with this paragraph.  The data subject may at any time
obtain confirmation as to whether or not data relating to the data subject are being processed. [...]

Ri ht to be for otten
- Regarding the right to be forgotten, Recital 47 and Article 15(2) go as far as demanding the

erasure of any publicly available copies even in the online sphere. This is not achievable in a
practical sense for data controllers and processors. ETNO and GSMA therefore suggest
deletion of the legal text in Article 15(2) and Recital 47.
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