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1 Introduction and summary

1.1 The Government’s objective for
this white paper

Combating and limiting the scope of economic
crime is not only a question of preventing financial
loss, but also of protecting our common societal
values. In this white paper, the Government will
report on the current status and challenges and
propose measures that can strengthen joint
efforts to prevent and combat economic crime in
Norway.

The Hurdal Platform states that the Govern-
ment will “strengthen the police’s work on money
laundering, economic crime, work-related crime,
fisheries crime and other related crime, as well as
consider increased penalties in these areas and
introduce civil-law confiscation.” Combating tax
crimes (related to both divect and indirect taxes)
and undeclared work are also important priorities.

Economic crime affects our common values.
Undeclared work and other tax crimes (related to
both direct and indirect taxes) leads to major losses
of income for the state and prevents funds from
benefiting society. Undeclared work also means
that individuals do not earn social security rights
such as pensions, sickness benefits, and maternity
benefits. In some cases, undeclared work occurs in
combination with social security fraud. In such
cases, the state pays a benefit to which the person
is not entitled, while at the same time losing
income in the form of tax and employer’s national
insurance contributions. Failure to take action
against this type of offence can lead to weakened
tax morale and in the long run undermine the wel-
fare state as we know it. Fisheries crime and other
forms of illegal resource extraction also negatively
affect societal assets.

Similarly, crime such as corruption can hinder
economic development and entail increased costs
for the authorities and businesses, improper use
of public resources, and the risk of incorrect deci-
sions by the authorities.

In addition, economic crime also affects indi-
viduals. Work-related crime and online fraud
against the elderly are examples of economic
crimes that affect vulnerable individuals.

Organised criminals are involved in economic
crime to a greater extent than before. The bounda-
ries between purely economic crime and other
profit-motivated crime are becoming blurred. If
this is not addressed, the consequences can be
major financial losses for individuals, companies
and society, as well as a loss of trust and security.

The police and the prosecuting authority are
key players in both the prevention and combating
of economic crime. But these key players alone
are not sufficient in the fight against economic
crime. Strengthening the work of the police will
therefore only be part of the solution. The regula-
tory agencies also make a significant contribution
to limiting the scope of economic crime.! The
same applies to businesses and private individu-
als, who must also be aware of their role in pre-
venting and detecting crime in the future. Effec-
tive protection against economic crime presup-
poses that this is considered a responsibility for
society as a whole.

For the Government, it is an important socio-
economic goal to utilise all resources in the most
efficient way possible. This requires good and
coordinated collaboration, information sharing,
and a clear definition of roles and responsibilities
at all stages, from crime prevention to securing
and collecting confiscated proceeds from crime.
Cases should be resolved by the entity that is best
suited to the specific case. The police and the
prosecuting authority should continue to deal with
the most serious economic crimes, where there is
a need to use special methods, and where punish-
ment and confiscation are the appropriate
response.

It is also a goal of this white paper to organise
regulations, systems and enforcement in a way
that enables actors to a greater extent fo refrain

1 The most important regulatory agencies when it comes

to combatting economic crime are the Norwegian Tax
Administration, NAV (The Norwegian Labour and Welfare
Administration) Control, the Labour Inspection Authority,
the Norwegian Competition Authority, the Financial
Supervisory Authority of Norway, and the Directorate

of Fisheries. In the area of environmental crime, the
Norwegian Environment Agency is amongst the most
important regulatory agencies.



12 Meld. St. 15 Report to the Storting (white paper)

2023-2024

Shared values - shared responsibilities

Figure 1.1 Itis important to safeguard security and trust in society

Photo: courtesy of the National Authority for Investigation and Prosecution of Economic and Environmental Crime (@kokrim)

Sfrom committing economic crime in the first place.
This can be achieved by increasing the likelihood
of detection through, for example, more transpar-
ency, targeted inspections, and supervision based
on risk assessments, and by making it easier to
comply with laws and regulations. Put another
way: it should be easy to do the right thing and
riskier to commit crimes.

A high degree of trust, both in the state and
between individual actors, is a great strength for
Norway.? The trust that has been developed over
generations contributes to low transaction costs
and more efficient operation of the private and
public sectors. Trust takes a long time to build,
but a short time to tear down. It is therefore
important that we safeguard trust in our society.

2 Nordic Council of Ministers (2017). The Council empha-
sised trust as being “The Nordic gold”.

The extent of economic crime and fraud, and the
increase in the number of dismissals of these
cases that we have seen in recent years, may chal-
lenge trust in Norwegian society. This white
paper is intended to facilitate further efforts to
limit the scope of economic crime and strengthen
the fight against it, so that we can maintain trust
and security in our society.

Since the early 1990s, various governments
have presented action plans to counter economic
crime. The problem descriptions and proposed
measures have been strikingly similar for the last
thirty years. The last general action plan in this
area was in force from 2011 to 2014. Since then,
relevant action plans have had a narrower the-
matic focus. In 2015, the Solberg Government
presented its first Strategy against Work-Related
Crime. The strategy was revised and updated in
2017 and 2019 and again in 2021. In 2017, the
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Strategy for combating money laundering, terrorist
financing and the financing of the proliferation of
weapons of mass destruction was presented. This
was updated in 2020.

The Government believes that there is once
again a need to look at economic crime in a com-
prehensive perspective, with attention to intersec-
tional topics that can strengthen the fight against
all forms of economic crime. The topics discussed
in this white paper include organisation, compe-
tence, prevention, transparency, technology, and
the relationship between administrative sanctions
and penalties. In addition, the white paper dis-
cusses the need for changes to the rules on
money laundering and confiscation of proceeds
from crime, which are potentially effective tools in
the fight against all forms of profit-motivated
crime, including organised crime.

The white paper will also facilitate knowledge-
based policy development and a more enlightened
debate on the prevention and combating of eco-
nomic crime, as well as contribute to strengthen-
ing society’s general awareness of the challenges
in question. The white paper will also be a good
starting point for further collaboration, both
strategically and operationally, between relevant
authorities, and for a more coordinated prioritisa-
tion in this area.

1.2 Input to the work on the white
paper

The white paper has been prepared by the Minis-
try of Justice and Public Security in consultation
with the Ministry of Finance, the Ministry of
Trade, Industry and Fisheries, the Ministry of
Labour and Social Inclusion, the Ministry of Cul-
ture and Equality, and the Ministry of Climate and
Environment. During the work, input has been
received from the Ministry of Justice and Public
Security’s subordinate agencies, and from the
aforementioned ministries and their subordinate
agencies. Through a press release published on
the Government’s website, an announcement was
made in the autumn of 2022 for written input from
other actors. These were asked to answer four
questions:

— What do you see as the biggest challenges in
your field when it comes to the fight against
economic crime?

— What can be done to better prevent economic
crime?

- How can one more effectively deprive crimi-
nals of the proceeds of economic crime?

— How can better cooperation between the public
and private sectors be facilitated when it comes
to combating economic crime?

Input was received from various actors and orga-
nisations, including Finance Norway, the Con-
federation of Norwegian Enterprise (NHO), the
law firm Erling Grimstad, the Norwegian Public
Roads Administration, Econa, the Norwegian Eco-
nomic crime Association (Norsk @krimforening),
Tax Justice Norway, DNB, the Norwegian Union
of Journalists, the Brenneysund Register Centre,
Virke, YS, and Helfo, as well as some private indi-
viduals. The white paper will not refer to specific
input.

In the autumn of 2022 and in the winter and
spring of 2023, the Ministry of Justice and Public
Security arranged input meetings with both public
and private actors who play a key role in the fight
against economic crime. Input meetings were
held with Norwegian Customs, the Norwegian
Tax Administration, the Central Cooperation
Forum (DSSF),® Cooperation against the Black
Economy (SMS@),* and Finance Norway. In addi-
tion, the National Authority for Investigation and
Prosecution of Economic and Environmental
Crime (hereafter, @kokrim), the Director of Pub-
lic Prosecutions, the National Criminal Investiga-
tion Service (hereafter, Kripos), the National
Police Directorate and the police districts have
participated in meetings on various parts of the
white paper. Academia, including the Norwegian
Police University College, has also participated in
some of the meetings.

1.3 Topics not included in this report

As stated above, several ministries have been
involved in the work on the white paper. Some of

3 The Central Cooperation Forum (DSSF) consists of the
Director General of the Norwegian Labour Inspection
Authority, the National Police Directorate, the Tax Admini-
stration, Norwegian Customs, and the Norwegian Labour
and Welfare Administration, in addition to the Director of
Public Prosecutions and the Head of the National Authority
for Investigation and Prosecution of Economic and
Environmental Crime. The purpose of the DSSF is to
strengthen cooperation between the agencies to prevent
and combat economic crime, including labour exploitation
crime.

The cooperation against the black economy was estab-
lished in 1997 through an agreement with the key partners
in working life. The collaboration currently consists of KS,
LO, NHO, Unio, YS, Virke and the Norwegian Tax Admin-
istration. The purpose of SMS@ is to work preventively and
change attitudes against the black economy.
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the ministries involved also have related work in
their fields that must be reconciled with this white
paper.

For example, in April 2020, the Ministry of Cli-
mate and Environment presented its White paper
on environmental crime, which presented a com-
prehensive policy to strengthen efforts in the
environmental field.> In the same way as eco-
nomic crime, environmental crime has a great
potential for damage. Environmental crime can
destroy the natural basis, deplete society’s
resources, and damage nature’s ability to grow
and self-renew. Environmental crime has common
features with economic crime in that the criminal
activities affect society’s shared resources, are
often profitmotivated, and are difficult to uncover
and investigate. The measures in the white paper
are being followed up. There is therefore less
focus on environmental crime in this white paper,
even though it is natural to consider profitmoti-
vated environmental crime in the context of other
economic crime.

The Cultural Environment Law Commission
was appointed on 22 June 2022, and is working on
a draft of a new Cultural Environment Act. The
legislative work includes rules on administrative
and criminal sanctions for crimes against cultural
property, which in many cases will be financially
motivated offences.

The Ministry of Culture and Equality (KUD) is
responsible for following up the manipulation of
sports competitions, the gambling industry, and
cultural property crime. These fields are often
exploited for laundering the proceeds of
organised crime groups. The Ministry of Foreign
Affairs has therefore also followed the work on
the white paper closely. The Norwegian parlia-
ment (the Storting) has adopted a new law on
gambling and a new regulation on gambling, both
of which entered into force on 1 January 2023.
This work is not discussed further in this white
paper.

With regard to work-related crime, to which
the Government also gives high priority, an Action

5 Report. St. 19 (2019-2020).

Plan against Social Dumping and Work-related
Crime was presented on 1 October 2022.5 The
introduction to this plan emphasises that there is a
close connection between social dumping, work-
related crime and other forms of economic crime,
such as fraud, social security fraud, bankruptcy-
related crime, tax crimes (related to both direct
and indirect taxes), accounting-related crime, and
securities-related crime. The Government chose
to concentrate the action plan on topics that affect
working life to the greatest extent, with reference
to the fact that efforts to combat more purely eco-
nomic crime would be safeguarded through other
processes.

A similar delimitation was made for the work
on secure identity and integrated identity manage-
ment, which is one of the basic prerequisites for
effective prevention and combating of work-
related crime and other forms of economic crime.
The work on secure identity will be followed up as
part of further work on the Area Review of ID
Administration from 2019.7 For the sake of con-
text, the challenges and measures from the area
review that are relevant to the work on preventing
and combating economic crime will also be dis-
cussed in the white paper (see Chapter 9).

With regard to digital security, the Ministry of
Justice and Public Security presented a white
paper on National control and digital resilience in
December 2022.8 Certain parts of this white paper
may be relevant to the fight against economic
crime, for example with regard to ownership in
real estate, which is discussed in Chapter 9.3.

6 Action plan against social dumping and work-related crime
(2022).

Capgemini (2019). The area review has been carried out as
a project in collaboration between the Ministry of Finance,
the Ministry of Justice and Public Security, the Ministry of
Transport and Communications, and the Ministry of Local
Government and Modernisation with a project group and a
project board, both consisting of representatives from the
four ministries. In addition, a reference group consisting
of members from the Ministry of Trade, Industry and
Fisheries, the Ministry of Foreign Affairs, the Ministry of
Education and Research, the Ministry of Labour and Social
Inclusion, and the Ministry of Health and Care Services
has participated in the project.

8 Report. St. 9 (2022-2023).

7
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2 Economic crime: definition, characteristics and consequences

2.1 Whatis economic crime?

In the Norwegian context and in this white paper,
‘economic crime’ is used as a broad umbrella term
for offences that can often be linked to lawful busi-
ness activity, or business activity that pretends to
be legal and whose purpose is to generate finan-
cial gain. The offences include fraud, tax crimes
(related to both direct and indirect taxes), corrup-
tion, embezzlement, accounting violations, wage
theft, money laundering, misuse of government
support schemes, and social security fraud.

There is no single internationally accepted
definition of economic crime. However, there is
agreement on three factors!. Economic crime
usually takes place in a context that is in principle
legitimate and professional. Crime creates, or has
the intent to create, financial gain. In addition, the
perpetrator is often physically separated from a
specific victim.

In the scientific literature, there are different
approaches to the concept. One approach focuses
on the offender, and deals with what characterises
those who commit economic crime. This litera-
ture is based on the premise that economic crime
is carried out by virtue of the access the criminal
has as a result of a position of trust, office or post.
Because the crime is committed in a context that
is usually legitimate, the breach of trust is the most
important characteristic of economic crime.

Another approach to economic crime empha-
sises the criminal act or offence. Although the

L Friedrichs (2020). Alalehto (2015). Benson (2020). Larsson
(2001). The Norwegian definition includes more offences
than other countries’ definitions, as it includes fraud
between private individuals. Europol describes “economic
crime” as a synonym for the Norwegian term okonomisk
kriminalitet, and refers in particular to fraud and money
laundering. The Swedish Economic Crime Authority’s area
of responsibility is limited to crimes committed in the
course of commercial activity, including fraud. In the
United States, the FBI uses the term “white collar crime”
for fraud, money laundering, and intellectual property
theft. Research on white-collar crime refers to crimes com-
mitted by the elite and that violate the trust they have in a
post, office, or assignment. Germany uses the term
Wirtschafiskriminalitdt, which covers offences that damage
the economy, in connection with, for example, investments,
debt, and working life.

offences are different, they have some common
denominators beyond the fact that they generate
profit. Economic crime often has no specific vic-
tim, but instead affects the state’s finances or
society’s assets. Examples include tax fraud,
social security fraud, and abuse of public support
schemes. Some types of economic crime also
affect the market. Insider crime, competition
crime and securitiesrelated crime are examples
of this. Crime also often affects the business sec-
tor, through distortion of competition or as cor-
ruption, ransomware, and fraud. Private indivi-
duals can also be affected by this type of crime, for
example through an increase in the price of goods
and services in the market.

Offences that are included in the concept of
economic crime are discussed in Box 2.1.

Different types of economic crime can overlap
and be integrated into each other. Other collective
terms are also used for offences that overlap
wholly or partly with the umbrella term economic
crime (see Box 2.2).

2.2 Profit-motivated crime, organised
crime, and economic crime

Profit-motivated crime is a broad term that can
basically be used for all types of crime that gene-
rate profit, including economic crime, as defined
in Chapter 2.1. However, it may be appropriate to
draw a distinction between economic crime and
other profit-motivated crime based on the distinc-
tion between whether the activity is based on legal
or illegal activity, goods or services. In the follow-
ing, economic crime and other profit-motivated
crime are discussed on the basis of this distinc-
tion. Box 2.3 describes the difference and how
responsibility for follow-up by the police is divided
between the special agencies Okokrim and
Kripos.

Both economic crime and other profit-moti-
vated crime are often committed by criminal net-
works and are thus also considered organised
crime. The Penal Code is based on a broad defini-
tion of organised crime: all crime can be orga-
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Box 2.1 Brief information about certain key offences

Fraud: The fraud provision includes decep-
tively securing assets to which one is not enti-
tled. Fraud can occur through active actions
and concealment, can be committed in many
different ways, and can affect both the public
sector, private enterprises, and private indi-
viduals.

Accounting violations: Most forms of busi-
ness activity trigger the accounting obliga-
tion for enterprises. Violations of accounting
regulations are punishable under the Penal
Code (straffeloven), the Accounting Act (regn-
skapsloven), or the Bookkeeping Act (bok-
foringsloven). The accounts provide informa-
tion about the enterprise’s finances and are
important for public authorities to be able to
check that mandatory statements are submit-
ted and that taxes and duties are correct.
Accounting can also show whether transac-
tions are in violation of laws and regulations,
and whether they may be punishable.
Bankruptcy-related cvime: This is a crime that
includes several penal provisions, including
Chapter 31 of the Penal Code on creditor pro-
tection. Accounting violations, illegal with-
drawals of assets, transfers to family, failure
to submit VAT returns and breach of the duty
to keep tax deduction funds separate are mat-
ters that are often linked to bankruptcies.
The violations are often motivated by poor
finances.

Tax crimes: Tax crimes (skattesvik and skatte-
undragelse, in Norwegian), is a term that
applies to evading various types of taxes,
VAT, excise duties and customs duties. The
criminal offence consists of providing incor-
rect or incomplete information, or completely
failing to provide information, when this may
lead to a tax advantage.

Securities-related crime: Financial instru-
ments can include shares, certificates and
bonds, as well as derivatives. The most
important violations of the Securities Trading
Act are insider trading, prohibition of advice
for those in possession of insider information,
market manipulation, breach of the duty of
confidentiality, and the duty to provide infor-

1

mation. In addition, the use of unfair business
practices/breaches of good business prac-
tice, as well as investment services without
authorisation, are relevant infringements.
Competition crime: This type of act involves
violations of the Competition Act, and
includes abuse of a dominant position and
various forms of illegal cooperation such as
price fixing, tender cooperation, market
sharing, and information exchanges.
Corruption: The concept of corruption in
criminal law includes bribing or accepting
bribes in the form of money, gifts or services.
The term ‘improper advantage’ is the Penal
Code’s term for the bribe. In order to be pun-
ishable, the act must be clearly reprehensi-
ble. Factors in the assessment are the sum of
the financial advantage, the degree of trans-
parency and the position of the person in
question.

Breach of financial trust: Breach of financial
trust is characterised by the breach of trust
committed by someone who, in his or her
role of managing or supervising certain inter-
ests, such as the general manager, abuses the
role to act against the interests that the per-
son in question is supposed to safeguard, and
where the offence is committed to obtain an
advantage for oneself or others. Embezzle-
ment is a related offence, but does not
require one to play a special role.

Money laundering: Money laundering is
actions that in various ways help to secure
the proceeds of criminal acts by concealing
where they go or who has control over them,
or that conceal the illegal origin of income or
assets. Money laundering is necessary to
enjoy the benefits of unlawful proceeds, and
the purpose is to integrate the proceeds into
the legal economy. Money laundering can be
carried out for others or to ensure the pro-
ceeds of one’s own criminal acts (self-laun-
dering).

1 The list is not exhaustive. Further descriptions of various

forms of economic crime can be found, for example, on
@JKkokrim’s website.

2023-2024
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Work-related crime (a-krim, in Norwegian) is a
collective term for acts that violate Norwegian
laws on wages and working conditions, social
security, and taxes and duties, often carried out
in an organised manner, which exploit workers,
have a distorting effect on competition, and
undermine the structure of society. At the same
time, work-related crime is an example of the
complexity of economic crime, as it can often
consist of tax crime, accounting-related crime,
money laundering, racketeering, and fraud. In
addition, it may include forms of crime that fall
outside the concept of economic crime, such as
human trafficking.

Fisheries crime are various offences commit-
ted throughout the value chain in the fishing
industry from catch to landing, processing,
transport, export, and sale. Fisheries crime is
primarily economic crime, but also has inter-
faces with work-related crime and environmen-

Box 2.2 Other collective terms

tal crime. Because the fishing takes place at sea
where the right to inspect is limited, the
offences are often difficult to detect and investi-
gate. In addition, fisheries crime often crosses
borders.

Cultural heritage crime is an act that violates
legal rules that protect cultural monuments and
cultural environments. The crime is multi-
faceted and can be committed due to ignorance
or carelessness, or be deliberate criminal acts.
Interventions in automatically protected cultural
monuments are often financially motivated, for
example where someone deliberately ploughs
areas with automatically protected cultural
monuments, or to demolish or rebuild buildings
that are protected under the Cultural Heritage
Act. Illicit trade in cultural artefacts is an exam-
ple of economic crime that is often transnational
and organised.

nised as long as it involves a certain pattern of
cooperation between three or more individuals,
and the sentencing range for the offence is a mini-
mum of three years.? The number of registered
cases of organised crime has fallen over time and
is low. However, it is difficult to quantify the extent
of organised crime because there are no separate
statistical groups for this in the police’s criminal
case database.

It can often be challenging to distinguish
clearly between profit-motivated, financial, and
organised crime. The offences often overlap, and
organised crime can often take place in apparently
legal enterprises, with complex company struc-
tures. Crime is often camouflaged through docu-
ment forgery, the use of intermediaries (‘straw
men’) in formal roles, the obscuring of transaction
links or secrecy jurisdictions (tax havens). In addi-
tion, multiple offenders are often also responsible
for laundering profits from, among other things,
drug offences.?

2 The Penal Code. (2005). Section 79 first paragraph (c) of
the Penal Code has the following definition of an organised
crime group: “An organised crime group means a collabo-
ration between three or more persons whose main purpose
is to commit an act punishable by imprisonment for at least
3 years, or which involves a not insignificant part of the
activities consisting of committing such acts.”

When there is a correlation between financial
and other profit-motivated crime, @kokrim and
Kripos cooperate in the fight against it. The police
districts, in their input to this white paper, have
expressed the view that there is a great need for
collaboration between groups that investigate eco-
nomic crime and groups that investigate other
profitmotivated and organised crime. To combat
this crime effectively, it is necessary to exchange
methods and expertise among the various groups.

Although there is an obvious need for collabo-
ration between the various groups to achieve
effective crime combating, this white paper
focuses mainly on economic crime in the tradi-
tional sense. This is based on the need to high-
light certain specific issues that apply to this field;
see Box 5.1 below.

However, several of the measures proposed
will also contribute to strengthening efforts
against other profitmotivated and organised
crime as well. This applies in particular to mea-
sures relating to capacity, as well as measures
related to money laundering and confiscation in
Chapters 12 and 13.

3 Benson and Chio (2020). Benson (2020). Alalehto and
Larsson (2012). von Onna et al (2014). Alalehto (2015).
Gekoski, Adler and McSweeney (2022).
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Box 2.3 Operationalisation of police work against profit-motivated and economic crime

Activities and enterprises based on
illegal goods and services
(unregistered enterprises)

Drug offences

Exploitation through violence, potential
violence and vandalism

Sexual and web-based assaults
against children

Human trafficking
Data breaches and hacking/ransomware

Organised crime/gang crime

The police | Kripos

Intelligence, prevention, investigation,
penalties, confiscation

Activities and enterprises that present
themselves as being based on providing
legal goods and services or that stem
from legal enterprises

Profit-motivated crime | Economic crime

Activities and enterprises based on
legal goods and services or permitted
enterprises (enterprises subject to
registration)

Corruption

Fraud (against individuals, enterprises
or support schemes)

Laundering proceeds
(regardless of origin)

Terrorist financing
Serious acquisitive offences

Criminal networks

Offences relating to taxes and fees
Work-related crime

Bankruptcy crime

Financial market crime
Competition crime

Environmental and natural resource
offences (breaches of permits or
regulations that provide cost savings/
access to valuable natural resources)

Responsibility for fighting crime

Kripos | the police | @kokrim (PST)
Regulatory agencies

The police | @kokrim
Public regulatory and inspection authorities

Means

Intelligence, prevention, investigation,
penalties, confiscation

Administrative sanctions/fines for breaches

Intelligence, prevention, investigation,
penalties, confiscation

Administrative sanctions/fines

for breaches

2023-2024

Figure 2.1
Source: @kokrim

The different categories overlap and have been
developed to help in the organisation of crime

prevention efforts. They can also be important
when prioritising various risks.

2.3 Who commits economic crime?

2.3.1

There are well-documented links between crime
and various types of exclusion: research shows
that low income, unemployment, and low educa-
tion normally increase the risk of committing
crime.? This pattern is not true when it comes to
economic crime.’ People who commit economic
crime are a more complex group. However, there
are several characteristics that are repeatedly
seen. About 70 to 80 per cent of the perpetrators
are men. The majority belong to the ethnic major-
ity in the country in which they live. The average
age is between 40 and 45 years. Of those con-

Wealthy middle-aged men

4 Boutwell et al (2015).
5 Alalehto and Larsson (2012). Benson and Chio (2020).

victed of economic crime, a small proportion of
career criminals commit multiple offences. A high
socioeconomic status is also a characteristic.

Few studies of economic crime have been con-
ducted in Norway. A study of 405 Norwegian judg-
ments showed that the convicted person had an
average age of 44 years when the offence was
committed.® Those who received the longest sen-
tences had highly trusted positions in the com-
pany (CEO and director). Most of them worked in
the private sector. Just over 75 per cent committed
crimes for personal gain, while the rest were con-
victed of offences committed by the enterprise.
The employer was the victim of crime in 28 per
cent of the cases, followed by the Tax Administra-
tion and the enterprise’s customers with 21 and 17
per cent of the cases, respectively.

6 Gottschalk (2016).
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Nice to see @kokrim's wonderful colleagues in the Swedish
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earlier posts: follow the money regardless of which crime it stems
from. Major asset seizures are more important than major drug
seizures.
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Figure 2.2 Post by @kokrim Director Pal K. Lanseth
on LinkedIn.

Source: LinkedIn, screenshot used with the permission of Pal
K. Lonseth

In addition, research has pointed to factors
such as motivation, opportunity, and personal will-
ingness as prerequisites for committing economic
crime. The motive may, for example, be to avoid a
financial crisis, while room for opportunity is both
about the opportunity to commit and to conceal
the criminal acts.”

7 Gottschalk (2016).

2.3.2 Professional facilitators

Access to or the ability to influence professional
facilitators, such as accountants and lawyers, is
often a prerequisite for certain types of economic
crime to succeed and not be uncovered by the
police and regulatory agencies. In several cases,
there are close ties between the professional
actors and key players in criminal circles. For
example, the Supervisory Council for Legal Prac-
tice has uncovered several cases where lawyers
assist with loan mediation and settlement without
being able to document particular knowledge of
the reality behind the loan agreements, and cases
where legal services are used to conceal benefi-
cial ownership in a company or in real estate.

Some lawyers have also facilitated economic
crime by using client accounts, e.g. to evade credi-
tor debt and for fraud and money laundering. The
Supervisory Board has experienced several cases
where there is reason to suspect that lawyers
deliberately assist criminal actors/networks in
movirslg money as part of a money laundering pro-
cess.

2.3.3 Criminal “service providers”

When criminal specialists sell their services to
other criminals, this is referred to as Crime as a
Service (Caas). Caas has become more prevalent
among criminal networks and organised crimi-
nals; however, the extent is unknown. This busi-
ness model professionalises criminal activity
through criminals outsourcing assignments to
actors who specialise in a criminal service, or who
have special expertise related to crime. The crimi-
nal specialists fulfil functions such as money
changers, money collectors, document forgers,
couriers, and providers of cybercriminal services.
Consequently, the network structures are becom-
ing increasingly more complex.”

Norway has several actors who act as key
money launderers for organised crime networks,
among other things. Some of these use so-called
“money mules” who play a central role in moving
proceeds. Money mules are individuals who, in
return for payment, assist criminals by receiving
money digitally or in cash from one person and
transferring it on to another.1® Money mules have
also become a “consumer service” for criminal

8  National Risk Assessment (2022), chapter 4.12.

9 SOCTA (2021). Kripos (2022) National Operation Criminal
Networks (KN). The Police Threat Assessment (2023).

10" gkokrim’s Threat Assessment (2022).
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} If someone asks you to transfer money via
your bank account for payment, they are
asking you to be a money mule.

} This is money laundering and is therefore
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Figure 2.3 Screenshot of @kokrim’s awareness-
raising campaign about money mules on Instagram

Source: Okokrim

networks. Some of the criminal masterminds have
recruited vulnerable people, and in several cases
people have also been threatened and forced into
the role of money mule.}!

2.4 Characteristics of economic crime

2.4.1

Economic crime is dynamic, and criminals have
the ability to adapt. Among other things, the
OECD has pointed out an increasing risk of crimi-

Dynamic

1 gkokrim’s thematic report on fraudsters who impersonate
the police or bank employee (2023). @kokrim’s website on:
Emerging threat: Youth and vulnerable persons are being
exploited as money mules by criminals (2023).
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Source: @kokrim

nal actors entering legal businesses.}? As previ-
ously mentioned, there is an important interface
between economic crime and other profitmoti-
vated and organised crime. A trend towards multi-
criminal actors who commit several types of
offences in several different industries or sectors
entails an expansion of the types and scope of
crime.

Economic crime is also affected by geopolitical
uncertainty, high inflation and a high degree of
uncertainty in the markets. Lower margins in the
business sector can affect both the scope and the
method. This, in turn, can create pressure in
some industries and contribute to more players
being driven towards tax crime and other forms of

12 OECD (2017).
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economic crime in order to ensure profitability in
business operations.

Digitalisation and globalisation create new
opportunities to camouflage crime through less
traceability. Opportunities for the preparation of
fictitious documentation are an additional dimen-
sion in global crime. These aspects help make it
possible to carry out the crime on a larger scale
and from a distance, with constant changes in
methods, resulting in a lower risk of detection.

2.4.2 Crossing national borders

Both globalisation and digitalisation pave the way
for cross-border transactions and cross-border
activities. This can present challenges to the con-
trol agencies and the police in obtaining the
necessary information. Effective combating of ille-
gal cross-border transactions requires coopera-
tion with the authorities of other countries and for-
eign payment services.

There are still authorities in some countries
that provide little or no assistance, or with which it
is difficult to cooperate for various reasons (see
Chapter 14 on international cooperation).

Increased attention to the cross-border move-
ment of goods is also important for the fight
against economic crime. Norwegian Customs’
inspection activities uncover many factors linked
to organised crime and the black economy, such
as smuggling of food products, counterfeit
brands, easily marketable and highly taxed goods
such as spirits and cigarettes, and ordinary trade
goods, as well as currency smuggling. A case
uncovered by Norwegian Customs is often linked
to a case of economic crime.

The EU expansion to countries in Central and
Eastern Europe has led to considerable labour
migration to Norway. Many foreign workers work
in the building and construction sector, the fishing
industry, agriculture, or in cleaning and other ser-
vice industries.!3 Although labour exploitation
and other work-related crime in these industries is
not necessarily linked to labour immigration, the
police and regulatory agencies have found that
labour immigrants have a higher risk of being
subjected to poor working conditions. Various
forms of exploitation of foreign workers and eva-
sion of taxes and duties are the most widespread
forms of work-related crime. Other typical forms
of work-related crime are fraud, including social
security fraud, use of fictitious information, bank-
ruptcy-related crime, and evasion of employer

13 NOU 2022: 18, chapter 9.

responsibilities. In many cases, the illegal activi-
ties have international ramifications, and investi-
gations require cooperation with authorities in
other countries. The same applies to the collection
of tax claims and other claims abroad.

2.4.3 New technology creates new risks

The digitalisation of society has led to simplifica-
tion and better compliance in several areas. At the
same time, digitalisation represents increased
opportunities for committing crime. National bor-
ders are being erased for criminal actors — but not
for the police — and profit-driven criminals and
other criminal actors have been given greater
room for manoeuvre than before.

Increased digitalisation in public administra-
tion also provides new opportunities for various
forms of social security fraud. Digital solutions in
the Norwegian Labour and Welfare Administra-
tion can, among other things, increase the risk of
document fraud, ID fraud, and fraud involving
electronic signatures, and it can be difficult to find
out who has actually applied for a benefit. Further-
more, increased use of digital follow-up makes it
more difficult to control residence requirements
related to certain benefits paid by the Norwegian
Labour and Welfare Administration.

Digitalisation in the business world makes it
possible for online companies to achieve signifi-
cant dominance, as well as to undermine competi-
tion in new ways. The development of digital cur-
rency, such as Bitcoin and other cryptocurren-
cies, has allowed criminals to use unregistered
currency exchangers and mixers as a money laun-
dering means to anonymise transactions in an
attempt to avoid detection by the authorities.!*
Cryptocurrency is used as a means of payment for
fraud and ransomware, and to fund criminal activi-
ties both in Norway and abroad. Digital extortion
in the form of ransomware is discussed in more
detail in Box 2.4.

The National Audit Office of Norway’s study of
the police’s efforts to combat crime using ICT
from 2 February 2021 concludes that the police’s
ability to uncover and solve digital crime has clear
weaknesses that, when seen together, are
serious.’® Among other things, the report finds
that the police lack the capacity to address the
development in financial cybercrime.

14 A mixer (or tumbler) is a service whose goal is to conceal
the history of large sums of cryptocurrency.

15 National Audit Office of N orway (2020-2021).
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Box 2.4 Ransomware

Ransomware can cause major financial losses,
while at the same time there is the opportu-
nity of high profits and little risk of identifica-
tion and prosecution. This is also related to
the fact that the criminals are located, and
commit the crime from, abroad.

In 2019, Norsk Hydro was the victim of a
ransomware attack. The total costs resulting
from the attack are estimated at NOK 650-750
million.! The organised criminals behind the
attack were suspected of having perpetrated
1,800 attacks in a total of 71 countries, using
the same ransomware, LockerGoga.

In 2021, the White House initiated an inter-
national collaboration to combat ransomware,
the International Counter Ransomware Initia-
tive (CRI). A total of 48 countries, including
Norway, the EU and Interpol, participate in
the collaboration, which takes place at both a
policy and an operational level. The coopera-
tion has a particular focus on countering
increasingly  sophisticated ransomware
attacks, sharing information about good cyber
security, and ensuring that the CRI countries
stand together to fight cybercriminals.

L Hydro (2019).

2.4.4 ID fraud facilitates economic crime

ID fraud means the use of false or forged ID docu-
ments or copies and photos of such documents, as
well as the use of other people’s genuine ID docu-
ments and wrongfully sent genuine ID docu-
ments. ID fraud also includes the misuse of iden-
tity without the presentation of ID proof.16

In addition, the term also encompasses the
misuse of certificates, such as the misuse or falsi-
fication of birth certificates, citizenship certifi-
cates, and marriage certificates.

ID fraud poses a security threat and is often
included in cross-border crime, such as human
smuggling and human trafficking, as well as the
smuggling of drugs, weapons, and stolen vehicles.
Europol’s threat assessment highlights ID misuse
as one of the most serious criminal threats facing
the EU.17 There is considerable international

16 For example, such ID misuse is seen in the pay compensa-
tion case, mentioned in Box 9.1.

attention to the need to limit the scope for crimi-
nal activity by combating ID misuse, both as an
underlying facilitator of crime and as a tool in its
actual execution.

Misuse of identification numbers is also
increasingly taking place digitally. In addition, ID
fraud facilitates economic crime, corruption,
crimes for profit, and terrorism. ID fraud is also a
factor in fraud cases. A false or stolen identity is
used to build trust and scam money, create a digi-
tal identity in someone else’s name, or to take out
a loan using a family member or someone else’s
Bank ID, etc.

2.4.5 Hidden ownership may conceal
economic crime

The ability to conceal ownership or control behind
a series of companies, often across national bor-
ders, makes it more difficult to prevent, uncover,
and investigate economic crimes such as tax
crimes (related to both direct and indirect taxes),
money laundering, corruption, and insider trad-
ing. These often involve the establishment or use
of services in states that allow the identity of an
indirect owner or party that indirectly controls a
company to remain secret, for example through
the use of trusts, as well as the use of financial
instruments.

Concealed ownership, secrecy, complicated
company structures and indirect transactions via
intermediaries (‘straw men’) help to make money
laundering in the real estate market possible.
According to Transparency International’s report
Who Owns Oslo from 2021, over 500 properties in
Aker Brygge, Tjuvholmen, Serenga, and Bjervika
are owned by companies registered in so-called
tax havens.!® While it cannot be established that
the money used to acquire the properties are pro-
ceeds from crime, the findings do give an indica-
tion of the risk of money laundering.

The interest group Tax Justice Norway has
discussed these issues for many years, most
recently in the latest edition of the book Skjult —
skatteparadis, kapitalflukt og hemmelighold [Hid-
den - Tax Havens, Capital Flight and Secrecy]
from January 2023. Among other things, the book
has a separate chapter on the status of relevant
measures for more transparency concerning
ownership, including country-by-country report-
ing and a register of beneficial ownership.

17 The Police Threat Assessment (2022) refers to Europol’s
threat assessment.

8 Transparency International Norge (2021).
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Another way to conceal ownership or proceeds
of crime is through investing in property abroad.
In the so-called “Dubai leaks”, it has been
revealed that several Norwegians who have com-
mitted crimes in Norway own property in
Dubai.l?

In fisheries management, it can also be a chal-
lenge to uncover any hidden agreements indi-
cating that someone other than the stated majority
owner is the beneficial owner, has a financial
interest in the operation that corresponds to the
ownership interest, and exercises real control
over companies that own fishing vessels, in viola-
tion of Section 6 of the Partnership Act.

2.4.6 War and conflict affect the extent of
economic crime

The world today is characterised by global great
power rivalry and competition between democra-
cies and authoritarian regimes. In Europe, the
Putin regime, through its attack on Ukraine in
violation of international law, has caused the most
serious security policy situation since World War II.

Some state actors use a wide range of instru-
ments to achieve their goals, and there are not
always clear distinctions between state, private,
and criminal enterprises. Different economic
means can be part of so-called hybrid threats.2

War and conflict provide greater room for
manoeuvre for criminal networks to expand their
activities, including in the area of economic crime.
Among other things, the risk of corruption is
expected to increase.?! War also increases the
risk of looting and the illegal trade in cultural
monuments. At the same time, refugees from the
war find themselves in a vulnerable situation for
human trafficking and work-related crime. A fur-
ther element is the possibility of various forms of
fraud through false fundraising campaigns and
the like. Criminal networks both in Ukraine and
Russia are also known for their involvement in
various forms of cybercrime.

19 Alstadsater, A. Planterose, B. Zucman, G. and @kland, A.
(2022).

20 Report. St. 9 (2022-2023). See Box 2.1 in which the term
hybrid threats is discussed.

21 gkokrim’s threat assessment (2022).

2.5 Consequences: eroded trust and
security and financial loss

Economic crime can have serious consequences
in the form of major financial losses for individual
victims, companies, and society as a whole. The
consequences may vary depending on the scope
and type of crime committed.

Economic crime can contribute to greater ine-
quality and injustice. This happens, among other
things, because crime makes markets less well-
functioning and harms competition. Businesses
that do not pay taxes and duties can offer goods
and services at a lower price than others. This, in
turn, has negative consequences for the orga-
nised part of business and working life. At the
same time, non-payment of taxes and duties will
result in lower revenues for the state.

Economic crime can also have negative conse-
quences for the reputation of the person affected.
A company that is subjected to a major fraud or
data attack may appear poorly prepared and less
professional. Crime can thus erode trust and cre-
dibility with customers, partners, and investors.
Eroded trust between business and industry par-
ticipants may also increase transaction costs and
reduce the efficiency of the economy because
market participants in general, and creditors in
particular, must devote more resources to ensur-
ing that their requirements are met.

Those who are victims of economic crime lose
money and assets. Private individuals can lose
large sums of money to fraud and find it unsafe to
communicate digitally. Companies can also lose
large sums. In some cases, such as in bankruptcy-
related crimes, creditors suffer a financial loss.
This may mean that employees do not receive pay
for work performed, or that the Norwegian
Labour and Welfare Administration’s (here after
referred to as NAV) Wage Guarantee must cover
pay expenses.

In addition, economic crime leads to increased
costs and reduced productivity for the public sec-
tor and for the business sector, because time and
resources must be spent on safeguarding against
and preventing economic crime. This in turn can
contribute to lower economic growth and value
creation. Economic crime can also mean that
some actors unjustly enrich themselves at the
expense of others, for example through the
exploitation of labour. This may, for example,
involve a combination of undeclared work and
social security fraud, in that the employer forces
or exerts pressure on the employee to apply for
benefits.
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Eroded trust is a particularly serious conse-
quence of economic crime. If the authorities lack
the ability to react to economic crime, it may lead
to an impression amongst the general public that
economic crime is widespread and that criminals
are getting away with their crimes. This can lead
to a loss of confidence in the authorities’ ability to
deal with crime. Compliance with tax rules illus-
trates the importance of trust. In areas where
there is no third-party reporting, i.e. where the
employer, banks, or other institutions report
directly to the Tax Administration, the authorities
are largely dependent on voluntary compliance.
Trust in the authorities contributes to higher
voluntary compliance. Trust takes a long time to
build, and is easy to lose. Eroded trust means that
the authorities have to use controls and harsh

measures to a greater extent to increase compli-
ance, which is far more resource-intensive and
less effective than voluntary compliance. Ulti-
mately, this can weaken the political stability of a
country.

In the financial sector, the consequences of
eroded confidence are illustrated in a different
way. Economic crime against banks, credit sys-
tems, and the securities market affects systems in
which the population must have confidence in
order for them to function. If people lose confi-
dence in the financial market, financial institu-
tions, and banks, it can lead to them staying away
from investments and savings, and to so-called
“bank runs” which can in turn weaken the coun-
try’s economy.
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3 The scale of economic crime

3.1 Registered crime and unreported
figures

The scale of economic crime is the total number
of offences reported to the police and the number
of unreported crimes.

For registered crime, with the exception of
2022, there has been a decline in the number of
offences reported to the police for many years. At
the same time, the proportion of cases that have
been dropped has been made has increased con-
siderably. The composition of economic crime has
changed considerably, and fraud accounts for an
increasing share of the offences reported to the
police.

When it comes to unreported figures, we gene-
rally have a better overview of economic crime
directed at businesses, municipalities, and private
individuals than in cases where there is no spe-
cific victim. The National Safety Survey 2020 and
2022 and the National Survey on the Scope of Eco-
nomic crvime Aimed at Businesses and Municipali-
ties together provide a better knowledge base on
unreported figures on economic crimes against
specific victims than we have had previously.?

There is still a need for more knowledge and
research on the scale of crimes without a specific
victim.

3.2 The scale and development of
registered crime

The statistics on reported offences show that
there have been fewer cases, while the police are
also making more decisions not to prosecute
cases. Fraud accounts for an increasing share of
registered economic crime.

3.2.1

As shown in figure 3.1, there has been a decline in
the number of registered cases over the past 20

Fewer economic crimes reported

L 1 gvgren, Hagestol and Kotsdam (2022).
2 Vista (2023).

years. The decline has been mostly stable, but
with some variation. Despite an increase from
2021 to 2022, the trend over the past five years is
fewer cases. There were about 2,100 fewer cases
in 2022 than in 2016.

Figure 3.2 shows that the vast majority of
cases have a maximum sentence of less than six
years. Following several years that saw a decline
in cases with a low penalty, the number of cases
increased from 2021 to 20223 The number of
cases with a high maximum sentence was rela-
tively stable between 2002 and 2012. Since 2012,
there have been about three times as many cases
with a maximum sentence of more than six years.

A review of the figures from Statistics Norway
shows that there has been a decrease in virtually
all types of economic crime during the period.
Overall, the decrease in the period is of about
3,000 cases. Since 2016, there have been about
2,100 fewer cases.

The change in the number of reported cases by
the regulatory agencies is related to the use of
administrative sanctions, changes in the agencies’
reporting instructions, and the division of labour
between the police and other agencies more gene-
rally. This is discussed in more detail in Chapter 11.

Within the different categories of cases, there
is a wide range of different types of cases. Several
of the cases in the categories of receiving pro-
ceeds of crime, money laundering, corruption,
and taxes and duties are large, serious, and com-
plex. Other cases, such as violation of the provi-
sion on minor fraud in Section 373 of the Penal
Code, concern lower amounts of money and may
be more comparable to minor theft and less com-
plex cases of profit-motivated crime.

Over the past five years, there has been a
decline in almost all case categories. The category
of receiving proceeds and money laundering has
fallen by just over 50 per cent. This decrease is
mainly due to fewer cases of receiving proceeds of
crime. Since 2012, there has been an average of

3 The figure contains information on offences within the fol-
lowing categories: receiving proceeds of crime and money
laundering, fraud, embezzlement and taxes and duties.
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Development in the number of cases and percentage of decisions not to prosecute
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Figure 3.1 Development in the number of reported cases of economic crime and the proportion that are

discontinued.’

1 The table does not include figures for 2008. This is due to a single fraud case in Oslo that alone caused 8,000 reports, which
would have made it more difficult to compare the development in the number of cases in other years.

Source: Statistics Norway 2023, table 09405: Offences investigated, by statistical variable, type of offence, police decision and year

Development in number of cases and percentage of cases dropped, divided by sentencing range
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Figure 3.2 Developmentin the number of cases of economic crime reported to the police and the proportion
of cases discontinued, by maximum sentence over / under 6 years

Source: Statistics Norway 2023, table 09405: Offences investigated, by statistical variable, type of offence, police decision and year
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2,860 cases a year, but a further decrease of about
1,000 cases in 2021 than in 2015. The number of
cases of money laundering has also fallen by over
fifty per cent. Since 2012, there has been an aver-
age of 93 cases annually. The number of cases
involving embezzlement has fallen by 47 per cent.
In the last decade, there has been an average of
1,140 cases, and the trend is declining.

Fraud is the only category that has increased
significantly. There were 19,100 cases in 2022.
The number has increased by about 7,200 cases
since 2002. The increase applies in particular to
aggravated fraud. The number of cases of aggra-
vated fraud has increased sharply from just under
700 in 2011 to 2,700 in 2021. However, the number
of aggravated fraud cases fell by over 700 from
2021 to 2022. Ordinary fraud accounts for the
majority of cases, about 75-80 per cent, depending
on the year. Since fraud accounts for such a large
majority of cases, it is dealt with separately in
Chapter 3.3.

Increased share of cases that are
dropped

3.2.2

The proportion of cases that are dropped has also
increased, especially since 2016. This is due to a
higher proportion of dropped cases with a low
sentencing range. Since 2016, an average of 71 per
cent of all cases with a maximum sentence of less
than six years have been dropped. Correspond-
ingly, an average of 35 per cent of cases with a
high maximum sentence were dropped. From
2021 to 2022, the proportion of cases with a high
maximum sentence that were dropped increased
from 30 to 45 per cent.

Between 2002 and 2022, the proportion of
dropped cases increased in 12 of 17 categories.
The increase applies in particular to fraud. On
average, 62 per cent of all fraud cases have been
dropped during the period. This implies an
increase of 26 percentage points. There is great
variation between different types of fraud. For
aggravated fraud and ordinary and minor fraud,
the share of dropped cases is on average 30 and
67 per cent, respectively. However, the proportion
of aggravated fraud cases dropped increased from
30 to 48 per cent between 2021 and 2022, despite a
sharp decline in the number of cases. The propor-
tion of fraud cases that were dropped has never
been higher than in 2022.

Aside from fraud, the share of cases of eco-
nomic crime that are dropped is on average 31 per
cent for the entire period. The tendency is
towards a higher proportion of decisions not to

prosecute: Since 2016, the proportion of dropped
cases has increased from 30 to 44 per cent.

In Statistics Norway’s figures, the lowest pro-
portions of dropped cases appear for customs
duties, taxes and excise duties, and accounting
violations. However, there are weaknesses in the
figures that mean that the proportion of dropped
cases may be artificially low, for example within
the cases that the Tax Administration has
reported. This is discussed in Chapter 15.

Over the past five years, the police have
dropped an average of 62 per cent of all cases of
economic crime. From 2021 to 2022, the propor-
tion of dropped cases increased from 58 to 69 per
cent. Decisions not to prosecute can be registered
in three ways: due to a lack of information about
the perpetrator, a lack of evidence, or a lack of
case processing capacity. The proportion of cases
dropped due to a lack of case processing capacity
has increased considerably over the past 20 years.
There has been a particular increase in the last
five years. In 2022, one in three cases were
dropped due to a lack of case processing capacity.

Fraud also stands out when it comes to
grounds for dropping cases, and is to a greater
extent dropped than other cases due to a lack of
case processing capacity. In 2016, 17 per cent of all
fraud cases were dropped on these grounds. The
corresponding figure for 2022 was 35 per cent.

Decisions not to prosecute made for other
types of cases than fraud are primarily due to a
lack of evidence. Between 2016 and 2022, on aver-
age, slightly more than one in five cases were
dropped due to a lack of case processing capacity.
In the same period, an average of 66 per cent were
dropped due to lack of evidence.

3.3 More aggravated fraud cases

The composition of registered economic crime
has changed greatly over the past 20 years. Today,
most investigated offences within economic crime
are fraud cases. In 2002, fraud accounted for 43
per cent of the investigated cases, followed by
racketeering and money laundering, and tax
offences, at 19 and 18 per cent respectively. In
2022, fraud accounted for 79 per cent of all cases,
while theft and money laundering accounted for
nine per cent. All other case categories accounted
for less than five per cent of the total caseload.
The National Security Survey 2020 and 2022
shows a clear correlation between the amount of
the financial loss and whether the offence was
reported. The statistics on reported fraud reflect
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Figure 3.3 Bank card purchases
Photo: Shutterstock

this. The number of minor fraud cases has
remained relatively stable at just over 1,000
offences reported to the police since 2004. The
number of “ordinary” fraud cases has increased
by 27 per cent in the period, and there have been
over 10,000 police reports a year since 2015. It is
particularly worrying that the number of aggra-
vated fraud cases has increased sharply. Since
2011, the number of aggravates fraud cases has
almost tripled.

Analyses show that the increase in the number
of reported fraud cases is due to more private indi-
viduals reporting fraud, while enterprises and
other legal entities report far fewer frauds than
before.* An analysis of victims of all offences from
2019 showed that one in ten victims who were pri-
vate individuals had been exposed to fraud.

Digital fraud is a challenge in today’s society,
and is discussed in a report from Jkokrim from
June 2023.° Okokrim estimates that losses in
Norway related to fraud totalled more than half a
billion kroner in 2022. The majority of fraud
offences result in relatively small financial losses
for the individual affected. However, in the case of
investment fraud and romance fraud, the financial
losses for the victims can be significant.

DNB reports that it detects and prevents the
vast majority of attempts at fraud against private
individuals through the bank’s systems. The bank
states that the fraud attempts made against DNB
and its customers totalled NOK 1,811 million in
2023. This is an increase of 45 per cent from 2022.
The bank hindered NOK 1543 million in fraud.®

4 Statistics Norway (2021).
5 @kokrim (2023).
6 DNB (2024).

Fraud affecting Norwegian citizens and busi-
nesses is committed by criminal networks both in
Norway and abroad. The profit for these is several
hundred million kroner. The networks often
appear to be professional and consist of a number
of people with clearly defined roles and tasks.
Some criminal networks run their own call cen-
tres facilitating contact with the victims and create
false companies and websites that give a legiti-
mate impression.”

3.4 Alargeincrease in suspicious
transaction reports

In recent years, the number of suspicious transac-
tion reports sent by entities with a reporting duty
under the Norwegian Money Laundering Act
(hvitvaskingsloven) to the Norwegian Financial
Intelligence Unit (FIU) of @kokrim has increased
signiﬁcantly.8 The FIU’s annual report for 2022
shows that the number of suspicious transaction
reports (so-called STRs) has doubled over the
past five years.9 From 2021 to 2023, reporting
increased by about 44 per cent.

The main reason is increased investment and
expertise among those with a reporting obligation
and, not least, an increase in the number of unique
reporting entities. There is also a clear increase in
STRs for some crime areas, including work-
related crime and internet-related child abuse.
However, fraud and money mule activities are the
areas the FIU has received the most reports on,
with a significant increase of about 100 per cent
from 2020 to 2023.

In addition, in 2023, the FIU received just over
22,000 reports from similar authorities in other
countries. This is also a significant increase from
previous years. The increase in the number of
reports from abroad is mainly due to automation
of the processes in different EU and EEA coun-
tries.

3.5 Confiscation figures have
remained constant for 25 years

In country evaluations by the Financial Action
Task Force (FATF) in both 2014 and 2019, Nor-

Okokrim’s website on Current threat: Investment fraud
tied to cryptocurrency (2023).
8 The Anti-Money Laundering Act. (2018).

Okokrim - Financial intelligence unit. Annual report
(2022).
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Table 3.1 Confiscation and compensation. Amounts in nominal NOK

Amount in NOK million 2015 2016 2017 2018 2019 2020 2021 2022 Total
Imposed confiscation
amount 326 165 197 109 198 983 184 178 2340
Awarded damages 321 287 401 406 386 351 362 307 2821
Total confiscation and
compensation claims 647 452 598 515 584 1334 546 485 5161

Source: PHS (2023)

way was criticised for the fact that the confiscation
figures of proceeds from crime were too weak.1”
Despite attention to the importance of confisca-
tion both nationally and internationally, confisca-
tion figures for the police are still relatively con-
stant.

In June 2023, the Norwegian Police University
College (PHS) published the report Confiscation:
An Initiative Without Results? What Works and
What Doesn’t?*! The report is an empirical study
of confiscation in Norway, and is based on the
National Police Directorate’s (POD) and the Tax
Administration at the Norwegian National Collec-
tion Agency’s (SI) own statistics on confiscation, a
survey of the police districts’ confiscation special-
ists, and a survey of the first cohort that com-
pleted the newly established web-based confisca-
tion study at PHS.

In the introduction to the report, it is stated
that the confiscation figures for the police are at
about the same level today as they were 25 years
ago. It is difficult to produce precise statistics on
the sum of proceeds that are actually collected
from criminals. An overview of the application of
the Penal Code’s rules on confiscation provides
only part of the picture.

The regulatory agencies also establish claims
against offenders, and the Tax Administration’s
collection of confiscation claims, and other types
of claims is also important for depriving offenders
of their assets. In criminal cases, it is also not
uncommon for the victim to have suffered a loss
and to claim compensation. The report has there-
fore obtained various figures, including an over-
view showing developments in both confiscation
and compensation (see Table 3.1). The table is
illustrative of the conclusion that the figures have
been fairly constant over several years.

10 FATF (2014). FATF (2019).
11 pHS (2023).

3.6 The police’s goal attainment

The figures above show that the police discon-
tinue many cases of economic crime. This nor-
mally means that cases are not solved.

It may be appropriate to question whether the
police are using resources efficiently enough and
achieving the desired results. These matters are
difficult to measure, but also to set target figures
for. One can count cases, convictions, discontinu-
ances, acquittals, fines, and dismissals of prosecu-
tion. It is also possible to count searches, deten-
tions, extradition orders, and interrogations. Such
an analysis must take into account differences
between cases in terms of scale and time required.
Similarly, there is a big difference between a short
and simple interrogation and a lengthy and exten-
sive interrogation. These natural differences mean
that counts and comparisons have limitations.

One must also consider that the numbers do
not say anything about the quality of the work that
is done. Decisions not to prosecute and acquittals
must not be equated with a poor result or failure
to achieve goals. A decision not to prosecute may
be the most correct result, and there may of
course be good investigative and prosecution
work behind a dropped case. In the same way, an
acquittal in the courts may be the most correct
decision, including from the perspective of the
police and the prosecuting authority. Examples
are cases where it is clear after the presentation of
evidence in court that acquittal is correct, and
cases where there was reason to clarify a legal
issue in the courts and the result in the case was
acquittal, but where the goal of legal clarification
was achieved. Launching a case can sometimes be
the only or most appropriate way to investigate
elements of a case, for example when it is desira-
ble to use covert methods. Even if the information
obtained in this way does not lead to a decision to
prosecute, knowledge about unknown vulnerabili-
ties may be uncovered and remediated.
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Nevertheless, the proportion of cases of eco-
nomic crime that are dropped is high and has
increased over time. In addition, there has been
an increase in cases that are dropped due to a lack
of case processing capacity.12

Another challenge seen over many years, has
also been that the police drop a large number of
cases based on reports from other public agencies
where there is thorough documentation of serious
offences. When the police and prosecuting authori-
ties are not sufficiently able to follow up the efforts
of the regulatory agencies in their areas of respon-
sibility, this creates challenges. For example, from
the point of view of the Tax Administration, a
failure to follow up on tax crime can in fact be seen
as a threat to the legitimacy of the tax system itself.
The regulatory agencies and administrators have
consistently reported capacity problems and high
employee turnover in most police districts. In many
police districts, this has also led to a lesser extent of
the regulatory agencies reporting the criminal
offences they uncover.!® See more about this in
Chapters 6 and 11.

Economic crime often involves complex types
of crime that can be difficult to uncover and
resource-intensive to investigate. It is therefore
important to work more proactively with collec-
tion, analysis, and measures to prevent crime
from happening in the first place. This is dis-
cussed in more detail in chapter 8.

3.7 Unreported figures for economic
crime

3.71

In order to know the true scale of economic crime,
knowledge of unreported or uncovered crime is
important. The size of the unreported figures at
any given time will be affected both by the victims’
propensity to report crime, and the ability of police
and regulatory agencies to uncover crime.

The extent of economic crime involving a
specific victim can be investigated with the help of
surveys. Although they are a recognised method
for providing information on the scale of the issue,
surveys also have some important limitations.
Respondents may answer incorrectly, misunder-
stand questions, not remember when an offence
has occurred, or deliberately try to exaggerate or
understate the scale. The timing of the survey can

Surveys on scale

12 Gee chapter 3.2.2
13- NOU 2017: 5. Politiforum (2020).

also affect its results, especially when it comes to
perceptions of how widespread economic crime is.

In the following, the white paper discusses sur-
veys of a representative sample of private and
public enterprises and municipalities, to highlight
which offences the enterprises and municipalities
themselves state that they have been subjected to
in the past year. Surveys have been conducted for
the years 2003, 2008, and 2021.14 The Ministry of
Justice and Public Security will fund a similar
study in the coming years in order to create a time
series (see chapter 15).

The surveys show a decrease of five per cent
from 2003 to 2008, and a stable scale of economic
crime since 2008.1° In total, 10 per cent of all busi-
nesses responded that they were subjected to eco-
nomic crime in 2021. The figures vary greatly
according to the size of the enterprises. 17 per cent
of enterprises with five or more employees state
that they had been exposed to economic crime dur-
ing 2021.16 8.6 per cent of the enterprises with
fewer than five employees answer the same.

As shown in Figure 3.4, fraud is the most com-
mon type of economic crime. Nine per cent of
enterprises with five or more employees reported
having been exposed to fraud.

Four and five per cent, respectively, responded
that they had been victims of corruption and data
breaches. The corresponding figures for enter-
prises with fewer than five employees are three
per cent for fraud and corruption and two per cent
for data breaches.

The largest enterprises with 100 or more
employees are most vulnerable to economic
crime. 26 per cent of enterprises with more than
100 employees stated that they had been victims
of economic crime. This concerns in particular
the two most common offences, fraud and data
breaches. The relationship is not linear, as enter-
prises with 20 to 49 employees had been some-
what more subjected than those with 50 to 99
employees.

With the exception of data breaches and fraud,
the companies respond that they perceive the risk
of being exposed to most types of economic crime

14 SSB (2005). SSB (2010). Vista (2023).

15 SSB (2005). SSB (2010). Vista (2023). Other surveys reveal
a similar picture. The Norwegian Business and Industry
Security Council conducts two surveys of private and
public enterprises, Morketallsundersegkelsen (‘the Dark
Number Survey’) and Krisino. The surveys are not based
on representative samples of respondents, and the results
must therefore be interpreted with caution. Both surveys
show high unreported figures, and a decline in some types
of economic crime in recent years.

16 vigta (2023).
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Figure 3.4 Percentage of enterprises subjected to economic crime in 2021.
Source: Survey conducted by Vista Analyse 2022
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Source: Survey conducted by Vista Analyse 2022
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as low. Between 80 and 90 per cent of the enter-
prises consider the risk of being exposed to
offences such as accounting-related crime, cor-
ruption, and embezzlement to be low. When it
comes to data breaches, 12 per cent consider the
risk to be high, and 50 per cent consider the risk
to be medium. The corresponding figures for
fraud are 4 and 27 per cent.

The survey also shows that there is great
variation among different industries with regard
to how many people have been victims of economic
crime.

Enterprises in finance and insurance state that
they are most vulnerable. These are industries
dominated by relatively few large companies with
many customers who can potentially defraud
them. Enterprises in health and social services
and education state that they are least vulnerable.
The difference between other enterprises is small,
and varies between 16 and 25 per cent.

3.7.2 The enterprises report about 15 per
cent of the offences

The survey also shows that the enterprises state
that they have reported about 15 per cent of the
offences. There is great variation between the
offences. Embezzlement (39 per cent) is most
commonly reported, followed by money launder-
ing (33 per cent), and fraud (21 per cent). Corrup-
tion (2 per cent), accounting-related crime (6 per
cent), and data breaches (9 per cent) are the least
commonly reported.

When asked why they chose not to report, the
most common answer from companies is that
there is nothing to be gained from filing a com-
plaint. Furthermore, the companies respond that
it is resource-intensive to file a criminal complaint,
and that it will be difficult to prove that it is a viola-
tion of the law. Few feel that the police lack com-
petence. For data breaches and embezzlement, 29
and 42 per cent, respectively, cite a lack of police
resources as the reason why they chose not to file
a complaint.

The latest survey shows a decrease in the pro-
portion who report the most recent offence affect-
ing them to the police. In 2008, 30 per cent filed a
complaint in the case, compared to 15 per cent in
2021.

3.7.3 Municipalities report a lower
prevalence than enterprises

In the latest survey, Norwegian municipalities
state that they have been subjected to economic

crime to a lesser extent than enterprises with five
or more employees. 14 per cent of the municipali-
ties respond that they were subjected to economic
crime in 2021. Fraud is most common, with 11 per
cent. Three per cent respond that they had been
subjected to data breaches and two per cent to
breach of financial trust.

Just over half of the municipalities state that
they consider the risk of most types of economic
crime to be small. However, there is some varia-
tion between different types of offences. Between
30 and 45 per cent of the municipalities state that
they perceive the risk of being exposed to illegal
cooperation, corruption, and bribery, breach of
financial trust, embezzlement, and fraud as
medium. About 80 per cent of the municipalities
consider the risk of data breaches to be high or
medium.

It is important to note that there is methodo-
logical uncertainty associated with the results for
the municipalities, due to weaker representative-
ness.

3.7.4 Economic crime against private
individuals

The National Safety Survey 2020 and the National
Safety Survey 2022 show a lower level of economic
crime directed at private individuals than against
businesses.!” Fraud and identity theft are among
the most prevalent forms of crime. At the same
time, it appears that relatively few state that they
have been subjected to this. In 2020, 7.5 per cent
responded that they had been subjected to fraud
when buying goods or services over the internet,
and 5 per cent to financial fraud when buying or
selling. In 2022, the proportions were 7 and 5 per
cent, respectively. 4 per cent said they had experi-
enced payment card or personal information fraud
in both 2020 and 2022. By comparison, 6 per cent
had been exposed to bicycle theft in 2020, and
7 per cent in 2022.

The National Security Survey also details
people’s worry about being subjected to crime. It
appears that the vast majority are not worried
about this. It is most common to be concerned
about being subjected to fraud on the internet. In
2022, 26 per cent were concerned about this, and
15 per cent concerned about identity theft.

17 1 gvgren, Hagestol and Kotsdam (2022) and Levgren et al
(2023). The Security Survey is a survey in which a repre-
sentative sample of the population states which crime they
have been exposed to in 2020 and 2022, and which offences
they are worried about.
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The survey also shows that the population
reports the lowest financial loss for fraud, com-
pared to other types of offences for gain. In 2022,
the median value of the financial loss due to pay-
ment card or personal data fraud was NOK 1,200
and NOK 1,000 for fraud in connection with pur-
chases or sales. The corresponding amounts for
car theft were NOK 10,000 and NOK 4,000 for
bicycle theft. In 2022, 9 and 21 per cent responded
that they reported fraud in connection with pur-
chases and sales and payment card or personal
data fraud, respectively. The survey shows a clear
correlation between the amount of the financial
loss and the likelihood that the offence will be
reported.

Another aspect of economic crime that affects
individuals concerns exploitation in employment
relationships. In its threat assessment from 2022,
@kokrim assesses that it is likely that criminal
actors will attempt to exploit refugees from
Ukraine and other foreign and vulnerable workers
for undeclared and illegal work. ID misuse can be
included as part of this. According to @kokrim’s
threat assessment, labour exploitation occurs
particularly in labour-intensive occupations with a
high proportion of unskilled workers. Unregis-
tered foreign workers who receive payment in
cash are vulnerable to being exploited by the
employer unjustly enriching themselves on their
wages. @Wkokrim also warns that young and vul-
nerable workers are being exploited by criminal
actors as “money mules” to launder illegally
obtained proceeds.!8

According to a report by Fafo, a Norwegian
independent social science research foundation,
some foreign workers residing in Norway find
themselves in grey areas in the labour market, but
these grey areas are ones in which the exploita-
tion does not take such forms that it can be con-
sidered human trafficking.1?

3.7.5 Economic crime against the welfare
state

In terms of methodology, it is challenging to
research economic crimes for which there is no
specified victim. Existing estimates are therefore
subject to uncertainty. There are many types of
economic crime where there is little research and
statistics that shed light on the possible extent.

18 gjkokrim’s website on Current threat: Youth and vulnerable
persons are being exploited by criminals as money mules
(2023).

19" Brunovskis, A. and @degérd, A. M. (2022).

The unreported numbers can be large, and we do
not know how large.

Non-compliance with tax and duty regulations
illustrates this challenge. “Tax gap” is a term used
to describe the difference between the tax that
would have been paid if everyone fulfilled their
tax obligations and the tax that is actually paid.
The tax gap is due to non-compliance by both
registered and unregistered enterprises. How-
ever, non-compliance is not the same as economic
crime. Some errors are due to unclear regulations
or a lack of knowledge in the business community
or among the general public. It is often difficult to
distinguish between conscious and unconscious
errors.

Part of the tax gap is about underreporting of
legal and known activity. Another part is unregis-
tered legal and illegal activity, also referred to as
the “shadow economy”. It includes financial activ-
ity and income from illegal enterprises and activi-
ties such as drug trafficking, and from legal activi-
ties that are not reported to the tax authorities. An
estimate of the Norwegian shadow economy indi-
cates an order of magnitude of between 1-5 per
cent of mainland GDP for 2019.2° This implies a
total hidden value creation of NOK 27-133 hillion,
which corresponds to lost tax revenues of NOK
10.8-53.2 billion. Such estimates are subject to
considerable uncertainty.

Another part of the tax gap is about the over-
reporting of deductions. Based on random checks
of personal taxpayers’ deductions in the tax
return, the Tax Administration has calculated a
tax gap (lost tax revenue) of NOK 1.2 billion for
the 300,000 taxpayers who increase their deduc-
tions in the tax return. This amount does not dis-
tinguish between conscious and unconscious
errors. For other parts of the tax gap, the Tax
Administration has more uncertain estimates or
only individual observations of the methods used
without being able to say anything about the over-
all scale.?!

International research suggests that the use of
randomised checks is the most reliable method
for estimating the extent of tax evasion and tax
gaps, especially in combination with other data
sources.? Based on randomised checks, a Danish
study has found that there is very little tax evasion
for areas where there is third-party reporting. For

20 Socio-economic analysis (2022).

21 Internal report in the Tax Administrations, Tax deductions
for individuals: the tax gap, effect of checks and new deduc-
tion model, 1 November 2023.

22 Alstadsether, Johannesen and Zucman (2019).



34 Meld. St. 15 Report to the Storting (white paper)

2023-2024

Shared values - shared responsibilities

Figure 3.6 Property abroad is not always reported to the tax authorities and may be funded with the help of
proceeds from crime

Photo: courtesy of Okokrim

the self-employed, the study finds that a far larger
proportion evaded taxes.”® According to a study
based on randomised checks, microdata and data
on the use of tax amnesties in Norway, Sweden
and Denmark, the richest per thousand of the
population evade about 25 per cent of their
taxes.2* The study also shows that the level is so
large that it would change the calculations of ine-
quality, as the unreported income and wealth
increase the wealth of the richest per thousand by
thirty per cent.

A new report shows that the extent of assets
concealed internationally has been significantly
reduced following the introduction of information
exchange agreements between countries.?” At the
same time, the report points out that there are
signs that evasion is shifting towards assets that
are not covered by these agreements, particularly
real estate.

Furthermore, research indicates that 70 per
cent of the properties in Dubai that are owned by
Norwegian residents had not been declared to the
tax authorities, which could indicate tax evasion.26

23 Kleven et al. (2011).

24 Alstadseether, Johannesen and Zucman (2019).

25 Alstadseeter, Godar, Nicolaides and Zucman (2023).
26 Alstadseeter, Planterose, Zucman and @kland (2022).

The extent of social security fraud and incor-
rect payments has been examined in five different
investigations from the period 2011-2020. All the
reports show large unreported figures for irregu-
larities and errors that have not been detected.
The estimates do not distinguish between con-
scious and unconscious errors on the part of the
user or errors in the agency’s case processing,
and are thus not an estimate of economic crime.
The reports include six major benefits paid by the
Norwegian Labour and Welfare Administration.
An estimate based on these studies and the fact
that many benefits have not been examined indi-
cates that the Norwegian Labour and Welfare
Administration incorrectly pays out at least NOK
5 billion per year. Of the presumed wrongly paid
amount of NOK 5 billion, just under NOK 1 billion
is being reclaimed.?

The Norwegian Competition Authority con-
ducted two surveys in 2017 and 2021, the purpose
of which was to detail the extent to which Norwe-
gian companies experience competition crime in
their industry.2® In the 2021 survey, between 20
and 30 per cent of business leaders answered yes

2T Proba society analysis (2011) and (2013). Oslo Economics
(2018), (2019) and (2020).

28 The Norwegian Competition Authority (2022).
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to various questions about whether anti-competi-
tive cooperation, price collusion, market sharing,
and tender cooperation exist in the market in
which they operate.

A knowledge overview obtained by the Minis-
try of Justice and Public Security in 2023 shows
that most research is in the area of taxes and
duties.?? The knowledge base concerning the
potential scale in other areas is considerably

weaker. For example, a report on the extent of
bankruptcy-related crime states that there are few
statistics available, and it therefore makes esti-
mates based on impressions from actors working
within the field.>°

2 Nifu (2023).
30 Socio-economic analysis (2020).
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4 The organisation of efforts to combat economic crime

4.1 Joint responsibility for prevention
and control

As mentioned at the outset, the prevention and
combating of economic crime is the responsibility
of the authorities, businesses, and private indivi-
duals.

The police and prosecuting authority are key
players in both the prevention and prosecution of
cases of violations.

The regulatory agencies have the important
task of preventing, detecting, rectifying, and sanc-
tioning infringements within their areas and with
their legal remit. Well-functioning collaboration
between the police and the regulatory agencies is
often a key to the successful handling of cases of
economic crime. In addition, private actors and
the business sector contribute to both the preven-
tion and detection of economic crime.

This chapter provides an overview of the
various actors and how the work on economic

crime is organised in Norway today. Reference is
also made to models from some other countries.

4.2 The Police and prosecuting
authority

4.2.1 @kokrim: national expertise with an

interdisciplinary focus

@kokrim (The National Authority for Investiga-
tion and Prosecution of Economic and Environ-
mental Crime) is the police and the prosecuting
authority’s central unit for the investigation and
prosecution of economic crime and environmental
crime. Since its inception in 1989, @kokrim has
been both a central police agency and an office of
public prosecution holding national authority.

Okokrim is described in more detail in the report on
special bodies, NOU 2017: 11 chapter 9.
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Figure 4.1 @kokrim is the central agency for investigating and prosecuting economic crime and

environmental crime
Photo: Leif Ingvald Skaug
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As stipulated in the Prosecution Instructions,
Jkokrim deals with the most serious, complex
and fundamental cases within economic crime
and environmental crime in Norway.2 In principle,
all types of cases that fall under the definition of
economic crime in chapter 2.1 can be dealt with
by Okokrim. However, it is often cases of a certain
scope with links abroad that are dealt with by the
special agency. Jkokrim itself decides which
cases it shall investigate.

In addition to handling its own cases, @kokrim
assists the police districts in a large number of
cases in line with @kokrim’s national authority as
a specialist in economic crime.* One of these
areas is the confiscation of proceeds from criminal
acts. In addition to general competence enhance-
ment, the Asset Recovery Office in Okokrim
assists the police districts with advice and guid-
ance in specific cases, and, if necessary, the unit
can also participate in the actual investigation.
This applies in particular to work on securing
assets at an early stage of the investigation.

@kokrim has almost 200 employees and is a
nationwide special agency in the police. Investiga-
tions are conducted by police investigators and
special investigators with other backgrounds,
such as in finance, auditing, IT, and the environ-
mental sciences. Its lawyers include both public
prosecutors and police prosecutors. In general,
Okokrim does not experience challenges with
recruitment or turnover in the same way as some
of the police districts, but is characterised to a
greater extent by robust competence communi-
ties with a high level of interdisciplinarity.

Table 4.1 provides an overview of the number
of cases in Jkokrim in recent years.

The agency has a high conviction rate. This
was at 77 per cent in 2020, 96 per cent in 2021 and
85 per cent in 2022, respectively. The nature of the

2 Prosecution Instructions. (1985). Chapter 35.

3 Qkokrim Annual Report (2022).

4 Professional administrative responsibility involves national
responsibility for professional development in the police.

Table 4.1 Case work in @kokrim

cases means that they are resource-intensive.
@kokrim therefore often has a long case process-
ing time in many cases. The processing time was
254 days in 2020, 344 days in 2021 and 305 days in
2022, respectively.

4.2.2 Police districts: specialised teams and
geographical units

The country’s twelve police districts are divided
into so-called Functional Operating Units (FDE)
and Geographical Operating Units (GDE). The
geographical operating units are responsible for
police activities in a geographical area, while the
functional operating units, including the Joint Unit
for Intelligence and Investigation, are responsible
for special fields within the police’s activities.

The districts are also divided into different
police station districts and police stations of vary-
ing sizes and with different staffing.’ This means
that one is not necessarily located in the same
place, even if one belongs to the same unit organi-
sationally.

Although there are some differences in the
organisation within the police districts, all twelve
districts have a department or unit for financial
and environmental crime (hereinafter referred to
as the ‘eco-/environmental department’), which is
composed of police investigators and special
investigators with expertise in finance. These are
part of the joint unit for intelligence and investiga-
tion under the district’s FDE.

In most police districts, resources from the
eco/environment department, especially special
investigators with financial expertise, are also
used to assist with money trail investigations in
other case areas.’ This often concerns other
profitmotivated and organised crime, such as
drugs and human trafficking, but also in cases of

®  One example is Innlandet Police District. See the police’s

website on the organisation of the district.
6 See chapter 12 for more details on this.

Case work 2020 2021 2022 2023
Okokrim cases under investigation and litigation 50 59 56 63
New Okokrim cases 28 21 20 13
Assistance cases (police districts) 105 179 117 97
Sum 183 259 193 173
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sexual assault and murder. This cross-area coope-
ration can be a strength and a necessity, as dis-
cussed in chapter 2.2. At the same time, the use of
resources from the eco/environment department
can be at the expense of efforts to combat purely
economic crimes, such as major tax cases and cor-
ruption cases.

A large proportion of cases of economic crime
are handled by the geographical operating units in
the police districts. The investigative environ-
ments here consist predominantly of generalists
with a background from the Norwegian Police
University College, with no expertise in economic
crime. The GDEs also have a general challenge
when it comes to prioritisation. On a daily basis,
the units must prioritise between investigations
and other tasks such as security and emergency
preparedness, and which cases are to be investi-
gated.

There is great variation in the police districts’
capacity to investigate economic crime. Oslo
Police District differs from the other police dis-
tricts. Just under a quarter of all registered eco-
nomic crime offences in the country are investi-
gated here. The breadth and complexity of the
cases means that the district’s case portfolio is
particularly extensive and demanding. Within eco-
nomic crime, the total capacity of Oslo Police Dis-
trict is the same size as that of @kokrim, and three
times as large as the second largest police district.

Economic crime cases that end in indictment
and go to court are prosecuted by police prose-
cutors in the police districts. Depending on the
seriousness and complexity of the case, some
cases are also prosecuted by the public prosecu-
tors in the regional public prosecutor’s offices.

Some challenges in the police districts’ investi-
gation of economic crime have been further
detailed through a project called “Project Eco”,
described in Box 4.1.

Overall, the police’s expertise in economic
crime and environmental crime does not appear to
be adequate to meet society’s need to combat this
type of crime. It is reasonable to think that some
of the challenges associated with many of the dis-
continued cases described in chapter 3.2.2 are
related to the challenges that were detailed under
Project Eco. Similar challenges related to compe-
tence, resources, and organisation were also
pointed out in the Office of the Auditor General’s
investigation of the police’s efforts to combat
crime using ICT from 2021.7

7 The National Audit Office of Norway (2021).

4.3 Theregulatory agencies

An important part of the prevention and com-
bating of economic crime takes place through the
regulatory agencies’ control measures and use of
sanctions, without the involvement of the police
and prosecuting authority.

In this context, the regulatory agencies refer
to various supervisory authorities and agencies
that primarily control and verify compliance with
regulations under their own area of responsi-
bility.? Examples include the Norwegian Tax
Administration, the Financial Supervisory Autho-
rity of Norway, the Norwegian Labour and Wel-
fare Administration (NAV) and the Directorate of
Fisheries, all of which, through their activities,
also contribute to the prevention of economic
crime.? Norwegian Customs uncovers infringe-
ments in its own regulatory area and conducts
checks on behalf of other authorities.

These agencies also have a number of other
tasks than control activities, though a common
feature is that the agencies control compliance
with regulations and address violations within
their areas.

The inspection and audit activities target seve-
ral types of violations, including those that may
involve economic crime. The inspection and audit
activities provide the agencies with good insight
into how regulations, systems, and processes
work within the agencies’ various administrative
areas.

For example, an important part of the Tax
Administration’s work to prevent economic crime
takes place through improvements to regulations,
systems, and processes, with a view to eliminating
vulnerabilities that criminals exploit, see e.g.
chapter 8.3 on the regulatory agencies’ preventive
efforts and chapter 10.3 on “compliance by
design”. The Tax Administration also contributes
to the work of seizing offenders’ assets and
preventing crime through debt collection and
enforcement. In addition to collecting its own
claims, the Tax Administration has collection
assignments for other public authorities such as

8 Stub (2011). The supervisory agencies’ control activities pg.
50: Controls are ongoing, purpose-driven activities that
aims to clarify whether others comply with general or indi-
vidual legal obligations, and to assess whether penalties or
sanctions should be imposed in the event of a breach.

NAV Control is a supervisory department in NAV that
uncovers and investigates potential cases of benefit fraud,
and which participates in the interagency cooperation
against work-related crime. NAV’s main task is to contri-
bute to social and economic security, and to promote the
transition to work and activity.
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Box 4.1 Project Eco - mapping of challenges

“Project Eco” was instigated by the National
Police Directorate and the Director of Public
Prosecutions in 2017 and carried out by
@kokrim. The purpose of the project was to
raise the quality and efficiency of the police’s
work on economic crime.

The project started in Oslo Police District
and was then followed up with a similar review
in West Police District. On the basis of the con-
ditions that were uncovered in these districts, it
was decided to expand the project to apply to all
police districts. To implement this, a national
report was prepared containing a list of mea-
sures that could be relevant to implement in the
districts. Subsequently, each of the remaining
ten police districts were reviewed, and it was
clarified which measures were to be imple-
mented in each district.

Through Project Eco, several challenges in
the police districts were detailed:

» Resources
In practice, there has been no real
increase in investment in economic crime,
despite guidelines to this effect. As an exam-
ple, staffing at eco-/environmental depart-
ments was strengthened at the start of Pro-
ject Eco, but the resources later disappeared
as vacant positions were not filled when
employees left. There is also a general lack of
special investigators with a background in
finance, resources that are absolutely neces-
sary for handling cases. Almost all districts
have requested more such investigators,
without receiving this resource.
e Dedicated resources
When employees are assigned to other
tasks, it affects efforts to combat economic
crime. Personnel from the eco-/environmen-
tal departments with financial expertise are
transferred to other sections, such as orga-
nised crime. This results in less resources to
combat economic crime. Several districts
have expressed that this is a direct reason
why the cases have a long processing time.!
o  Competence
Overall, competence is a challenge in the
police districts. The case category is not
always easy, and expertise beyond general
police competence is absolutely necessary.
This has many aspects, including education,

further education, and recruitment. In Project
Eco, quite a lot of time has been spent on
creating an understanding that police investi-
gator expertise is often not sufficient to solve
complicated cases of economic crime.
o Co-location in the districts

Personnel who are to work with economic
crime in a police district should be co-located
to form a real team. This is generally not the
situation today. There is an example of a
police district with 10 employees associated
with economic crime and environmental
crime being located at five to six different
locations at the start of the project. When one
takes into account the lack of these resources
being shielded this means that there were
only 5.5 full time equivalent positions in the
area.

o Cooperation between prosecution and investi-

gation

Collaboration and coordination are impor-
tant for completing tasks well. In several dis-
tricts, such coordination was lacking in the
first phase of the cases, which meant that
considerable investigative resources were
spent on evidentiary issues that turned out to
be irrelevant to the cases.

During 2022, the project was launched in all 12
police districts. In consultation with the police
district’s management, the financial department,
and the regional public prosecutor, a report was
prepared containing measures to be imple-
mented in each district. Several of the measures
were implemented in cooperation between the
districts and Gkokrim.

Some measures needed to be implemented
in all districts. This applied in particular to com-
petence-enhancing measures, including the
implementation of seminars on confiscation, as
well as a review of the eco-/environmental
departments’ case portfolios.

The project is currently considered com-
plete. Some activities will remain active as part
of @kokrim’s professional management respon-
sibility.

1 The Government’s Action Plan against Economic crime
(2011). The action plan states that it must be a clear pre-

requisite that employees in the eco-units be shielded
from other tasks.

39
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the Norwegian Labour and Welfare Administra-
tion and the police, in addition to various super-
visory authorities that contribute to the work of
combating economic crime, such as the Norwe-
gian Labour Inspection Authority, the Norwegian
Gaming Authority, the Financial Supervisory
Authority of Norway, the Supervisory Council for
Legal Practice, the Norwegian Competition
Authority, and others.

The regulatory agencies have different
options for sanctioning violations of their own
regulations. Therefore, the need to involve the
police through reporting cases also varies; see
more about this in chapter 11.

4.4 Cooperation between the
regulatory agencies and the police

Cooperation between regulatory agencies and the
police is often absolutely necessary to clear up
cases of economic crime. Such cooperation takes
place at both the strategic and operational levels.

In 2015, an agreement was drawn up with prin-
ciples for cooperation between the police/prose-
cuting authority, the Tax Administration, and the
Norwegian Labour and Welfare Administration
(NAV), with the aim of strengthening the fight
against economic crime, mainly in the area of tax
and social security. The accompanying instruc-
tions describe the operational cooperation in
criminal cases. 10

The agreement regulates, among other things,
a central cooperation meeting between the Direc-
tor of Public Prosecutions, the Director General of
Police, the Head of Okokrim, the Director Gene-
ral of Taxation, and the Director of Labour and
Welfare. In connection with the first strategy
against work-related crime, and the establishment
of the National Interagency Analysis and Intelli-
gence Centre (NTAES), the cooperation meeting
in 2016 was expanded to include the Director
General of the Norwegian Labour Inspection
Authority and the Director General of Customs.
The meeting is hereafter referred to as the Cen-
tral Cooperation Forum (DSSF). The purpose of
the DSSF is to strengthen cooperation between
the agencies to prevent and combat economic
crime, including work-related crime. The forum
meets 2-3 times a year and exchanges informa-
tion on issues of common interest and discusses
ideas and opportunities for further development
of cooperation. The forum also follows up on other

10 Agreement 15 August 2015. Instructions 24 October 2006.
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Figure 4.2 Interagency cooperation

Photo: The Norwegian Tax Administration

interagency cooperation. The directors make deci-
sion on behalf of their own agency.

With regard to work-related crime in particu-
lar, the Labour Inspection Authority, the Labour
and Welfare Administration, the police, and the
Tax Administration have interagency coopera-
tions at both the national and local level. A com-
mon management model has been established for
the cooperation, which provides a framework for
the organisation and implementation of activities.
The central steering group, which consists of
leaders from the four agencies, is jointly respon-
sible for goal attainment in the interagency coope-
ration.

At the local level, there are eight work-related
crime centres where employees from the agen-
cies are co-located and work together to build
knowledge, carry out inspections, and monitor
businesses with their various instruments and
sanctions. In areas that are not covered by the
work-related crime centres, the agencies have
established local work-related crime cooperation.
In the efforts to combat work-related crime, the
agencies also cooperate with other authorities
such as the Norwegian Public Roads Administra-
tion, the Directorate of Fisheries, the Norwegian
Food Safety Authority, and the municipalities.

The Director of Public Prosecutions has also
prepared a national instruction for the police’s and
the prosecuting authority’s cooperation with admi-
nistrative bodies in criminal cases, which applies to
other cases.!1

Cooperation agreements have also been drawn
up between the Norwegian Financial Intelligence
Unit (FIU) of the National Authority for Investiga-
tion and Prosecution of Economic and Environ-
mental Crime (@kokrim), and the Financial Super-

1 Instructions 30 August 2019.
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visory Authority of Norway and the Supervisory
Council for Legal Practice, respectively.

There are several examples of less regulated
cooperation in more limited areas. For example,
since 2017, the Norwegian Competition Authority
has held annual contact meetings with @kokrim,
where specific cases are also discussed.

In order to limit the illegal cross-border move-
ment of goods, Norwegian Customs has good
cooperation with relevant agencies such as the
Norwegian Food Safety Authority, the Norwegian
Directorate of Agriculture, the Directorate of
Fisheries, the Norwegian Tax Administration, the
Norwegian Environment Agency, and others. This
includes agency meetings at the leadership level,
Norwegian Customs’ annual threat assessment,
international operations, and national interagency
controls and analyses.

Furthermore, Norwegian Customs, the Tax
Administration and the Directorate of Fisheries
have a cooperation agreement (the customs-tax-
fish cooperation), which includes a national analy-
sis group, and in which the three agencies cooper-
ate on data compilation and analysis as a basis for
strategic and operational decisions.

One challenge is that the legal basis for
sharing confidential information is unclear. This
applies both to what data the regulatory and
police authorities can share with each other, and
to what data the authorities are legally authorised
to request from other agencies. Work has begun
to study and, if necessary, propose a legal basis
that can facilitate the sharing of information in this
collaboration.

With regard to the prevention and combating
of money laundering, a Contact Forum for Combat-
ing Money Laundering and Terrorist Financing has
been established, which will contribute to a uniform
national fight against money laundering, terrorist
financing, and the financing of the proliferation of
weapons of mass destruction through coordinated
efforts and interaction between the agencies. The
forum is composed of participants from the Minis-
try of Justice and Public Security, the Ministry of
Finance, the Ministry of Foreign Affairs, the
Director of Public Prosecutions, the National
Police Directorate, the Financial Supervisory
Authority of Norway, Okokrim, the Norwegian
Police Security Service (PST), Norwegian Cus-
toms, the Norwegian Tax Administration, the
Norwegian Police University College, the Norwe-
gian Gaming Authority, the Supervisory Council
for Legal Practice, and NTAES. In addition,
Finance Norway is represented as an observer
from the private sector.

In summary, there are several good coopera-
tion models in specific areas. These seem to be
primarily aimed at investigations, but also focus
on intelligence and prevention to some extent.

4.5 The business sector’s efforts to
combat economic crime

The business sector has an important role to play
in the fight against economic crime, particularly in
terms of prevention and detection.

The business sector spends resources on
training employees and developing procedures
and programmes to prevent economic crime.
Involvement in economic crime can expose both
the company and individuals in the business to
criminal liability and may also have major financial
consequences for the company, in addition to the
risk of loss of reputation.

There are a number of mechanisms in place in
corporate law, as well as in laws on accounting and
auditing, which in practice can help prevent eco-
nomic crime.12

Banks and others who handle transactions are
also subject to a reporting obligation under the
Norwegian Money Laundering Act (hvitvasking-
sloven). Entities subject to the reporting obliga-
tion under the Money Laundering Act are obliged
to carry out internal controls to ensure that the
requirements of the Act are complied with, and
will be able to prevent involvement in economic
crime through good control procedures. Those
with a reporting obligation devote considerable
resources to this task. In 2023, 23,70413 reports of
suspicious transactions (STRs) were sent to
Okokrim ‘s Financial Intelligence Unit.1* If we
look at the number of organisations that submit-
ted STRs, 582 unique reporters were registered in
2023. The number has increased every year since
2020, with an average of 40 per year.

There is a Danish report that illustrates the
extent. The report shows that in 2019, there were
an estimated 4,300 people in Denmark who
worked with anti-money laundering and compli-
ance as core tasks, with an estimated wage cost of
DKK 3.4 billion.™®

The Norwegian Transparency Act (dpenhets-
loven) requires companies to carry out due dili-

See for example the Auditors Act section 9-1.
Statistics on STRs are available on Okokrim’s website.
See also chapter 3.4 above.

The report is available on the Danish Financial Super-
visory Authority’s website.
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gence assessments for the protection of human
rights and labour rights.!® Economic crime may
be covered by the Transparency Act, as this can
have a negative impact on human rights and
decent working conditions. In such cases, compa-
nies are required to take appropriate measures to
reduce or prevent the negative impact.

The Transparency Act is based on the OECD
Guidelines for Multinational Enterprises on
Responsible Business Conduct, which clarify com-
panies’ responsibilities for combating corruption.
Among other things, there are clear expectations
related to internal control, transparency, and rais-
ing awareness of the negative consequences of
corruption in one’s own business and in relation
to business associates. The guidelines are volun-
tary, but the government expects them to be com-
plied with.

4.6 Administrators

Every year, more than 4,500 bankruptcies are
filed. Investigations show that suspicion of crimi-
nal offences is uncovered in more than half of all
bankruptcy estates. The police are investigating a
small number of the incidents.

In the event of the opening of a bankruptcy
estate or compulsory liquidation estate, an admi-
nistrator is appointed. This administrator must
carry out the administration of the estate in
accordance with specific rules and has duties that
are set out in the Bankruptcy Act.

How the administrator shall proceed in indi-
vidual cases varies depending on which guarantee
scheme covers the cost. In the Ministry of Justice
and Public Security’s guarantee scheme, the pur-
pose is first and foremost to uncover economic
crime. The other public schemes are primarily
aimed at providing the public sector, as creditors,
with a larger dividend. Nevertheless, suspicion of
economic crime may also be grounds for the pub-
lic sector to guarantee the administration of the
estate.

In the report, the administrator must state
whether criminal offences are presumed to exist.
The administrator must notify the prosecuting
authority of the same as early as possible. In some
police districts, there is an estate coordinator who

16 The Transparency Act. (2021). Act of 18 June 2021 no. 99
relating to enterprises’ transparency and work on funda-
mental human rights and decent working conditions
(the Transparency Act).

has the special task of being the administrators’
point of contact in the police.

Public bodies often file significant claims
against bankruptcy estates, and lose large
amounts each year as a result of insufficient cov-
erage of such claims. Particularly as a result of the
priority rules of the Norwegian Satisfaction of
Claims Act (dekningsloven), the administrators’
ability to collect assets belonging to the estate will
be of great importance to both the Labour and
Welfare Administration, which administers the
pay guarantee scheme, and the tax creditors, in
relation to the amount that must be written off as
lost.

Figures taken from the Bankruptcy Council’s
website show that 2/3 of the bankruptcy estates
are terminated because there are no funds for fur-
ther administration of the estate. In many cases,
this means that work that has already begun on
the part of the administrator must be terminated,
that any criminal offences are not uncovered, and
that the state and municipalities suffer financial
losses that could have been avoided or limited.

4.7 Models for combating economic
crime in other countries

Several countries with which it may be natural to
compare oneself have organised the processing of
cases of economic crime in other ways than those
in Norway.

With regard to tax matters, the Tax Adminis-
tration has obtained information and insights
from, among other things, the OECD’s “Rome
Report” and the OECD’s 10 global principles.l”
This information showed that there were four
main models for organising the work to combat
economic crime, where the tax administration was
involved to varying degrees in the investigation.
The models have the following main features:

1. The tax administration is conducting the inves-
tigation and leading the prosecution.

2. The tax administration is conducting the inves-
tigation, which is led by the prosecution.

3. A specialised tax entity outside the tax admi-
nistration conducts the investigation.

4. The police or public prosecution are conduct-
ing the investigation.

The second edition of the OECD report high-
lights, among other things, the advantage of
involving tax administrations to a greater extent in

17 OECD (2021a).
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the investigation of tax cases. The main models
listed above are not strictly defined, and a coun-
try’s organisation may contain elements from
several of the models. Many countries have also
organised the police authority so that a number of
agencies other than the police (and tax authori-
ties) have been granted investigative powers.

In Sweden, the Swedish Economic Crime
Authority (EBM) combats and investigates organ-
ised economic crime, securities-related crime, tax
crime, money laundering, and breaches of book-
keeping and competition legislation throughout
the country. EBM has about 700 employees
spread across several local offices, and is subordi-
nate to the Ministry of Justice. EBM has the sta-
tus of a prosecuting authority.

Fraud, child support crime, insurance crime,
and breach of financial trust are not handled by
EBM, but by ordinary police and prosecuting
authorities. On a day-to-day basis, there is ongo-
ing and extensive cooperation between EBM and
the police. EBM can provide assistance to the
police at the request of the Swedish Prosecution
Authority (Aklagermyndigheten).

The Tax Agency has tax crime units (Skatte-
brottsenheter) that, on behalf of the prosecution

authority (Aklagermyndigheten), can investigate,
among other things, tax crimes, violations of the
population register and bookkeeping violations.!®

To combat environmental crime, Sweden has
its own public prosecutor’s unit (REMA) that has
posted public prosecutors around the districts.
The police investigate environmental crime cases.

In Denmark, there is the National Unit for
Serious Crime (NSK), a newly established nation-
wide special unit in the Danish police with about
1,000 employees, which handles the most com-
plex and serious cases within economic crime,
organised crime, and cybercrime. In addition,
NSK has its own prosecuting authority that liti-
gates cases on the basis of the investigations. NSK
has taken over the so-called grey zone cases, i.e.
the most complex cases that were previously han-
dled in the police districts. This was done in 2022,
and the new division of labour has not yet been
evaluated.

In Denmark, environmental crime is investi-
gated and litigated by the ordinary police.

18 Swedish Government Offices' legal databases (gov.se) Act
(1997:1024) on the Swedish Tax Agency's law enforcement
activities.
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5 The way forward: summary of challenges and measures

5.1 Overview of challenges

Through the work on this white paper, it has been
confirmed that the challenges in preventing and
combating economic crime are similar to those
described in previous action plans and strategies.
Crimes are reported to a limited extent, too many
cases are discontinued, confiscation rates remain
low, and there is a mismatch between the use of
resources by the various actors, including
between the private sector and public authorities.
In addition, an overview of the case processing
time at Okokrim shows, among other things, that
cases of economic crime are very resource-inten-
sive to investigate.l

At the same time, crime is evolving. Economic
crime is also moving to digital platforms. Many
are affected by attempts at, and consummated,
digital fraud. Challenges related to cross-border
crime are increasing; the possibility of concealing
both evidence and proceeds of crime becomes
greater when crime crosses borders. Organised
crime is involved in economic crime to a greater
extent than before. The boundaries between pure
economic crime and other profitmotivated crime
are becoming less clear. The consequences of a
lack of follow-up can be major financial losses for
individuals, companies and society, as well as a
loss of trust and security.

In the years to come, the room for manoeuvre
in the central government budget will be smaller
The National Budget therefore highlights the
need for efficient use of resources in the public
sector. This is both about prioritising the most
important goals and measures, and about solving
the tasks in the best possible way.

In addition to these overarching challenges,
there are more specific issues in the handling of
the field of economic crime, which are described
below — and which are followed up with measures
in part 2 of the white paper.

1 The Government’s action plan against economic crime

(2011).
2 Report. St. 1 (2022-2023) item 5.3

Through “Project Eco”, challenges have been
uncovered in terms of the police’s prioritisation,
organisation and capacity to handle ongoing cases
of economic crime. Challenges related to compe-
tence have also been highlighted for some dis-
tricts. One goal of the white paper is to better
equip the police to handle its social mission so
that fewer cases are discontinued as a result of a
lack of case processing capacity. These matters
are discussed in particular in chapters 6 and 7.

The review of the cooperation between the
police and the regulatory agencies seems to indi-
cate that there is potential for better coordination,
especially when it comes to prevention. Prevention
is generally less costly than investigation. In this
context, better regulations and technological tools
for sharing and compiling information within and
between agencies will also be important. It is also
an objective to strengthen transparency, register
information and quality, as well as to utilise techno-
logical opportunities. This is discussed in more
detail in chapters 8, 9 and 10 of the white paper.

The police are not able to deal with all eco-
nomic crime offences. In addition to preventive
measures, the use of administrative sanctions will
often entail a more efficient and better socio-eco-
nomic resolution of specific individual cases. This
white paper proposes measures that can facilitate
a more uniform approach to which cases are fol-
lowed up by regulatory agencies and the police,
respectively, with a view to making the best possi-
ble use of the available resources in the field. This
is discussed in chapter 11.

A recurring challenge is that the authorities
are not sufficiently successful in confiscating and
collecting proceeds from criminal offences. The
reasons for this are complex, but a specific chal-
lenge seems to lie in the exploitation of the Penal
Code’s rules on money laundering and confisca-
tion. Measures related to this are discussed in
chapters 12 and 13 of the white paper.

Finally, in chapters 14 and 15, the white paper
will take a closer look at the opportunities for
further international cooperation and the need for
more and better knowledge in terms of both
governance and policy development.
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Box 5.1 What is the problem?

— There is too much variation in how eco-
nomic crime is prioritised in the police dis-
tricts

— The police districts’ eco-/environmental
departments have too little capacity and
lack the necessary specialist expertise.
The consequence is too many discontinu-
ances

— The police’s capacity in the field of intelli-
gence on economic crime, including finan-
cial intelligence, is too low and provides too
poor a knowledge base for both prevention
and criminal cases

— There is a lack of a comprehensive
approach to intelligence and prevention
measures, sharing and compilation of infor-
mation, including technology, transpar-
ency and register quality, among regula-
tory agencies and between regulatory
agencies and the police, as well as between
public and private actors

— The regulatory agencies have different
sanction options and reporting practices,
and there is no uniform approach to which
cases should be followed up by the regula-
tory agencies and the police, respectively

— The drug trafficking and money launder-
ing rules in the Penal Code are not suffi-
ciently utilised

— The confiscation figures are too low and
too little of the confiscated sums are col-
lected

— There is a need for closer and more effec-
tive international cooperation to combat
transnational economic crime

— The knowledge base for governance and
policy development in the form of statistics
and research is not adequate

Box 5.1 provides a summary of the issues that
will be addressed in the white paper.

5.2 Policy instruments for achieving
the goals

As we have seen from the previous chapters, eco-
nomic crime is a dynamic concept that is con-
stantly changing, based on developments in

society in general. In a world characterised by
security policy and economic uncertainty, where
technological developments in particular are con-
stantly opening up new opportunities for criminals
as well, there is a risk that economic crime will
increase and take on new forms. The increasing
scope of digital fraud in recent years and the use
of ransomware by organised groups are examples
of this.

The measures proposed by the Government in
this white paper seek to take into account social
developments. The aim is for the measures to
facilitate the handling of both current and future
challenges.

The policy instruments available to the author-
ities are often classified into four general catego-
ries: legal, financial, organisational and pedagogi-
cal instruments. Experience shows that the effect
is best when several instruments are combined.?
The problems highlighted in Box 5.1 are of such a
nature that it is necessary to use all instruments,
and that the follow-up and the instruments are to a
considerable extent considered together.

Organisational  instruments may include
changes in the form of affiliation or type of organi-
sation, centralisation and decentralisation, the
establishment of specialised bodies or the estab-
lishment of national expert environments. The
way in which an agency or field is organised can
affect the agency’s freedom of action and auto-
nomy, and the Ministry’s ability to steer it. Orga-
nisational change can also contribute to a genuine
prioritisation of certain disciplines, especially if
new units are established with special purposes or
if resource management of certain areas is based
on a professional division. It is particularly in
these types of instruments that there is potential
for solutions that can also tackle the challenges of
the future. This type of policy instrument is par-
ticularly relevant to chapters 6 and 8, which deal
with the organisation of the police and interaction
between regulatory agencies and the police.

Educational instruments encompass a wide
range of instruments that may be intended to
inform, educate or raise awareness of the popula-
tion or specific target groups. The category is
often used as a collective term for guidance,
guidelines, etc. They provide interpretations and
recommendations related to the application of the
law in case processing and practice in the design
of various services. A well-known example is the
Tax Administration’s guidance and online infor-
mation that is available together with the tax

3 Difi (2019).
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return. As stated in chapter 8, it is proposed that
educational measures be used in preventive activi-
ties and awareness campaigns aimed at the busi-
ness sector and the general public.

Financial instruments include allocations
through the central Government budget, either in
the form of framework budgeting or as earmarked
funds for special purposes. A significant part of
the allocation to the police is earmarked for spe-
cific purposes, such as the number of employees
with police training, the establishment of new
places of service, etc. In 2023, the allocation to the
prosecuting authority in the police and the alloca-
tion to the National Police Directorate have been
moved to separate budget chapters. The need for
additional resources is specifically addressed in
chapter 7 on recruitment and competence in the
police. The Government’s preliminary initiatives
are set out in the national budget for 2024.

Legal instruments usually consist of various
legal orders or prohibitions, combined with the
right to grant permits, rights and obligations or
exemptions related to these. The legal instru-
ments create predictability and are a prerequisite
for equal treatment in a state governed by the rule
of law. Legal regulation is considered a strong
instrument. Research shows that compliance with
legal rules may not depend on control and sanc-
tions to the same extent as previously thought.
Advice and guidance may be more important than
previously assumed.* The question of regulatory
changes in this white paper is particularly related

to money laundering and confiscation; see chap-
ters 12 and 13. At the same time, it is important to
take into account that both the regulations and
enforcement are designed so that actors have
incentives to refrain from committing economic
crime. Regulatory changes must therefore be
seen in the context of, among other things, train-
ing campaigns and resource provision to ensure
the best possible effect.

5.3 Proposed measures

Box 5.2 provides a summary overview of the
measures proposed by the Government in this
white paper.

The measures are intended to address the
main issues mentioned in Box 5.1. However, not
all of the measures have a direct link to a specific
problem. Moreover, some of the problems, such
as prioritisation, organisation, and capacity, are so
extensive and fundamental that they cannot
necessarily be addressed by one specific measure
in this white paper. The white paper therefore
facilitates a more long-term follow-up of the chal-
lenges through the establishment of a follow-up
mechanism. The Government will focus on the
challenges described as part of the further follow-
up of this white paper.

4 RBaldwin, M Cave and M Lodge (Eds.) (2010).

Chapter 6: Management and prioritisation of
economic crime

The Government will:

o establish an interdepartmental mechanism for
Jollowing up the measures in the white paper
on economic crime. A matrix will be prepared
Jor further follow-up of the measures in the
white paper and other measures identified by
the collaboration, initially for a period of four
years.

Box 5.2 Measures in the white paper:

o monitor Okokrim’s investigation of the organi-
sation of the police’s efforts against economic
crime and environmental crime when the
National Police Directorate has completed its
work.

o allocate funds to strengthen Okokrim’s fraud
unit and consider further strengthening efforts
against digital fraud, including considering
clarification of the existing legal bases for the
police to prevent, stop, and avert digital fraud.
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Box 5.2 (continue)

Chapter 7: Recruitment and competence in
the police and regulatory agencies

The Government will:

strengthen Okokrim and existing professional
communities in the police districts with new
special investigators with financial expertise,
as well as digital tools and expertise in han-
dling digital evidence.

monitor the establishment of new educational
programmes in economic crime for investiga-
tors and employees in the rvegulatory agencies.
establish special studies in the field of investiga-
tion, including in economic crime.

Chapter 8: Staying ahead of crime: coordinated
efforts to improve prevention

The Government will:

bolster the police’s use of information from the
Financial Intelligence Unit in (Okokrim).
investigate how financial intelligence can be
shared with and utilised morve effectively by
other agencies, such as Norwegian Customs,
the Financial Supervisory Authority of Nor-
way, and the Norwegian Tax Administration.
ensure that the Financial Intelligence Unit in
Okokrim is better equipped, including
increased capacity and new technology, includ-
ing through the use of artificial intelligence, to
handle the increasing number of reports of sus-
picious transactions.

investigate the need for amendments to the
Police Records Regulations to be able to share
more information from the National Inter-
agency Analysis and Intelligence Centre
(NTAES), and also assess whether intelligence
can be used to a greater extent to establish com-
mon objectives for preventive work.

examine the need for further regulation of
information sharing, compilation and process-
ing of information across administrative areas
and for specific purposes, with a view to pre-
venting and combating economic crime.
ensure more systematic and formalised cooper-
ation between the authorities and the private
sector to prevent and detect economic crime,
including further developing the role of busi-
ness contacts.

prepare clearer guidelines for the business
sector’s preventive anti-corruption work.
Sfurther develop the Norwegian model for public
procurement, which will contribute to com-
bating work-related cvime and social dumping.
consider whether the rules on corporate penal-
ties should be amended to clarify the signifi-
cance of preventive measures.

consider whether fines against companies
should be justified and made public to a greater
extent.

examine proposals for rules that will enable the
establishment of a mechanism for joint transac-
tion monitoring of entities with a reporting
obligation in the banking sector.

Chapter 9: Transparency and quality in public
registers

The Government will:

complete the establishment of a register of bene-
ficial owners, with as much transparency as
possible.

complete the work that has been initiated to
assess the regulation of access to and sharing of
shareholder information.

make it more difficult to conceal funds from
taxation and launder the proceeds of crime by
investigating mandatory registration of owner-
ship in real estate.

consider how the results of the survey of the
authorities’ potential use of information on
direct and indivect ownership of, and control of,
shares and real estate should be followed up.
direct relevant agencies to map the potential
for abuse in schemes that are assumed to be
exploited for economic crime.

consider how the agencies’ investigation of
incident-driven reporting of employment via
the work-related crime scheme (a-ordning)
should be followed up.

monitor the ambition behind status UNIK
(UNIQUE) in the National Population
Register, i.e. one person, one identity in the
register.

initiate the issuance of national ID cards to
foreign nationals with an identity number in
the National Population Register.
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Box 5.2 (continue)

Chapter 10: Technology
The Government will:

investigate the possibilities for more effective
data sharing and collaboration in the inter-
agency cooperation on crime fighting, inclu-
ding considering regulatory changes, technical
solutions, agreements for sharing data and new
forms of cooperation. The work-related crime
centres will be central to this. The report should
be seen in the context of the study of the need for
information sharing in Chapter 8.

Chapter 11: Administrative sanctions or
penalties?

The Government will:

investigate the use and effect of administra-
tive sanctions and penalties in the fight
against economic crime, with a view to
achieving a more uniform approach to which
cases are followed up by the regulatory agen-
cies and the police and prosecuting authority,
respectively.

Chapter 12: Money laundering, theft and
money trails

The Government will:

consider whether there should be a requivement
that individuals who import or export funds
must provide information about the origin of
the funds, as well as documentation of this, in
advance of the journey.

consider whether money transport activities
and the operation of cash machines should be
subject to the anti-money laundering regula-
tions, in whole or in part. The Government will
also evaluate the effect of the 2017 cash ban.
Any changes to the reporting obligation under
the anti-money laundering regulations must be
seen in the context of the EU’s upcoming anti-
money laundering package.

ensure that an analysis is carried out of
challenges related to the relationship between
predicate offences and racketeering/money
laundering. The analysis will result in propos-
als for concrete measures that can ensure that
criminal cases that have generated gains can
be resolved as efficiently as possible.

assess whether the provisions of the Penal Code
on racketeering and money laundering are
appropriately delimited, including whether
there is a need to amend the provisions with
regard to cases involving the storing of proceeds.
consider whether there is a need to introduce a
provision on commercial money laundering.
appoint a working group to assess the imple-
mentation of the EU's upcoming anti-money
laundering package.

Chapter 13: The securing and recovery of
confiscation claims

The Government will:

prepare a proposal for rules on civil confisca-
tion that can be submitted for consultation by
the end of 2024.

examine proposals for simplifications in the
rules on securing assets in the event of confisca-
tion and charges on property, and assess the
need for changes to the rules on the limitation
period for confiscation claims.

consider the possibility of simplifying the rules
Jor the realisation of seized property.

based on the impact of the Framework Agree-
ment for the Storage of Movable Property, con-
sider the possible establishment of a national
office for the handling of seizures.

Chapter 14: International cooperation

The Government will:

strengthen the Blue Justice initiative’s work on

satellite monitoring and illicit capital flows in

the global fishing industry.

examine the possibility of Norway joining rele-
vant EU instruments to streamline the work of
the police and prosecuting authorities in com-
bating economic crime across national borders.

consider the need to clarify the current regula-
tions on international cooperation in criminal
matters with a view to securing, confiscating
and collecting assets.

assess the extent to which it will be possible to bet-
ter facilitate cooperation with other countries on

securing, confiscating and collecting assets in

individual cases, including through adherence
to relevant EU instruments and by entering into
Sfuture agreements with other countries.
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Box 5.2 (continue)

Chapter 15: More knowledge-based policy
development

The Government will:

o follow up the National Police Directorate’s
work on improved registration of data on
criminal cases, so that the statistics shed more
light on the development of reported offences.

o continue to conduct regular scale surveys on
economic crime, with a focus on specific areas
or types of economic crime. The next scale study
to be initiated will be on work-related crime
and wage theft.

» investigate the use and effect of administrative
sanctions compared to cviminal penalties, cf.
the discussion in chapter 11.

strengthen knowledge about the situation of
employees who are at risk of being exploited
and exposed to work-related crime.

continue to support research in the field of tax
and duties in order to gain increased knowl-
edge about tax crimes (velated to both direct
and indirect taxes), the effects of the use of
policy instruments and taxpayers’ behaviour.
support research and innovation projects
within the Blue Justice initiative that meet the
public administration’s need for tools and
knowledge that strengthen the prevention of
cross-border fisheries crime.







Part 11
The Government’s assessments and measures






2023-2024

Meld. St. 15 Report to the Storting (white paper) 53

Shared values - shared responsibilities

6 Management and prioritisation of economic crime

6.1 Economic crime must be given
sufficient priority

Prioritisation between different types of crime in
the police and the prosecuting authority is done
based on policy governing documents, such as
the Government platform, Prop. 1S and Recom-
mendation 6 S. The management signals are com-
municated to the agencies e.g. through the minis-
tries’ letters of allocation.

The police have a distinctive governance
structure. In principle, the responsibility is
divided into two parts, with criminal proceedings
under the Higher Prosecution Authorities (DHP),
and the rest of the police work under the National
Police Directorate (POD). Both agencies are
under the Ministry of Justice and Public Security.

The Ministry’s letter of allocation to the police,
and POD’s performance agreements for the
police districts, are designed based on a starting
point of performance management, often in com-
bination with more detailed management in indi-
vidual areas. Detailed management can be a chal-
lenge for the police’s goal attainment.

In the Ministry of Justice and Public Security’s
letter of allocation to the police for 2024, organ-
ised and economic crime is highlighted as one of
the priority areas where POD has been asked to
report on the efforts of both preventive measures
and criminal proceedings. Furthermore, it has
been specifically pointed out that proceeds from
criminal acts shall be confiscated, and that cases
with confiscation potential shall be prioritised.
Efforts to combat economic crime were also high-
lighted as a priority crime area in the letters of
allocation to the police for 2022 and 2023, but to
varying degrees in the previous years. As a follow-
up to the interagency cooperation to prevent and
combat work-related crime, this topic has been
highlighted in the annual letters of allocation
since 2015.

The Director of Public Prosecutions has the
overall responsibility for criminal proceedings,
both in the police and in the Higher Prosecution
Authorities. For criminal proceedings, the Direc-
tor of Public Prosecutions’ signals communicated

through the annual circular on goals and priorities
are therefore an important governing document.
In this circular, the Director of Public Prosecu-
tions specifies which case areas are to be given
special priority at any given time with regard to
initiating and conducting investigations. Eco-
nomic crime is included in the Director of Public
Prosecutions’ central priority areas, along with a
number of other areas.

This chapter takes a closer look at potential
solutions that can help ensure that economic
crime is given sufficient priority in the police dis-
tricts and that cases are not discontinued due to a
lack of capacity.

6.2 The need for coordinated
management

The prevention and combating of economic crime
is the responsibility of several agencies and sev-
eral ministries. It is therefore an important pre-
requisite that the use of policy instruments and
management in this field are coordinated across
the ministries. Coordination through governance
and management is a key ministerial task. It will
also entail a clear division of responsibilities
between the agencies. In such cases, management
must be coordinated to achieve the best possible
effect from the measures.!

As mentioned, the Ministry of Justice and Pub-
lic Security’s letter of allocation to the police pro-
vides guidelines for which areas are to be priori-
tised each year and for which goals are to be
achieved. Similarly, other ministries issue guide-
lines to their subordinate agencies. The manage-
ment of the police must be seen in the context of
the management of the regulatory agencies,
which are also measured by their results in the
fight against economic crime.

Several of the control agencies’ efforts to com-
bat economic crime have been strengthened in

1 The Norwegian Agency for Public and Financial Manage-

ment (DFY) and the Directorate for public Administration
and ICT (Difi) (2017).
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recent years, based on a political desire to reduce
the scale of, for example, fraud and work-related
crime. For example, one of the objectives of the
Norwegian Labour Inspection Authority is to
uncover and combat work-related crime, and one
of the six main objectives of the Financial Super-
visory Authority of Norway is to combat crime in
the financial area. Furthermore, the Tax Adminis-
tration is monitored on whether businesses expe-
rience a high probability of detection. Preventing
and combating work-related crime is also a prior-
ity area for the Tax Administration. In the Compe-
tition Authority’s letter of allocation, the Authority
is asked to uncover and prevent competition
crime in order to achieve its main objective. Nor-
wegian Customs’ main goal is that the actors in
the movement of goods should perceive the risk
of non-compliance as high. The Labour and Wel-
fare Administration is asked to prevent, detect,
and follow up on social security misuse. For 2023
and 2024 specifically, the agency was asked to
strengthen its efforts to carry out follow-up
checks with the aim of uncovering several incor-
rect payments related to the temporary COVID
measures.

However, strengthening efforts to combat eco-
nomic crime may have the potential for greater
socio-economic benefit if the resource input in the
various sectors is better coordinated. For exam-
ple, an initiative within a regulatory agency will
have a greater effect if the resources in the police
are similarly prioritised for the processing of
criminal complaints resulting from the initiative.

From time to time, common goals may be
expressed across several ministries, as is some-
times the case for the agencies that are part of the
work-related crime cooperation, where common
guidelines are given in the letters of allocation
from the Ministry of Labour and Social Inclusion,
the Ministry of Finance, and the Ministry of Jus-
tice and Public Security to the agencies con-
cerned. The need for improvement of the strate-
gic management in this area is also discussed in
an evaluation of the agency’s cooperation against
work-related crime, which has since been fol-
lowed up in a joint assignment to the agencies par-
ticipating in the cooperation.2

The Government’s assessment

The Government believes that there is a need for
more coordinated management in the area of eco-
nomic crime. We have a greater chance of suc-

2 KPMG (2022).

ceeding when multiple ministries and agencies
have similar priorities. A first step towards this
could be to establish a mechanism for following
up the measures in this white paper, organised as
a permanent cooperation between the relevant
ministries, and with the potential for participation
by relevant subordinate agencies.

A model for such cooperation could be the
interdepartmental cooperation on the fight
against economic crime, which was established in
2004 and eventually became known as the Depart-
mental Committee against Economic crime
(DEPOK). The collaboration was led by the
Ministry of Justice and Public Security and also
had participants from, among others, the Ministry
of Finance, the Ministry of Trade, Industry and
Fisheries, and the Ministry of Labour and Social
Inclusion, as well as the National Authority for
Investigation and Prosecution of Economic and
Environmental Crime (@kokrim). The committee
was responsible for following up on previous
governments’ action plans against economic
crime.

In addition to following up on the measures in
the white paper, such interministerial cooperation
may be well suited to considering the use of
instruments that can promote co-governance and
common priorities. This could help to increase
goal attainment and ensure a more effective fight
against current challenges. The cooperation will
not have any formal status in the ordinary
management dialogue, but will have the purpose
of promoting coordinated prioritisation and the
use of policy instruments.

A number of the measures in this white paper
are also important for efforts to combat work-
related crime. The Government considers the
efforts to combat economic crime and work-
related crime in context, and will also facilitate
continued cooperation across areas of govern-
ment in this area.

The Ministry of Justice and Public Security is
closest to establishing cooperation on economic
crime as described and facilitating a mechanism
for following up the measures in the white paper.
The mechanism will also facilitate follow-up of
other challenges addressed in the white paper. Ini-
tially, the mechanism will have a time perspective
of four years.

o The Government will establish an inter-
departmental mechanism for following up
the measures in the white paper on economic
crime. A matrix will be prepared for further
Jollow-up of the measures in the white paper
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and other measures identified by the collabo-
ration, initially for a period of four years.

6.3 Local variations can lead to lower
priorities and less equality before
the law

The police’s social mandate is broad. Through
preventive, enforcement and assisting activities,
the police shall be part of society’s overall efforts
to promote and consolidate citizens’ legal protec-
tion, security, and welfare in general. Considera-
tion for life and health is of course given priority,
which in the field of criminal cases means that vio-
lence, murder, and sexual offences will often be
given the highest priority.

When more ambitious goals and priorities are
put forward than it is possible to achieve within a
given resource framework, the real priorities are
pushed downwards in the management line. The
Norwegian Agency for Public and Financial
Management’s (DFQ) follow-up report on the
police reform from December 2022 also states
that the real priorities in practice take place some
way down in the chain of command.? It is therein
described as a challenge for the police that they
are steered far more and more closely by factors
relating to efforts and activities than by achieved
results and effects.

Equality before the law is fundamental to the
rule of law and to a well-functioning democracy.
Equality before the law means that similar cases
must be treated equally. However, based on
insights from Project Eco and statistics and inter-
views with the police districts, there is no doubt
that financial criminal cases are processed and
prioritised differently in the police districts.

A specific example is that the threshold
amount for when a case is considered sufficiently
serious to be processed by a specialist environ-
ment may vary. At one point, the limit in Mere og
Romsdal Police District was in practice NOK
200,000, while it was NOK 2 million in East Police
District. The threshold amount is not absolute,
but for cases that fall below these thresholds,
there is a higher probability that the case will be
handled by generalists without financial expertise.

In addition, the resource situation is signifi-
cantly different in different police districts. This
also leads to different priorities. For example,
some police districts may work in a structured
manner on criminal complaints made by the Tax

3 DFO (2022).

Administration, while the same type of cases are
generally given lower priority for capacity reasons
in other police districts.

Such differences can lead to legal inequality,
and are perceived as unsatisfactory and unfair for
those affected by the crime.

6.4 A comprehensive system of
priorities

Criminal procedure is based on a balance between
efficiency and the rule of law.* Prioritisation is a
prerequisite for working efficiently when there is
a shortage of resources. There are significant dif-
ferences in how resource-intensive different
offences are for the police and the prosecuting
authority. It is therefore necessary to have a very
different distribution of resources between differ-
ent crime areas and different tasks in the police
and prosecuting authority.

Some offences are serious in the form of major
financial losses for the victim, while other
offences violate physical and mental health. Other
offences are in turn serious for society as a whole
in that they affect fundamental societal functions
and national interests. How the different dimen-
sions of the seriousness of offences are to be
weighted in the allocation of resources is a matter
of fundamental value choices. This may justify
that priorities should be rooted in the public’s per-
ception of justice through open and verifiable pro-
cesses in the public sphere.

Without concrete guidelines for priorities, it is
more difficult to distribute resources, but also to
justify the distribution. At the same time, the
prosecuting authority is independent and cannot
be instructed in individual cases, which will also
have an impact on the guidelines that can be given
for handling criminal cases.

The police and the prosecuting authority have
a fundamental challenge in that the need for
resources will always exceed the resources that
are available. This is shown by the fact that the
police and the prosecuting authority already have
a number of principles and guidelines that assume
that resources are scarce. However, these princi-
ples and guidelines have not been set in a compre-
hensive system. Most of the priorities are there-
fore left to the local police district. Measures may
be necessary to ensure, among other things, that
the Director of Public Prosecutions’ directives and
priorities have an impact on the police’s activities.

4 NOU 2016: 24 (chapter 5.4).
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The question of examining prioritisation crite-
ria is relevant to some of the challenges described
in Box 5.1 and has therefore been discussed in
connection with the work on the white paper.
However, since all areas of crime compete for the
same resources, the question of how to ensure a
more comprehensive system of priorities must be
addressed in a broader perspective than a white
paper on economic crime allows.

6.5 Organisational structure as a tool
for prioritisation

6.5.1

The way in which an agency or field is organised
may affect both its room for manoeuvre and
governance. Organisation can also contribute to a
real prioritisation of certain disciplines, particu-
larly if new units are established with specific pur-
poses or if resource management of certain areas
is based on a professional division, such as the
work-related crime cooperation with the establish-
ment of work-related crime centres.

The agencies themselves have considerable
leeway in terms of their own organisation. In
some cases, however, it is the case that the
responsible ministry is involved in issues relating
to this, particularly where organisational changes
introduce a need for regulation or financial sup-
port.

Questions about organisational changes in the
field of economic crime have been discussed seve-
ral times.” Considerations that are opposed to
each other in these assessments are often the
need for shielding resources, compared to the
need for flexibility in resource utilisation and
interaction between different professional envi-
ronments.

As mentioned earlier, other countries have
chosen different models for investigating and
prosecuting economic crime (see section 4.7).
There may be reason to take a closer look at the
possibility of alternatives to the current organisa-
tion as a solution to some of the challenges listed
in Box 5.1.

Other organisational models

6.5.2 Study of how the police is organised

In 2022, at the same time as the work on this white
paper was initiated, the National Police Directo-
rate tasked @kokrim with investigating whether

5 See e.g. the report on special agencies, NOU 2017: 11.

Operation against organised
financial criminals

In October 2023, @kokrim published a post
on LinkedIn by its director, Pal K. Lenseth,
about a successful law enforcement operation
in Romania targeting individuals charged
with aggravated fraud and ID theft in
Norway. The fraud took place using text
messages containing a link that made it
possible to steal BankID information in order
to gain access to the victims' bank accounts:

The risk of being caught increased for fraudsters in
2023. I'm very satisfied about that. Fraud directed
towards both individuals and enterprises is one of
the biggest criminal threats we are facing.

After a long and resource-intensive investigation, we
managed to launch an operation against these organ-
ised criminals in Romania. They would otherwise have
remained on the loose and carried on their fraud
activities against Norwegians across the country, from
city to village. In this way, we have bolstered Norwe-
gians' digital security, regardless of where in the country
they live. Had it not been for our prioritisation of fraud,
and the extra funding we received from the Directorate
of Police (POD) in 2023 earmarked for antifraud
efforts, this would not have been possible.

We are continuing our efforts. Norwegians remain
digitally vulnerable. In 2023, Okokrim's fraud unit
is being established in Gjovik and the Government
has proposed strengthening the unit with an
additional NOK 15 million. The money is sorely
needed. The case in Romania, and other cases we
are working on, are just the beginning of a major
effort to protect Norwegians against digital fraud
and make life for fraudsters even harder.

Figure 6.1 Operation against organised financial
criminals

Source: @kokrim
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the police’s organisation of intelligence, preven-
tion, and investigation of economic crime and
environmental crime supports a targeted and
effective solution to its social mandate. The report
was intended to shed light on and assess the
appropriateness of the current organisation with
current professional administrative responsibili-
ties and other ways of organising the work.

For its report, Jkokrim has obtained informa-
tion, views and assessments from all police dis-
tricts, the Higher Prosecution Authority, and
other stakeholders. The police chiefs of East
Police District, Innlandet Police District, Agder
Police District and the Chief of Kripos have partic-
ipated in the project’s reference group.

The report with recommendations for organi-
sational changes was submitted to the National
Police Directorate in late August 2023. The
National Police Directorate has initially responded
by sending it for consultation to all units in the
police, trade unions, and the chief safety repre-
sentative. When this round of consultations has
ended, the Director of Public Prosecutions will
also be involved and give their assessment.

o The Government will follow up on Okokrim’s
report on the organisation of the police’s
efforts to combat economic crime and envi-
ronmental crime once the National Police
Directorate has completed its work.

6.5.3 Establishment of a fraud unit

As described in section 3.3, both the police and
banks have registered a large increase in the num-
ber of digital fraud cases in recent years. Both pri-
vate individuals, organisations and companies risk
financial losses as a result of this. The police,
banks, and IT security departments must also
devote considerable resources to uncovering this
crime. A consequence that is equally serious to
financial losses may be that the public’s trust in
private and public bodies, as well as in digital solu-
tions, is weakened.

To address this challenge, @kokrim has
decided to establish a national fraud unit. The pur-
pose of the department will be to identify fraud
offences that affect citizens across police districts,
and/or that have international ramifications, and
to bring about a more effective and structured
fight against fraud, for example by implementing
preventive measures in cooperation with banks
and others in the business sector. These efforts
will also help to strengthen the investigation of
fraud that is organised and carried out systemati-
cally. In June 2023, the Government decided that
@kokrim’s fraud unit will be located in Gjevik.

The Government’s assessment

The Government is in favour of the establishment
of a separate fraud unit. Ensuring the effective-
ness of the fraud unit in its work to prevent fraud,
including through contact with the relevant admi-
nistrative bodies, fraud-prone industries and
others with a role in crime prevention work, will
be key.

In the national budget for 2024, the Govern-
ment allocated NOK 15 million for the establish-
ment of this. It is assumed that the work of the
unit will also be able to facilitate input to the
Ministry regarding proposals for regulatory
changes or other needs identified in the area. The
first regulatory measure that the Government
already wishes to take a closer look at is the need
to clarify the police’s authority to shut down
websites that form the basis for digital fraud. The
Ministry of Justice and Public Security will follow
up the work through the ordinary management
dialogue.

e The Government will allocate funds to
strengthen Okokvim’s fraud unit and con-
sider further strengthening efforts to combat
digital fraud, including considering clarifica-
tion of existing legal bases for the police to pre-
vent, stop, and avert digital fraud.
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7 Recruitment and competence in the police
and regulatory agencies

7.1 Competence is a fundamental
prerequisite

Who is involved in the fight against economic
crime and what expertise they have has a signifi-
cant impact on whether the efforts pay off. Investi-
gating economic crime has some special chal-
lenges compared to other forms of crime, partly
because the evidence often involves analyses of
complicated corporate structures and accounting
documents.

The training of police investigators is general
and does not provide investigators with special
expertise in economic crime. Nor is there cur-
rently any specialised training aimed at the tasks
of employees in the regulatory agencies.

For the Government, it is important that regu-
latory agencies, special agencies, and police dis-
tricts all have access to the right expertise to com-
bat economic crime. Furthermore, educational
pathways should be facilitated that meet the need
for special skills to the greatest extent possible,
while at the same time facilitating a lasting and
stable working relationship where competence
can be built through experience. Specialised train-
ing courses for police investigators and for
employees in the regulatory agencies and rele-
vant continuing and further education pro-
grammes could contribute to this. Proper recruit-
ment is also an important element in competence
building.

This chapter discusses opportunities for
strengthening competence and capacity through
both recruitment and education.

7.2 Generalists and turnover in the
police

The competence and prerequisites of the employ-
ees of the police to investigate and prosecute
cases of economic crime depend on several fac-
tors. Education and previous professional experi-
ence are key, but colleagues’ competence, con-
tinuing and further education, access to sources

and aids, personal commitment, and interest also
affect the level of competence.

To work as a police investigator, one must
have completed and passed the bachelor’s degree
programme at the Norwegian Police University
College, which is the basic education for all
Norwegian police officers today. The formal com-
petence that will provide a basis for investigating
economic crime is limited to what can be
extracted from general criminal law and general
investigative training. In the bachelor’s pro-
gramme at the Norwegian Police University
College, the topic of confiscation is admittedly on
the programme description, while economic
crime and financial investigation are not included.

The prosecuting authority is also normally
made up of generalists with no specialisation in
economic crime. Legal counsellors in the police
undergo training for new police advocates. This
training is general and not specifically aimed at
specific types of crime.

On this basis, it goes without saying that the
competence acquired after basic education is
important for the ability to investigate, litigate,
and prosecute cases of economic crime. This is
also the basis for the 2023 report What prevents
the police’s investigation of corruption cases.}

Both investigators and police advocates are
required to complete mandatory annual training.
The topics are usually general and not aimed at
economic crime. However, the Norwegian Police
University College offers continuing and further
education in economic crime, see section 7.6 for
more on this.

Consequently, most of the specialist expertise
is currently acquired through case work and
transferred from more experienced colleagues.
This means that experienced investigators and
prosecutors are a key factor in maintaining com-
petence.

In recent years, however, there has been a
high turnover of investigators and prosecutors in
the police districts. This is evident, among other

1 See discussion in chapter 7.4 and associated footnote.
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things, from the Directorate for Public and Finan-
cial Management (DF@)’s follow-up evaluation of
the police reform from December 20222 and the
Office of the Auditor General’s investigation of the
Norwegian Police Service’s goal attainment on
key tasks from 2022.3 For police investigators, the
reason is often that they apply for operational ser-
vice.

During 2022, the regional public prosecutor’s
offices inspected the efforts against work-related
crime in ten different police districts. Eight of
these ten inspection reports highlight challenges
with capacity and turnover of personnel resources
in rural areas. Seven of the inspection reports
point to challenges with a high discontinuance
rate, weaknesses in investigation management,
long case processing times, and long waiting
times without processing the cases. This is sup-
ported by the National Police Directorate’s and
the Director of Public Prosecutions’ joint report
on criminal case processing in 2022, which shows
that offences that were cleared up within the cate-
gories of working environment and finances in
2022 had by far the longest average case process-
ing time, with 285 and 203 days, respectively.*

High turnover may be particularly unfortunate
in police districts where there are few people who
work on economic crime. The expertise is then
more vulnerable than in larger and more robust
environments. In addition, it is time- and resource-
intensive to recruit new employees. Moreover,
positions are often left unfilled for a period in
connection with resignation and hiring.

7.3 Competenceinregulatory agencies

It is also a challenge for the regulatory agencies
that the complexity of the cases is constantly
increasing. This challenges competence. There
are increasing areas where cutting-edge expertise
is necessary. Expertise is also, to a greater extent
than before, perishable.

Each regulatory agency often has special
expertise that in many cases is necessary for the
successful handling of criminal cases in the field
of economic crime. They know their own field of
expertise and the handling of specific matters in
their own agency, which is often a prerequisite for

The Norwegian Agency for Public and Financial Manage-
ment (DFQ) (2022).

3 The National Audit Office of Norway (2022).

The Police Directorate and the Director of Public Prosecu-
tions (2023)

understanding criminal cases in the area. Further-
more, through their control activities, they are
familiar with the preservation of evidence and
trace protection. For example, the Tax Adminis-
tration has good expertise in electronic trace pro-
tection and evidence preservation and good
expertise in ID checks. These are areas where tar-
geted work has been done on skills development
for a number of years. In addition, the agency has
expertise environments in more focused parts of
the business sector and technologies such as
blockchain and crypto.

Agency-specific training is available in several
places, including the Directorate of Fisheries and
the Coast Guard, which assist in each other’s
basic training. There has also been participation
from the police and prosecuting authority in these
courses. This is valuable, because the police and
the prosecuting authority know the special chal-
lenges associated with investigating and bringing
cases before the courts. Through joint training,
one can, for example, discuss how evidence
should be secured by the Directorate of Fisheries
and the Coast Guard so that the evidence will later
have the greatest value for the police’s investiga-
tion and the prosecution’s assessments and pres-
entation in court.

In addition, the Norwegian Police University
College offers a continuing and further education
programme that is also aimed at the regulatory
agencies. The further education programme Inter-
agency Combating of Economic crime is most rele-
vant. Many employees in the regulatory agencies
have completed the programme.

The further education programme Confisca-
tion and Money Traces is offered to employees in
the police and participating regulatory agencies,
and is relevant for securing assets and confisca-
tion, in addition to providing general knowledge
about economic crime.

There are also courses at PHS in e.g. combat-
ing fisheries crime. The programme is specifically
aimed at crime in the fishing industry, securing
evidence, and control methods, and has been
developed in close collaboration between the
Directorate of Fisheries, the Coast Guard, and the
Norwegian Police University College.

7.4 Complicated cases require special
expertise

Cases of economic crime often require special
expertise in the form of the ability to follow money
flows, prepare financial analyses, and understand
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To investigate corruption, one must understand
how corruption takes place, where corruption
occurs, what constitutes a ‘red flag’ for corrup-
tion, and how corruption takes place in practice.

Knowledge of the business sector is often
necessary to be able to identify non-conformities
that can help uncover corruption: how the busi-
ness sector works, what is common practice,
how industries should be understood, who has
ties to each other and why, is knowledge that is
required to be able to conduct targeted investi-
gations. A new corruption case often means a
new field for investigators, and it is necessary to
familiarise oneself with the field in order to
understand the evidence.

Corruption is difficult to prove because
everyone involved often benefits from keeping
the crime concealed. There is rarely a specific

Box 7.1 Expertise on corruption

offender. The relationship can lie far back in
time, the people involved are often resourceful,
they have often coordinated cover stories, and it
is difficult to get explanations that shed light on
the case.

Corruption cases often require extensive
money trail investigations to find the payment of
a bribe, which is often concealed to give the
transfer a semblance of legitimacy. Transfers of
sums are concealed as loans and consideration
in agreements. To uncover this, one must under-
stand accounting. It can be extra challenging to
follow the money trails when virtual currency
and cash are also used to hinder traceability.

In cases that have links abroad, international
cooperation is also necessary. In addition to
methodological knowledge, this often requires
both language skills and cultural understanding.

accounting and complex company structures. A
professional police education alone does not pro-
vide a sufficient basis for getting to the bottom of
such issues. A background in economics or
knowledge of specific fields within finance and
business may be important in the investigation of
such cases.

Project Eco has shown that the level of compe-
tence in the police districts in the area of eco-
nomic crime is often insufficient.” The same is
stated in Transparency International Norway’s
and Erling Grimstad’s report What prevents the
police’s investigation of corruption cases, which
concludes that the investigation of corruption
cases requires considerable expertise, which is
called for in several of the police districts.

This challenge applies to several types of eco-
nomic crime, especially crime that requires
insight into phenomena and fields, such as the
securities market or money laundering through
the art trade. Illustrative examples are given in
Box 7.1 on corruption and 7.2 on cultural heritage
crime.

5 Project @ko is discussed in chapter 5.

6 Transparency International Norway (2023). The study is
based e.g. on interviews with key persons in the police and
prosecuting authority who are responsible for investigating
corruption cases.

7.5 Interdisciplinary competenceis a
criterion for success

The police districts’ economic and environmental
departments are currently composed of special
investigators with a background in economics,
police investigators, and lawyers.

The special investigator often has financial
expertise, in the form of a master’s degree in eco-
nomics or accounting. Such a background is often
necessary to understand complex accounting and
catch red flags for economic crime. Money trail
investigation and the ability to perform financial
analyses also require such expertise. However, as
new employees in the police, these special investi-
gators do not generally have expertise in the
police’s investigative methods. Interdisciplinary
cooperation between the special investigator and
the police investigator is therefore absolutely
necessary.

PHS also offers two study programmes for
civilians who have a bachelor’s degree in a field
that provides relevant expertise for civilian posi-
tions in police investigations. The study pro-
gramme General Introduction to Investigation -
Strategies and Principles and General Introduction
to Investigation Methodology are intended to equip
specialists to contribute to investigative tasks in
the police.
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In 2008, the study Working with cultural heritage
by the University of Oslo pointed to the need for
competence development and more training of
Norwegian Customs and the police, who are pri-
marily responsible for preventing cultural herit-
age crime.

Almost 80 per cent of the respondents said
that they lacked basic knowledge about cultural
artefacts and did not know what to look for. The
respondents from the police were generally
uncertain about how such crime should be
investigated. The report stated that there was a
need for a general introduction to laws and legis-
lation, visual training in the recognition of cul-
tural artefacts, in-depth study of art and cultural
history, in addition to more knowledge about
cultural heritage crime and related crime areas.

Box 7.2 Expertise on cultural heritage

The same conclusions find support in the
European Commission’s report on illegal trade
in Europe, more than ten years later. In order
to remedy the lack of knowledge among various
actors, UNESCO and the European Commission
developed online courses aimed at customs, the
police, and the judiciary in 2018 to contribute to
awareness and knowledge development. A simi-
lar competence measure was aimed at the art
dealer industry. Information about these initia-
tives was passed on to relevant agencies and
actors in Norway, but it is unknown how many
took advantage of the offer.

1 Jacobsen, H.M., Steen, T. and Ulsberg, M. (2008).
2 European Commission (2019).

Each police district also employs one or more
assistance auditors, a total of 20 people as of May
2023. The assistance auditor scheme means that
auditors from the Tax Administration work on
criminal cases under the authority of the Chief of
Police, while retaining their employment with the
Tax Administration. The assistance auditors are
tasked with financial criminal cases, mainly in the
area of taxation. The background for this part of
the Tax Administration’s auditor assistance to the
police is a desire to strengthen efforts to combat
economic crime. An experienced assistance audi-
tor has considerable accounting and auditing
expertise and can contribute to better investiga-
tion and litigation. The scheme has been perma-
nent since 1 January 1997 and is regulated in the
National Police Directorate’s circular 2006/012
(with subsequent amendments).

“Interdisciplinary staffing with skilled employ-
ees” was already highlighted in the Director of
Public Prosecutions’ circular 1/2006 as one of
seven success criteria for a well-functioning eco-
nomic and environmental department.7 However,
as Table 7.1 shows, there are few special investi-
gators with a background in economics at the
eco-/environmental departments in the police dis-

7 The Director of Public Prosecutions (2006).

tricts. Developments since 2015 have been limi-
ted.®

This shortage is exacerbated by the fact that
this type of expertise is necessary, and also used,
in other cases in the districts. Money trail investi-
gations are often necessary and useful in cases of
other profitmotivated crime, as pointed out in
chapter 2.2. However, when employees are con-
stantly withdrawn from the eco-/environmental
departments, this necessarily affects the investi-
gation of cases of economic crime.”

Technological development means that people
are also dependent on technological expertise to
an even greater extent than before. In the area of
economic crime, there is a particular need for
capacity and expertise to review and analyse digi-
tal evidence, including large digital seizures. The
Office of the Auditor General’s investigation of the
police’s efforts to combat crime through the use
of ICT concluded that the police’s ability to detect
and solve ICT crime had significant weaknesses.1?
This is also linked to economic crime, which
increasingly involves the use of digital tools.

8 Note that the figures in the table have been collected
through manual registration and only include resources
that are organisationally connected to eco- and environ-
mental departments in the districts.

Money trail investigations are discussed in further detail in
chapter 12.

10° The National Audit Office of Norway (2020-2021).

9
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Table 7.1 Overview of competence in the police districts from 2015 to 2023

2015 2022 2022 2023 2023
As 0f14.9.15 As of 30.06.22 As 0f 30.06.2 As 0f30.06.23  As of 30.06.23
Eco-/ Eco-/ Work- Eco-/ Work-
environment  environment related crime environment  related crime
Number of full-time equiva-
lents in the police districts’
economic and environmen-
tal depts., including lawyers 257.5 355.5 43.5 361.3 28.9
Proportion with only PHS
education 145 182.5 35.5 213.3 22.5
Relevant continuing
education - - - - -
Special investigators with
other education (mainly
economics education) 50 58 2 64.2 1

Source: Okokrim

The Government’s assessment

In the Government’s opinion, having enough
employees with the right expertise in the police
districts’ eco-/environmental departments is cru-
cial for the police’s ability to succeed in investiga-
ting and preventing cases of economic crime.

There is a need for more investigators with a back-
ground in economics in the police districts’ eco-
and environmental departments. The development
in the crime situation described in chapter 2 also
indicates that there is a need for more investigators
with the expertise and capacity to handle digital
evidence, including seizures, in financial cases.

Figure 7.1 Investigating economic crime requires different types of expertise
Photo: Leif Ingvald Skaug
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A strengthening of capacity and expertise in
these areas is expected to have a positive effect on
lowering the number of cases being discontinued
as a result of a lack of case processing capacity. At
the same time, strengthening the eco-/environ-
mental departments will be beneficial for money
trail investigations in other profitmotivated and
organised crime, and contribute to greater oppor-
tunities for collaboration and assistance without
necessarily stopping the investigation of major
financial cases.

In the national budget for 2024, it has been
decided to permanently strengthen the capacity of
the police districts through earmarked positions
for investigators with financial expertise and inves-
tigators with expertise in handling digital evidence.

Strengthening capacity will in itself help to
make police districts less vulnerable and better
facilitate the safeguarding of competent employ-
ees in the future. At the same time, this could help
to create professional environments that ensure
that important experience-based learning is not
lost when investigators move to other positions
after a short time.

o The Government will strengthen Okokrim
and existing professional environments in the
police districts with new special investigators
with financial expertise, as well as digital
tools and expertise in handling digital evi-
dence.

7.6 Relevant measures at the
Norwegian Police University
College and other research and
educational institutions

As mentioned above, it is not realistic that the
police will be able to solve economic crime only
with the help of police graduates. Today’s crime
situation requires the police to recruit specialists
and provide them with investigative expertise.

However, the education should also facilitate
further use of economists/auditors, computer engi-
neers, and other specialists who can contribute to
raising the analytical capacity, quality, and effi-
ciency of investigations. The competition for civil-
ian professionals such as economists, techno-
logists, and lawyers is intense, and it is important to
implement adequate measures to ensure recruit-
ment and measures to retain critical expertise.

The regulatory agencies also need additional
expertise to be better able to handle more cases
and to prevent economic crime. Similarly, there

may be a need for private actors, including those
who have a role in anti-money laundering work, to
strengthen their expertise. There has been a shift
in recent years towards more knowledge-based
work, and there have been demands for higher
formal qualifications for a number of positions in
both the police and in the regulatory agencies.

The Police University College has a central
role in the education of those who work with eco-
nomic crime. However, as previously mentioned,
economic crime is not a topic covered to a large
extent in the basic training for the police. It is
important that employees who work with eco-
nomic crime have a study programme that is per-
ceived as useful and adequate. The requirement
for a relevant and comprehensive study pro-
gramme must apply regardless of what makes up
the employee’s basic education.

The Government’s assessment

It is important to acknowledge that the investiga-
tion of economic crime requires a different level
of expertise than that which can be acquired
through today’s basic education at the Norwegian
Police University College. Although experience-
based learning will continue to be necessary in
the future, it will provide a quite different starting
point if new employees who are recruited also
have a basic understanding of the field.

The Government believes that there may be
reason to consider whether the curriculum of the
basic degree programme and continued education
programme at the Norwegian Police University
College should to a greater extent facilitate spe-
cialisation in investigation. A master’s programme
in investigation, with an emphasis on the special-
ised expertise required to investigate, among
other things, economic crime, may be an option
that should be explored.

Arrangements must be made for the subject
curricula at the Norwegian Police University Col-
lege to take into account the relevant competence
needs, both in the basic degree programme and
the continued education programmes. For exam-
ple, knowledge of technical and tactical ID checks
is not part of the curriculum for students at the
Norwegian Police University College today. Basic
knowledge of ID checks is an important tool in
several of the police’s tasks, and could potentially
be considered as part of the basic training. Similar
knowledge may also be useful for the regulatory
agencies.

Furthermore, provision should also be made
for utilising other parts of the education system
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to offer relevant expertise in economic crime.
One measure to strengthen the work in this area
is the development of studies that tailor exper-
tise on the topics of financial control/investiga-
tion, financial intelligence, and anti-money laun-
dering. A number of regulatory agencies (the
Norwegian Tax Administration, Norwegian Cus-
toms, NAV Control, the Financial Supervisory
Authority of Norway, the Directorate of Fisher-
ies, the Norwegian Gaming Authority, and the
Norwegian Public Roads Administration) desire
such expertise.

A proposal is being considered to establish an
education programme on financial control and
investigation as a collaboration between the Nor-
wegian Police University College and other educa-
tional institutions. Such an offering is intended to
educate people who it may be relevant to recruit
both to the police and to the regulatory agencies.
In the Government’s view, this is an important
step on the way to ensuring that both the regula-

tory agencies and the police have access to people
with the right expertise in the work on economic
crime, who are also motivated to work in this par-
ticular field.

In the national budget for 2024, funds have
been earmarked for a study on establishing an
investigator degree programme at the Norwegian
Police University College, possibly in collabora-
tion with another educational institution.

This type of measure will need to be discussed
further in dialogue with the National Police Direc-
torate, the Police University College, and the
Ministry of Education and Research.

o The Government will follow up on the estab-
lishment of new training programmes in the
field of economic crime for investigators and
employees in the regulatory agencies.

o The Government will establish special studies
in the field of investigations, including of eco-
nomic crime.
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8 Staying ahead of crime: coordinated efforts
to improve prevention

8.1 Prevention is profitable

It is a key goal of the Government that as many
people as possible refrain from committing eco-
nomic crime. Prevention is therefore key.

A review of the literature on preventive efforts
shows that, compared with other areas of crime,
there is limited research in the Norwegian con-
text that deals with the prevention of economic
crime.! In the literature that exists, it is often
emphasised that financial offenders are rational.
In light of this, the importance of ordinary crimi-
nal proceedings as an important preventive ele-
ment is emphasised. At the same time, the police
and the prosecuting authority have limited
resources. Moreover, there will probably be less
room for manoeuvre for further strengthening the
police in future national budgets.? A broad preven-
tive effort to counteract fraud should therefore
also be prioritised for economic crime.

The police shall contribute to reduced crime
and increased security for the public. The police
are most useful if their combined efforts help
reduce crime and unwanted incidents, reduce the
harmful effects, and prevent recurrence. Preven-
tion is therefore the police’s main strategy and
must form the basis for how it completes all its
duties.®> Reducing the number of offences and
criminal acts can also contribute to security and
stability, as well as increase people’s trust in the
authorities and the justice system.

At the same time, one sees that economic
crime is also largely moving into the digital space.
National and international actors exploit vulnera-
bilities in legislation, regulations, infrastructure,
and technical solutions to commit economic
crime. A broad preventive effort to counteract
irregularities and remediate vulnerabilities should
therefore also be prioritised for economic crime.
It will often be actors outside the police who have
the right tools and measures.

1" Runhovde and Skjevrak (2018).
2 Report. St. 1 (2023-2024), chapter 5.3.
3 The National Police Directorate (2020).

A good overview of the threat and vulnera-
bility situation is important for staying ahead of
crime. The Government wishes to ensure that the
sum of information can be utilised in the best pos-
sible way in a preventive track as well. Coopera-
tion and information sharing and disclosure
between public agencies and active involvement of
the business community are important to achieve
the best possible results.

This chapter discusses, among other things,
measures that can strengthen prevention, includ-
ing through better utilisation of intelligence and
more cooperation between the police, regulatory
agencies, and private actors. Rules and mecha-
nisms that support transparency and information
about beneficial ownership and identity are also
important preventive factors, along with good uti-
lisation of technology. These topics are discussed
in chapters 9 and 10.

8.2 Prevention is the police’s primary
strategy

The police work with intelligence and prevention
of economic crime by collecting information about
trends, methods, and vulnerabilities that are
exploited by criminals. There is great potential in
a proactive approach to this type of crime. The
police will further develop their work on sharing
and disclosing relevant information to cooperating
agencies, superior authorities, the business sec-
tor, and private individuals in order to enable them
to assess preventive measures within their own
area of responsibility.

Investigation and prosecution, including con-
fiscation of proceeds from criminal acts, have a
preventive effect by highlighting the risk of detec-
tion and consequences for both individuals and
the general public. However, proactive work will
generally be more cost-effective than conducting
reactive investigations, which often require a lot of
resources and time. By preventing crime from
happening, it is also possible to prevent indivi-
duals, businesses, and society from suffering
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financial losses and being exposed to other nega-
tive consequences as a result of crime.

Criminal actors adapt and develop new
methods to circumvent the measures that are put
in place. The police, authorities, and partners
must therefore have good knowledge of risks and
be able to initiate relevant preventive measures
within their own area of responsibility.

In 2020, Okokrim established a separate
department for intelligence and prevention. The
police districts also have various projects that
contribute to more targeted prevention of eco-
nomic crime, including work-related crime. How-
ever, the overall feedback from the police is that
the resources for prevention through e.g. collect-
ing, analysing, and producing a knowledge base in
the field of economic crime, are not sufficient.

8.3 Theregulatory agencies’
preventive efforts

The regulatory agencies work preventively within
their administrative areas. The deterrent effect
inherent in the risk of being discovered, the possi-
bility of sanctions, and the reporting of individual

Figure 8.1 Prevention of fisheries crime
Photo: Jergen Ree Wiig/Directorate of Fisheries

cases are important for preventive purposes. In
addition, the regulatory agencies’ exercise of
authority, license processing, data management,
register management, and guidance contribute to
the prevention of crime.

Part of the regulatory agencies’ preventive
efforts consists of incorporating control mecha-
nisms when developing new systems. The
development towards digitalised and user-
friendly services must also be balanced against
the need for control and the need to avoid manip-
ulation and abuse. System support that can help
uncover and report inconsistent information
between the registers is a key preventive mecha-
nism that the agencies must develop to a greater
extent.

The level of control must be sufficiently high,
and controls must be carried out in a planned
manner and based on risk assessments. The agen-
cies’ preventive efforts are aimed at different
target and risk groups and groups with identified
problems. Prevention takes place e.g. through
training and guidance. Preventive efforts depend
on good access to and good quality of the agen-
cies’ basic data, good register quality, and compre-
hensive ID management.
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The agencies also emphasise mobilising
actors outside the agency. This can be done
through training, guidance, and binding coopera-
tion agreements. For example, the Tax Adminis-
tration cooperates with large public and private
purchasers of services with a high risk of tax
crime. The goal is to reduce the market for rogue
providers and thereby reduce the potential for
economic crime.

Experience from other countries and other
agencies also provides useful knowledge for pre-
ventive efforts. For the Labour Inspection Author-
ity, information measures aimed at foreign work-
ers in Norway are an important preventive meas-
ure. The Norwegian Labour and Welfare Adminis-
tration, for its part, has prepared an action plan
against social security fraud and incorrect pay-
ments, which includes measures related to digital
solutions, automated solutions and the use of
register data as part of the preventive work. An
important preventive element for the Financial
Supervisory Authority is assessment of whether
enterprises have sound procedures in place for
the activities they are to conduct, both in the
licensing process and through supervision. The
Norwegian Competition Authority is carrying out
important advocacy work aimed at companies to
highlight the importance of competition and
increase awareness of the Competition Act.* Dia-
logue with industry associations, meetings, and
lectures for various industries and organisations,
and other forms of information sharing, are all a
part of this.

In 2022, a department for the prevention of
fisheries crime was established in the Ministry of
Trade, Industry and Fisheries and in the Directo-
rate of Fisheries. Regulatory tools are also impor-
tant in the field of fisheries crime to prevent illegal
activities.

The Norwegian Maritime Authority carries
out both regular and unannounced inspections on
Norwegian vessels. One of the focus areas of the
Norwegian Maritime Authority’s inspections is
the working and living conditions of those who
work on board. In addition, reports of concern
and tips about violations of the law are also pro-
cessed. Through guidance on the regulations, the
Directorate also wish to contribute to compliance
with legal and regulatory requirements, and in
this way prevent economic crime, among other
things.

4 The Norwegian Competition Authority (2022).

8.4 Intelligence: decision-making
support for more targeted
prevention and control

8.4.1

Overall, the opportunities for the police and regu-
latory agencies to obtain information provide
unique opportunities to establish a strong deci-
sion-making basis for further follow-up.

The police have an established national intelli-
gence structure, which includes both the police
districts and special agencies. The National Crimi-
nal Investigation Service is the national intel-
ligence point. The police’s strategic intelligence
products are based on the acquisition of targeted
intelligence production at the district level, where
the National Criminal Investigation Service has
national production responsibility.

It is a goal that the police and regulatory agen-
cies, the National Interagency Analysis and Intel-
ligence Centre (NTAES) and the work-related
crime centres can share information to be able to
implement preventive activities and prioritise
measures across the response options available
to the police and the regulatory agencies
together.

Economic crime has received increased focus
in the police’s intelligence products in recent
times. The police’s decision-making basis has
therefore become better than before. The police’s
information is particularly related to criminal net-
works in the areas of work-related crime, fisheries
crime, foreign exchange exports, drug offences,
and money laundering.

Intelligence within the police

8.4.2 Theregulatory agencies’risk analyses
and intelligence

Like the police, the regulatory agencies also
engage in intelligence, knowledge building, and
risk analysis through the collection of information
and analyses in their areas. By sharing risk
assessments and analyses with the police, they
contribute to strengthening the data basis in the
police’s intelligence production. The regulatory
authorities also use information from the police to
focus their control efforts and thus prevent crime
by increasing the risk of it being detected.

In 2019, the Tax Administration established a
separate department for intelligence. Much of the
information the Tax Administration has in its own
registers, and the analyses they conduct, can be of
crucial importance for other agencies’ ability to
uncover or follow up economic crime or other
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In the period from March to August 2020, dur-
ing the COVID-19 pandemic, a temporary unem-
ployment benefit was established for furloughed
workers (the wage compensation scheme). In
May 2020, the Tax Administration discovered
suspicious changes in its systems, and sent a tip-
off to NAV Control about possible fictitious reg-
istration of employment relationships that could
have been made to exploit the system. In paral-
lel with this, NAV Control had begun to investi-
gate individual actors and saw the same meth-
ods being used as the Tax Administration.

In connection with the investigation of these
cases, NAV Control uncovered extensive ID
fraud and registration of fictitious employment
relationships using stolen and borrowed identi-
ties. The data was entered and then deleted after
a short time to obtain unjustified salary compen-
sation and make the misuse difficult to detect.
Fictitious income data was also entered into the
a-ordning scheme to obtain unjustified compen-
sation for freelancers, as well as to form the
basis for unemployment benefits and other sup-

Box 8.1 The wage compensation case

port schemes. Fictitious income data has also
been used in loan fraud against banks. These
fraud offences have largely been carried out by
people who have committed several types of
crime (multi-crime offenders).

During the summer of 2020, NAV Control
submitted a total of 17 criminal complaints to
Oslo Police District and six reports to @kokrim.
NAYV Control assisted the police in the investiga-
tion. The cooperation between the police and
NAV Control and the Tax Administration,
respectively, was an important success factor. In
parallel with the investigation, the Norwegian
Labour and Welfare Administration made
changes to the application system, establishing
preventive measures to stop future fraud
attempts.

The wage compensation case is an example
of the systematic and risk-based use of register
data. The Tax Administration’s analysis team
assessed that payments in connection with the
temporary COVID-19 schemes constituted a
risk, and measures were implemented.

crime. The wage compensation case described in
Box 8.1 is an example of this.

For Norwegian Customs’ control activities and
other policy instruments to be targeted, they are
dependent on intelligence as a basis for decision-
making. The agency has therefore invested in
technology and expertise in data and analysis, and
collaborates with other agencies and actors that
are relevant. Similarly, the Financial Supervisory
Authority uses information from @kokrim and the
police districts as an important source for its prio-
rities.

In cooperation with the Coast Guard and fish
sales associations, the Directorate of Fisheries
prepares national strategic risk assessments to
ensure that control resources are used where the
need is greatest. In NOU 2019: 21 On the Future of
Fisheries Control (Framtidens fiskerikontroll — at
time of publication in Norwegian only), the
Fisheries Control Committee proposed a
strengthening of Jkokrim’s intelligence capacity
in the area of fisheries crime. In the revised
national budget for 2023, NOK 5 million was trans-
ferred from the Ministry of Trade, Industry and
Fisheries to the Ministry of Justice and Public

Security’s budgets for this purpose. The funds will
be used to build up a basic intelligence function in
the area of fisheries crime. The aim is to provide
the supervisory authorities and the police with a
solid knowledge base for working more efficiently
in their prevention and control work and, for the
police, a good basis for decision-making in order
to identify the right cases for investigation and
prosecution. The measure is a trial project with a
duration of four years, which began in the autumn
of 2023, cf. Prop. 118 S (2022-2023) Additional
allocations and reprioritisation in the 2023
national budget (Tilleggsbevilgninger og ompriorite-
ringer i statsbudsjettet 2023 — at time of publication
in Norwegian only).

8.4.3 Use of financial intelligence in the
police and in the Tax Administration

Financial intelligence is particularly important for
the prevention and combating of economic crime,
but is also of great importance to other forms of
crime.

In Norway, financial intelligence is mainly han-
dled by the Financial Intelligence Unit (FIU) in the
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Department of Intelligence and Prevention at
@kokrim. The FIU is the recipient of reports of
suspicious transactions from reportable entities
(STRs) pursuant to the Money Laundering Act. In
addition, the FIU has the authority to obtain addi-
tional information about both reportable entities,
from other countries’ FIUs and from a large num-
ber of public registers. The information is com-
piled and analysed and can be passed on to police
districts, special agencies, and other supervisory
authorities that can use it in criminal cases and in
confiscation cases.

An important purpose of the reporting obliga-
tion under the Money Laundering Act is to make
it easier to uncover profit-motivated crime and to
prevent financial institutions and other reportable
entities from being misused in the context of
money laundering. The FIU is equipped with a
unique legal warrant and access to sources for its
analysis work. This makes it possible for valuable
information that could not have been obtained in
any other way to flow into the police’s preventive
and crime-fighting activities.

Information received in STRs is used by the
FIU in analyses that are intended to cover various
purposes:

— Strategic products

— Thematic reports and information letters

— Dissemination of intelligence products

— Creation of criminal cases and self-reports in
criminal cases

— Suspension and confiscation

In 2014, Norway was criticised by the Financial
Action Task Force (FATF) for making too little
use of financial intelligence, because there are few
criminal cases that can be directly traced back to
STRs.” In 2017, the Director of Public Prosecu-
tions issued separate instructions on the use of
information from the FIU in the police districts.? It
follows from the instructions that it is an over-
arching objective that the information received by
the police from the FIU shall be used for the pre-
vention and investigation of crime where there is
suspicion of laundering of the proceeds of a crimi-
nal offence or the financing of terrorism, and for
the confiscation of proceeds and artefacts. The
police’s internal procedures must ensure that this
purpose is safeguarded. The police use informa-
tion from the FIU to a greater extent now than
before, but there still seem to be challenges asso-
ciated with the use of intelligence information

°> FATF (2014).
6 The Director of Public Prosecutions (2017).

from the FIU for the establishment of criminal
proceedings.”

Information from STRs can also be communi-
cated to the Norwegian Tax Administration for
use in its work on tax and duties. The information
is provided in written reports where the informa-
tion has been processed. The STRs provide the
Tax Administration with a better basis for risk
assessments, as well as a better basis for dealing
with serious tax crimes (related to both direct and
indirect taxes) while there are still funds to
secure. These reports have been important in trig-
gering control activities by the agency, and the
information has been of great importance in
extensive tax cases. A cooperation agreement has
been entered into to strengthen cooperation, and
a secondment scheme has been established
where employees from the Tax Administration
work at the FIU and have direct access to informa-
tion in the Money Laundering Register, to ensure
an efficient and targeted transfer of information in
line with the Tax Administration’s priorities.8

The supervisory authorities also receive infor-
mation from the FIU where it is relevant to their
control activities.

The Government’s assessment

Financial intelligence is an underutilised source of
both preventive measures and crime investiga-
tions. The anti-money laundering regulations
impose costly and extensive obligations on a large
number of reportable actors, and it is important to
ensure that the regulations are significantly effec-
tive in leading to the prevention, detection, and
clearing up of crime. Shortcomings in the use of
financial intelligence not only result in poorer
results in crime prevention and crime fighting, but
can also ultimately undermine the legitimacy of
the regulations if the private sector’s increasing
resource use and reporting do not lead to an ade-
quate response by the police and prosecuting

authorities; see more about this in section 8.4.4.
With analysis of STRs, there is room for

improvement and further benefits relating to all of

the above purposes:

i. more strategic products can be developed,
which can help both the police and the regula-
tory agencies to have a better and more com-
plete knowledge base for their priorities and
efforts,

7 FATF 2019.
8 The Police Databases Act. (2013). See chapter 52.
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ii. guidelines (thematic reports and information
letters) can better enable those with a report-
ing obligation to uncover and report suspicious
circumstances,

iii. increased dissemination of intelligence pro-
ducts can provide a basis for more measures by
the police and supervisory authorities,

iv. the analyses can and should provide a basis for
more criminal cases, and

v. more confiscation claims. With the help of the
anti-money laundering regulations and the
FIU’s legal basis, there is also a unique oppor-
tunity to stop transactions before or shortly
after they are carried out, which provides
unique opportunities to safeguard assets.

There is also considerable potential for improve-
ment in the utilisation of financial intelligence by
using more technology in the processing and ana-
lysis of such information.

As discussed above, it is important to ensure
that financial intelligence leads to more criminal
cases. In addition to increasing capacity in the
police districts, other measures should also be
implemented. There is currently no clear descrip-
tion of how or in what format financial intelligence
should be shared. This is also not mentioned in
the police’s intelligence doctrine. A standard or
description of how the police can use intelligence
information from the FIU to establish a criminal
case could contribute to better utilisation of this
information.

The Ministry of Justice and Public Security
has commissioned the National Police Directorate
to conduct a study of the police’s use of financial
intelligence (including products produced by the
FIU) and the specific results this produces, how
many resources are used for anti-money launder-
ing work nationally, and how the use of financial
intelligence leads to cases of confiscation, and to
identify any opportunities for improvement. It will
be natural to take a closer look at solutions related
to the challenges associated with the use of finan-
cial intelligence when this report is available. In
this context, consideration will also be given to
how the information can be shared more effec-
tively with other agencies.

o The Government will strengthen the police’s
use of information from the Financial Intelli-
gence Unit of Okokrim.

o The Government will examine how financial
intelligence can be shared with and utilised
more effectively by other agencies, such as
Norwegian Customs, the Financial Supervi-

sory Authority of Norway, and the Norwegian
Tax Administration.

8.4.4 Financial intelligence: increased
reporting, but no increase in the
capacity to process the reports

As mentioned in chapter 3.4, Okokrim and the
FIU have in recent years noted a significant
increase in the number of STRs from reportable
entities in Norway, STRs from abroad, and reports
on cross-border transactions with Norwegian
recipients mediated by other Financial Intelli-
gence Units (FIUs). The figure below shows the
increase over the past seven years. The increase
reflects the fact that those with a reporting obliga-
tion use considerable resources to prevent and
make money laundering more difficult. The num-
ber of employees and available resources at the
FIU and @kokrim has been relatively stable in the
same period (Figure 8.2).

The increase in national STRs is largely due to
increased reporting from certain reportable
groups. At the same time that the number of STRs
is increasing in scale, so is the content, quality and
complexity of each individual report. This has gra-
dually made it more challenging to utilise and ana-
lyse information that is reported, despite increased
automated processing. Political agreement has
recently been reached in the EU on a package of
new anti-money laundering rules (see further dis-
cussion in section 12.4). The implementation of the
new Anti-Money Laundering Directive, which is
part of this package, will place additional demands
on resources and systems to cover expected and
new tasks resulting from the regulation.

The increased amount of data received has not
been met with any change in the way data is pro-
cessed, assessed, and analysed. The number of
operational analyses carried out by the FIU, and
the number of products disseminated for criminal
proceedings and intelligence for use by the FIU’s
partners have thus been relatively stable in recent
years. Furthermore, the technical solutions
related to software and the format of the reporting
form itself have not been further developed to
simplify, streamline, or otherwise promote good
extractions and analyses of the actual data basis
that comes in from the reporting entities. This
increases the risk that time-critical information is
not analysed and disseminated.

At the same time, there has been a marked
increase in the number of requests for prohibi-
tions on the execution of transactions, particularly
related to ongoing fraud and international acquisi-
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tions or trades.? In such inquiries, there is a great
potential for the confiscation of illegal proceeds of
crime.1?

The Government’s assessment

The Government has noted that there is a major
difference in the use of resources by those subject
to the reporting obligation and the capacity of the
police to process information from those subject
to the reporting obligation. Both the police and
other authorities may miss out on important infor-
mation that the reportable entities have put a lot of
effort into procuring. This leads to the informa-
tion not being utilised well enough for preventive
purposes. A lack of capacity to handle incoming
information may also have consequences for the
number of criminal cases concerning money laun-
dering and confiscation of proceeds of crime.
Today, several manual processes are carried
out in connection with the reception, analysis, and
dissemination of information from the FIU. This is
both resource-intensive and inappropriate. Even
though the public sector’s use of resources cannot

9 The Anti-Money Laundering Act. (2018). See section 27.

10" See jtem 11.4.5 is the use of the rules relating to money
laundering as a basis for cases with confiscation potential.

or should not necessarily be the same as that of
those who are obliged to report in the private sec-
tor, Okokrim and the FIU must be given the capa-
bility to use automation to a far greater extent, in
order to be able to fully utilise the legal basis pro-
vided for in the anti-money laundering regulation.

Implementation of the EU’s upcoming anti-
money laundering package, including the new
Anti-Money Laundering Directive, will require a
comprehensive study (see section 12.4 for more
details). It will be natural to monitor the chal-
lenges related to the FIU’s capacity and methods
in connection with the implementation of the
regulatory package.

o The Government will ensure that Okokrim
has better prerequisites, including increased
capacity and new technology, including
through the use of artificial intelligence, to
deal with the increasing number of reports of
suspicious transactions.

8.4.5 Cooperation to prevent and combat
economic crime

Preventing and combating economic crime
requires cooperation and coordination across dif-
ferent organisations and authorities. An important
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The Norwegian Labour Inspection Authority,
the Norwegian Labour and Welfare Administra-
tion, the police, and the Norwegian Tax Admi-
nistration have established extensive coopera-
tion at the national and regional level to prevent
and combat work-related crime. Special work-
related crime centres have been established in
Oslo, Bergen, Stavanger, Kristiansand, Tensberg,
Trondheim, Bode, and Alta, where the agen-
cies are co-located. In addition, other partner-
ships have been established on work-related
crime in regions and police districts not
covered by work-related crime centres. The
purpose of the work-related crime cooperation
is to ensure that the agencies’ collective
resources and sanctions are seen in context
and utilised effectively. This will reduce the
capacity and incentive of criminal actors to
commit crime in working life.

Box 8.2 Cooperation on work-related crime

In addition, the agencies cooperate to ensure
that foreign workers are empowered to safe-
guard their rights and fulfil their obligations,
and help ensure that clients and consumers do
not facilitate work-related crime in the purchase
of goods and services.

All the work-related crime centres have esta-
blished knowledge groups whose main task is to
build knowledge on trends, actors, environments,
and methods. The knowledge products will pro-
vide decision-making support in order to be able
to prioritise which actors and environments the
interagency efforts should be directed at, select
measures, and develop methodology.

A joint prevention strategy has also been
drawn up for work-related crime that applies for
the period 2020 to 2024, and in 2021 a joint inter-
agency cooperation arena was established for
the prevention of work-related crime.

element in achieving this is the establishment of
common standards and guidelines to ensure effec-
tive collaboration. As stated in chapter 4, there are
several cooperation agreements and instructions
between the police and various parts of the public
administration that may be relevant to the fight
against economic crime.

However, the cooperation has only focused on
prevention to a limited extent. An exception here
is the work-related crime cooperation, discussed
in Box 8.2.

In 2016, the Government established the
National Interagency and Analysis and Intelligence
Centre (NTAES) to strengthen efforts to combat
economic crime, including work-related crime.1!
The centre is a collaboration between the police,
the Norwegian Tax Administration, the Norwe-
gian Labour and Welfare Administration, the Nor-
wegian Labour Inspection Authority, and Norwe-
gian Customs (as required). The production of
analysis and intelligence is regulated in regula-
tions to the Police Databases Act and constitutes a
separate police database.!?

NTAES was evaluated by the Norwegian
Agency for Public and Financial Management
(DF@) in the autumn of 2021, and the evaluation

11 Fyrther information is available on NTAES’ website.
12 The Police Databases Regulations. (2013), chapter 59.

was assessed in a separate final report in the
autumn of 2022.1% The evaluation clearly shows
that there is support for the idea behind NTAES.
It was pointed out that neither work-related crime
nor economic crime can be solved without close
interagency cooperation, which requires that the
various agencies’ data sources be seen in context.
The evaluation shows that there is a desire and
need for expanded access to information sharing.
The current legal basis prevents NTAES from
sharing information about actors that would have
been relevant to the police’s and control agencies’
work to prevent and combat crime. !4

NTAE’s role and potential are also highlighted
in KPMG’s evaluation report on the work-crime
cooperation.!® In recommendation no. 7 in this
report, it is stated that:

“‘NTAES has a unique opportunity to conduct
analyses of threat scenarios and ensure profes-

13 The Norwegian Agency for Public and Financial Manage-
ment (DFQ) (2021).

Chapter 59 of the Police Records Regulations only provides
access to the database for persons who serve at the
National Interagency Analysis and Intelligence Centre.
Information is not disclosed from the database, unless it
takes the form of national threat and risk assessments and
intelligence products.

15 KPMG (2022). See recommendation 7.

14
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Figure 8.3
Photo: Henry & co

sionalism and continuity in analysis and repor-
ting on work-related crime. It is recommended
that NTAES be assigned a clearer strategic role
in overall knowledge building on work-related
crime and economic crime.”

As part of the follow-up of the evaluation, work
has been initiated to strengthen and clarify the
knowledge work in both the agencies and at the
work-related crime centres.

A lack of or varying legal basis for the publica-
tion of inspection reports and other material that
may have a preventive effect can also be a chal-
lenge. It may be considered whether there is a
need for a more uniform legal basis for the publi-
cation of reports and the like, which means that
one can cooperate on preventive efforts.

The Government’s assessment

In the Government’s view, it is necessary for the
authorities to give greater attention to and have a
comprehensive approach to both intelligence and
the prevention of economic crime, cf. the sum-
mary of the challenges in chapter 5.

To succeed in preventing and combating eco-
nomic crime, it is a prerequisite that the agencies
have a common knowledge base on threats and
vulnerabilities. With a common knowledge base,
it will be possible to prioritise effective threat and
vulnerability reduction measures, and agree on an
appropriate division of labour.

The Government believes that interagency
intelligence cooperation is crucial for the prepara-
tion of a sound basis for decision-making. The
interagency cooperation provides a basis for a
broader supply of information, as well as the shar-
ing of intelligence products, working methods and
effective instruments.

The recommendations in the reports by DFQJ
and KPMG provide a good starting point for
further development of both NTAES and the
work-related crime cooperation. The police and
control agencies’ intelligence in the field of eco-
nomic crime should point to areas with particular
potential for effective prevention and crime fight-
ing. The intelligence should provide descriptions
and assessments that are suitable for setting
preventive objectives and developing preventive
strategies and preventive measures.
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It should also be possible to share intelligence
to a greater extent with other public agencies and
with the private sector in order to prevent crime.
Section 59-7 of the Police Databases Regulations
provides a legal basis for NTAES to share infor-
mation in the form of national threat and risk
assessments and intelligence products, but does
not allow for the sharing of assessments related to
individual actors with the police and the control
agencies.

o The Government will examine the need for
amendments to the Police Databases Regula-
tions in order to be able to share more infor-
mation from the National Interagency Ana-
lysis and Intelligence Centre (NTAES), and
also consider whether intelligence products
can be used to a greater extent to establish
common objectives for preventive efforts.

8.5 Need for and opportunities for
information exchange between
regulatory agencies and the police

The Regulations relating to the Sharing of Confi-
dential Information and the Processing of Per-
sonal Data etc. in the Interagency Cooperation
Against Work-Related Crime (the Work-related
Crime Information Regulations) entered into
force in June 2022. The regulations give the agen-
cies participating in the work-related crime coop-
eration greater access to the sharing and compila-
tion of information. In their joint annual report for
2022, the agencies state that work is underway on
a data protection impact assessment with a view to
implementing new regulations in the agencies’
common IT systems, and that this work is a pre-
requisite for achieving the opportunities for the
increased sharing and processing of confidential
information that the new regulations allow. A
revised guide on information sharing has also
been prepared for use by the agencies in the
work-related crime cooperation.

The agencies’ assessment is that the new regu-
lations provide a clearer and better legal basis,
which will help to strengthen common situational
awareness and make it easier to arrive at priorities
for measures and the use of policy instruments.
Continuous assessments and learning are taking
place with regard to the regulations on informa-
tion sharing.

There is a close connection between social
dumping and work-related crime and other forms
of economic crime. However, the legal basis for

information sharing provided in the work-related
crime information regulations for combating such
crime is limited to the work-related crime and is
therefore not sufficient in the efforts against eco-
nomic crime in general.

The Government’s assessment

There is a need to detail the sharing and compila-
tion needs that exist, and what may prevent the
sharing and processing of information across
agencies. Employees in various agencies that
work to prevent and combat economic crime find
it challenging to comply with the current regula-
tions and get an overview of what is and what is
not permitted. The privacy policy sets strict
requirements for what personal data can be pro-
cessed by whom and how it can be processed.
Information collected for one purpose cannot
automatically be used for other purposes.

Further development of technology and tools
for analysis, control, and interaction across admi-
nistrative areas, and the use of artificial intelli-
gence as discussed in chapter 10, will require
clear legislation related to the sharing, compila-
tion, and processing of data. This can be done, for
example, through regulations laid down pursuant
to Section 13g of the Public Administration Act,
which provide the opportunity to regulate infor-
mation sharing in more detail.

The Government will assess whether there is
a need for more detailed regulation of information
sharing, compilation, and processing in more
areas than is currently the case in order to
strengthen efforts to prevent and combat eco-
nomic crime.

e The Government will examine the need for
Sfurther rvegulation of information sharing,
compilation, and processing of information
across administrative areas and for specific
purposes, with a view to preventing and com-
bating economic crime.

8.6 Prevention and detection in the
private sector

8.6.1 The authorities’ cooperation with

the business sector

In terms of prevention, detection and investigation
of economic crime, cooperation with the private
sector is of great importance to the police, the
prosecuting authority, and the regulatory agen-
cies.
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Most business actors wish to act in a law-
abiding manner and contribute to ensuring that
they can compete on equal terms in the market.
Regulated sectors such as the finance industry,
and also large and medium-sized companies in
other sectors, have their own groups that work
with compliance. These groups are often in addi-
tion to ordinary internal control work that is also
crime-preventive.

Most professional service providers, such as
accountants, auditors or lawyers, also want to help
ensure that their clients operate within the appli-
cable rules. From a preventive perspective, it is
therefore important to establish forms of coopera-
tion to support the enterprises’ efforts to reduce
the risk of them being exposed to crime, or them-
selves violating legal provisions.

Several types of economic crime are rarely
reported or constitute types of crime about which
the police receive little information. This includes
crime in businesses, such as breach of trust, cor-
ruption, and breach of licence terms. In addition
to knowledge, cooperation with the private sector
will also be able to support more notification and
reporting of such crime.

Over time, the police have collaborated with
the business community in various areas. In 2015,
the National Police Directorate decided that all
police districts should establish business contacts.
The establishment was part of the Government’s
strategy to combat work-related crime, and was
justified by a need to strengthen cooperation
between public agencies, private actors, and the
rest of civil society. In 2022, Okokrim took over
professional administrative responsibility for the
business contacts.

The scheme for business contacts in the police
districts and special agencies is a good measure
for better interaction and information flow
between the police and the business community.
However, there is room for further development
of the role in the fight against economic crime.

Cooperation on prevention between the police
and the business sector can, for example, take
place by the police communicating knowledge
about methods and crime trends to the private
sector so that they can remediate vulnerabilities
and reduce risks. This is the model behind the
public-private cooperation on anti-money launder-
ing efforts, OPS AT (Public-Private Partnership
on Anti-Money Laundering and Terrorist Financ-
ing). OPS AT was established in 2021 with partici-
pants from banking, insurance, and the public sec-
tor working together to prevent money laundering
and terrorist financing.1® This is done through

regular meeting places, where participants
exchange experiences and trends they see in their
own organisations. The work of OPS AT is still
under development. The feedback from the partic-
ipants in OPS AT is positive, and similar coopera-
tion platforms with other business actors in the
anti-money laundering regime should be con-
sidered.

The regulatory agencies also have contact
meetings with companies and business organisa-
tions. Meetings with companies that request
guidance in matters of project collaboration are a
common way of cooperating.

Other examples of cooperation with the busi-
ness sector can be found through the Norwegian
Labour Inspection Authority’s tripartite industry
programme and through the fisheries authorities’
cooperation with the fishing industry, where the
purpose is to communicate specific challenges
and mobilise the industry to help find good solu-
tions that promote compliance with the regula-
tions.

The Norwegian Tax Administration has
entered into binding cooperation agreements
against tax crime with 22 of the country’s largest
purchasers in order to limit the freedom of action
of the rogue actors, and to play on side with seri-
ous businesses. The aim of the cooperation is to
prevent the partners from entering contracts with
criminal actors. The collaboration gives the com-
panies a better basis for decision-making in
choosing serious players, and enables partners to
carry out better internal control. Selected projects
are given special follow-up. This is done e.g.
through on-site inspections and monthly report-
ing to the Tax Administration. External evalua-
tions of the Tax Administration’s cooperation
agreements show that the cooperation contributes
to a culture of seriousness in the market, as
desired and expected.

Public agencies also cooperate with various
organisations to prevent economic crime. The
Norwegian Tax Administration and KS, NHO,
Unio, LO, Virke, and YS collaborate through the
Cooperation against the Black Economy (SMSQ).
The parties meet quarterly for mutual experience
exchanges. Measures are being developed and
implemented aimed at young people, the private
market, purchasers, and the construction indu-
stry. SMS@ also has regional units that work pre-
ventively and work to change attitudes.

16 More information on OPS-AT is available on Bits AS’s
website.
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The Government’s assessment

The Government believes that cooperation
between the police, supervisory authorities, and
the private sector is important for preventing,
detecting, and responding to economic crime. The
business community has a vested interest in pre-
venting and combating economic crime, and has
signalled a desire for closer cooperation with the
authorities in this work. Though there are several
good examples of cooperation that is already tak-
ing place, this area also has potential for further
development. In many cases, there are actors in
the private sector who have information that can
give the police insight into various types of eco-
nomic crime. The financial industry is one exam-
ple, but lawyers who work with investigations,
estate agents, and representatives of industries
that are particularly exposed to economic crime
may also be relevant.

For the police, increased sharing of informa-
tion from private actors can provide greater oppor-
tunities to identify criminal networks and serious
offences in business activities. Conversely, the
police may have knowledge of vulnerabilities that,
through the exchange of information, can place
private actors in a better position to protect them-
selves, by remediating their own vulnerabilities.

For example, internal coordination and priori-
tisation of the police’s overall efforts in preventive
work and external activities through the business
contacts scheme could be more clearly structured
and organised.

However, cooperation with private actors also
requires resources from the police. Increased
information sharing with the police will also
require increased capacity in the police to receive,
process, and analyse the information, as well as to
establish a systematic information sharing
regime. In the further work to facilitate more
systematic cooperation between the authorities
and the private sector, this must also be taken into
account.

o The Government will ensure more systematic
and formalised cooperation between the
authorities and the private sector to prevent
and detect economic crime, including further
developing the role of business contacts.

8.6.2 Guidance and other incentives for
the business sector

Increased understanding and awareness make it
easier to identify potential risks and vulnerabilities

in the enterprise, and thus implement measures to
prevent economic crime. In the business sector, it
is particularly important to strengthen expertise
and common understanding of the risk of eco-
nomic crime among senior managers and deci-
sion-makers. This may include strengthening rou-
tines and procedures for financial management,
auditing, and internal control. It may also lead to
higher prioritisation of the prevention of eco-
nomic crime, and thus ensure that the enterprise
has the necessary resources and expertise to
combat this type of crime. Prevention of economic
crime is expressed e.g. through the company’s
internal guidelines and culture of transparency.

Internationally, there has been a shift towards
focusing on preventive measures aimed at the
business sector (see section 8.6.3 for more
details). For example, in its recommendations
from 2021, the OECD Working Group on Bribery
set out recommendations to encourage the busi-
ness sector in the member states to develop inter-
nal controls, ethics, and compliance programmes,
with the aim of preventing and detecting corrup-
tion.17

The Norwegian authorities have to varying
degrees communicated what expectations the
police have of the conduct of the business commu-
nity and the business community’s crime preven-
tion work. The legislation sets absolute limits, but
the Norwegian legal provisions often give limited
guidance compared to other countries. An exam-
ple here are the rules on corruption, where other
countries such as the UK, the US, and France
have drawn up extensive regulations with clear
expectations for how companies should prevent
corruption and what they should do if they sus-
pect that the company has participated in acts of
corruption. The provisions of the Penal Code do
not provide such detailed guidelines, but leave the
more detailed clarifications to the preparatory
works and case law.18

Business actors have called for more guidance
in Norway as well. Guidance of this type can help
the business sector to set the right level of risk in
its preventive work. In addition, it may contribute
to greater predictability in cases where possible
violations of the law in the company’s operations
have been uncovered and the matter is to be
reported to the police. An example of this type of
campaign was the launch of @kokrim’s indicator
list Corruption — Typical cases and indicators that
was well received by the compliance community

17 OECD (2021b).
18 The Penal Code. (2005). Sections 387-389
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The purpose of the Norwegian model is to com-
bat work-related crime and social dumping
through a wide range of measures in public pro-
curement.

The model is being developed in stages, and
will initially be aimed at public procurements in
the building and construction industry and the
cleaning industry. In the first stage, provisions
will be introduced requiring contracting authori-
ties to stipulate requirements in contracts for
payment via banks, mandatory occupational
pensions, HSE cards, and requirements for lan-
guage skills in the building and construction
industry. The amendments to the regulations
entered into force on 1 January 2024. As part of
the first stage, the Norwegian Agency for Public

Box 8.3 The Norwegian model

and Financial Management (DFQ) published a
new guide in August 2023 with best practices for
contract follow-up.

The second stage of the model will parti-
cularly apply to measures related to contract
follow-up, including guidance, further develop-
ment of best practice, and strengthening of digi-
tal tools for contract follow-up. If contracting
authorities impose stricter seriousness require-
ments, but do not enforce the requirements, this
may lead to suppliers speculating that require-
ments set out in the contracts will not be
checked. The contracting authorities then risk
entering into contracts with disreputable suppli-
ers, and serious suppliers who comply with the
requirements may lose out in competition.

in the business sector.!? Lists of indicators of sus-
picious circumstances under the anti-money laun-
dering regulations have also been developed?’,
and a comprehensive guide to the Anti-Money
Laundering Act has been developed by the Finan-
cial Supervisory Authority of Norway?1.

Another example of guidance to the industry
is the Norwegian Competition Authority’s cam-
paigns aimed at the business sector.2? In their
experience, increased attention in the media leads
to more reports of possible violations of the law.
The Norwegian Competition Authority has con-
ducted two surveys among business executives
(in 2017 and 2021) on their knowledge of the
Competition Act and the Authority’s work. The
survey in 2021 shows that knowledge of the Com-
petition Act has increased significantly since the
first survey.23

The regulations on public procurement also
provide a good starting point for the prevention of
economic crime. This is further developed in the
so-called Norway model, discussed in more detail
in Box 8.3.

19
20
21
22

Okokrim has published a list of indicators on its website.
Okokrim has published a list of indicators on its website.
The Financial Supervisory Authority of Norway (2022).

“Alliance or competition”, “10 signs of illegal cooperation
on tenders”, “The ABCs of the Competition Act” and
“3 signs that should make the alarm bells ring at work”

23 The Norwegian Competition Authority (2022).

The Government’s assessment

There are already a number of good measures in
place that were launched by the Norwegian
authorities aimed at the business sector; it is
important that they are maintained.

However, the business community has called
for more guidance from the authorities, including
with regard to what expectations are set for how
companies can prevent corruption and what to do
if they suspect that the company has participated
in acts of corruption. There are various internatio-
nal recommendations that are also relevant to
Norway, partly because we participate in interna-
tional cooperation in this area. The OECD’s guide-
lines against bribery in international business
relationships are a good starting point for further
guidance on the expectations that should be
placed on companies’ preventive efforts. To a
greater extent than today, the authorities should
clearly communicate such recommendations to
Norwegian companies.

It already follows from the Hurdal platform
that the Government will develop a Norwegian
model for public procurement. This work is also
important for preventing economic crime.

o The Government will draw up clearer guide-
lines for the business sector’s anti-corruption
work.

o The Government will further develop the
Norwegian model for public procurement,
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which will help to combat work-related crime
and social dumping.

8.6.3 Prevention as part of the assessment of
whether a corporate penalty should be
imposed

Chapter 4 of the Penal Code regulates the use of
penalties against enterprises. The corporate penalty
is optional (facultative), in the sense that it is up to
the courts to decide whether a corporate penalty
should be imposed even if the conditions are met.
Section 28 (c) of the Penal Code stipulates that
preventive measures will be of importance in the
assessment of whether a corporate penalty should
be imposed. If the company has taken such pre-
ventive measures and the measures are good in
terms of the company’s risk, this will be an argu-
ment for not penalising the company. The rules
are intended to motivate people to counteract vio-
lations of the law in the enterprise through sys-
tematic measures such as organisation, training,
guidelines, procedures, supervision, and con-
trol.24

In May 2018, the Ministry of Justice and Pub-
lic Security tasked Knut Heivik with assessing a
number of issues related to corporate penalties
and anti-corruption legislation.?® In the report,
which was published in May 2021, Hoivik refers
e.g. to the emergence of international recommen-
dations and guidelines for responsible business
conduct. Heivik points out for instance that the
development and use of such guidelines for
responsible business conduct indicate that the
companies’ use and compliance with the guide-
lines are given weight in the assessment of corpo-
rate penalties. Such recommendations provide
guidance on how enterprises should organise
their systems to combat certain types of crime or
offences. The guidelines are often the result of
cooperation between nation states in the fight
against crime.26 Such recommendations are not
legally binding, but are intended to help business
actors develop their internal control systems. In
the report, Heivik proposes to abandon the

24 Proposition to the Odelsting no. 90 (2003-2004) pg. 432.

25 Public consultation — Report on corporate penalties and
corruption — published 12 October 2021 on the Govern-
ment’s website.

One example within the field of anti-corruption is Anti-
Corruption Ethics and Compliance Handbook for Business
which was drawn up through a collaboration between the
OECD, the UN and the World Bank. Another example is
Business Principles for Countering Bribery — A multi-stake-
holder initiative led by Transparency International.

26

optional nature of corporate punishment and
introduce preventive measures as a special
ground for exoneration.

Corporate penalties are imposed by the prose-
cuting authority issuing a fine to the enterprise,
and the enterprise may then choose to accept the
fine or not. Most cases of economic crime against
companies are settled by issuing fines. The fine
contains no further justification other than the
description of the criminal offence and the sanc-
tion. As a general rule, fines are not published.
Hoivik proposes that fines should be both justified
and made public.

The Government’s assessment

The Government is of the view that clearer and
more detailed regulatory requirements and
expectations for companies’ preventive work, and
the weight that for instance anti-corruption pro-
grammes should carry for the imposition of cor-
porate penalties and determining sentencing, may
be important for companies’ preventive work.

To achieve a sufficient general preventive
effect for this type of rule, it is also important to
communicate to the general public how the pre-
ventive work is emphasised when determining a
sanction, usually a fine. This can be achieved by
introducing requirements for justification and
publication of fines. The Hgivik report’s recom-
mendations on this point are important for all
forms of economic crime. The Government will
therefore take a closer look at how these pro-
posals can be addressed.

o The Government will assess whether the rules
on corporate penalties should be amended to
clarify the significance of preventive mea-
sures.

o The Government will assess whether fines
against companies should be justified and
made public to a greater extent.

8.6.4 Unified transaction monitoringin
banks

A strong regime against suspicious transactions
must focus on having the most effective efforts
possible at all levels, both in the private and public
sectors. To achieve the greatest possible effect, it
is crucial to be able to identify transactions that
pose the greatest risk at an early stage. In this way,
the overall efforts of both the public sector and
those who are obliged to report in the private sec-
tor can be directed towards the riskiest objects.
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Today’s monitoring of obliged entities with a
large transaction volume, including banks in par-
ticular, is largely based on data monitoring of trans-
actions, so-called transaction monitoring. A rela-
tively large number of resources is spent on dis-
proving matches (so-called false-positive matches)
occurring with the currently entered rules in the
system. Transaction monitoring takes place at the
premises of the individual reporting entity that pro-
cesses the transaction. The banks’ automated sys-
tems only process the transactions that they them-
selves have, and cannot take into account or obtain
information that relates to other transactions. At a
later stage, the reporting entity may obtain infor-
mation about the customer and the transaction
from other reporting entities, but there is no over-
all transaction monitoring of all transactions in the
banks. The work is therefore fragmented, and it is
challenging to see the big picture.

The Government’s assessment

To help ensure that anti-money laundering efforts
in the private and public sectors become more tar-
geted, the reporting entities’ transaction monitor-
ing should be as risk-based as possible. This could
be achieved through a greater degree of digitalisa-
tion and a more comprehensive approach to trans-
action monitoring. An overall and comprehensive
approach means that all transactions are “washed”
in a common system via the FIU and @kokrim.
The contents of the database must be
anonymised. A larger volume and data set means
an optimised use of indicator lists and rules on the
transactions. Digitalisation will be particularly
suitable for identifying suspicious transactions,
but to a lesser extent identifying other suspicious
circumstances related to the customer.

Both the Netherlands and Denmark facilitate
similar transaction monitoring as the one
described. In the Netherlands, five major banks
have joined forces and established Transaction
Monitoring Netherlands (TMNL). TMNL shall
identify unusual transaction patterns with the pur-
pose of detecting criminal networks and money
flows. This is in addition to the banks’ own trans-
action monitoring.

Establishing a mechanism for transaction
monitoring as described can also be useful for us.
However, even though some EU countries have
established similar systems, it is essential to make
an independent assessment of how such a compi-
lation of information relates to the data protection
rules. In the first instance, the legal framework
must therefore be clarified in more detail.

o The Government will consider proposals for
rules that will enable the establishment of a
mechanism for joint transaction monitoring
of entities with a veporting obligation in the
banking sector.

8.7 Raising awareness and
understanding of phenomena

Awareness campaigns can also be used as part of
a preventive action plan in the area of economic
crime. Awareness of threats and vulnerabilities
helps to limit criminals’ opportunities to commit
economic crime and thus makes society’s overall
ability to avoid such crime more effective. How-
ever, it is important to point out that awareness
campaigns alone will not necessarily be able to
solve the problem.

Awareness campaigns are often used to com-
municate an important message with the intention
of changing attitudes and behaviours among spe-
cific target groups. The campaigns are produced
based on a problem analysis. Content, form, and
message are chosen based on the target group

Do not accept offers of
work from tradespeople who
show up on your doorstep!

n Arbeidstilsynet

Saatieetaton
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Figure 8.4 From the agencies’joint campaign with
warnings about itinerant tradesmen

Source: The Norwegian Tax Administration.
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Both together and separately, the Norwegian
Labour Inspection Authority, the Norwegian
Labour and Welfare Administration, the Norwe-
gian Tax Administration, and the police carry
out several information and guidance measures
particularly aimed at foreign workers, but also at
clients and consumers. During interagency
operations, the work-related crime centres pro-
vide guidance to foreign workers on rights and
obligations related e.g. to the Working Environ-
ment Act with regard to employment contracts,
working hours, wages, and HSE and on rights
and obligations under the Tax Administration
and National Insurance Acts. They also refer
employees to the Service Centre for Foreign
Workers (SUA), which is a collaboration
between the Norwegian Tax Administration, the
Norwegian Directorate of Immigration, the
police, and the Norwegian Labour Inspection
Authority, with five offices in Oslo, Stavanger,
Bergen, Trondheim, and Kirkenes.

The Norwegian Tax Administration, the Nor-
wegian Labour and Welfare Administration, the
Norwegian Labour Inspection Authority, the Nor-
wegian Directorate of Immigration, and the police
are working together on the workinnorway.no

Box 8.4 Raising awareness among foreign workers

website, which redirects users to the respective
agencies’ websites.

In cooperation with the labour inspection
authorities in the Baltic countries, Bulgaria, and
Romania, the Norwegian Labour Inspection
Authority has also prepared the information
campaign “Know your rights”. The purpose is to
enable foreign workers to make informed
choices when they work in Norway, and in this
way contribute to reduced work-related crime.
An evaluation concluded that the goal attain-
ment was good. Almost a third of those who
responded to a user survey stated that they had
discovered violations of the regulations in their
own employment as a result of the campaign.
Two-thirds of these also responded that they
had either made or would make changes to their
working conditions after seeing the campaign.
Such changes can help reduce criminal actors’
access to labour. The Norwegian Labour and
Welfare Administration and the Directorate of
Integration and Diversity (IMDi), in collabora-
tion with the social partners, have also prepared
guidelines for Ukrainian refugees who are going
to enter Norwegian working life.

one wishes to reach. It is difficult and time-con-
suming to change people’s attitudes and behav-
iour. Therefore, it is important to know the target
group one wants to reach, why and how the pro-
blem in question affects the target group, and how
to orient the message to achieve a change in atti-
tude, and thus achieve a preventive effect.
Awareness-raising campaigns also contribute
to information and knowledge of regulations,
which in turn promotes compliance. Box 8.4 pro-

vides examples of measures to raise awareness
among foreign workers.

In addition, there are several good examples of
awareness-raising campaigns aimed at private
individuals both by Okokrim, the Tax Administra-
tion, and Norwegian Customs, through the active
use of social media and websites such as
handlehvitt.no and velgekte.no. See Figures 2.3
and 2.4 that illustrate such an attitude campaign
by Gkokrim.
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9 Transparency and quality in public databases

9.1 Transparency builds trust and
prevents economic crime

Transparency is an important value in Norwegian
society. We generally have great trust in our autho-
rities, and good regulations for sharing information
from the authorities to the public. Trust means that
transaction costs are lower and helps us to run
business and the state more efficiently.

Transparency about the identity of beneficial
owners of Norwegian enterprises is important in
order to make it more difficult to conceal who in
reality has control and ownership of an enterprise.

Correct information about who owns what is
important in the performance of tasks in many
areas of authority. In addition, there is often a need
for more detailed information about e.g. ownership
interests, the value of ownership interests, and
rights related to ownership. For example, the Tax
Administration needs such ownership information
in its work to uncover tax crime and for efficient
collection.

In a digitalised society, correct identity informa-
tion in the National Population Register is funda-
mental. Users of the National Population Register
assume that one person has one identity, and that
the person who uses the assigned identity number
is the correct holder. Registration of false identities
in the National Population Register or incorrect use
of national identity numbers and D-numbers ena-
bles economic crime. Therefore, high-quality regis-
ters and integrated ID management are important
factors in preventing and combating economic
crime. The quality of information contained in pub-
lic records and identity documents can have a
direct impact on the ability to identify and monitor
suspicious activities and transactions.

This chapter assesses various registers, data-
bases, and systems that ensure transparency.

9.2 Theregister of beneficial owners

The authorities currently have access to several
sources that provide information about beneficial
owners of companies in Norway. Among other

Box 9.1 The Brenngysund Register Centre

The Brenneysund Register Centre is respon-
sible for administering a number of different
registers on behalf of nine ministries. The
agency checks that the register notifications
received are in accordance with the laws con-
cerning the registers in question.

The Brenneysund Register Centre does not
have its own supervisory authority as such, but
facilitates other actors’ control through regis-
tration and access to data. The Brennegysund
Register Centre is an important player in the
simplification work, and its services have been
key to the prevention of economic crime in
Norwegian business and industry for 40 years.
New technology, a new registry platform, and
the possibility of control and analysis from
several sources, in combination with adapted
and up-to-date regulations, will help to ensure
that data from the Brenneysund Register
Centre can be used more actively in the preven-
tion of economic crime.

things, they have the opportunity to request infor-
mation from entities subject to the reporting obliga-
tion under the Anti-Money Laundering Act. In addi-
tion, parts of the Act and Regulations relating to
Beneficial Owners have entered into force.! How-
ever, these sources do not currently provide a full
overview of the identity of beneficial owners of
enterprises that offer goods and services in Norway.

The work on developing a register of beneficial
owners, in which the Ministry of Trade, Industry
and Fisheries is involved as agency manager for
the registrar, which is the Brenneysund Register
Centre, will be able to provide further information
and easier access.

The Brenneysund Register Centre is also dis-
cussed in more detail in Box 9.1.

1 Act relating to the Register of Beneficial Owners (2019).
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The Act relating to the Register of Beneficial
Owners was adopted in 2019. Regulations to the
Act were adopted by the Ministry of Finance in
2021.2 The Act and Regulations partially entered
into force on 1 November 2021.3 According to this
legislation, a beneficial owner is a natural person
who, through his or her ownership interest or
voting interest in an enterprise, controls the enter-
prise. The ownership or voting interest must
exceed 25 per cent. A natural person who has the
right to appoint or dismiss a minimum of 50 per
cent of the members of the enterprise’s governing
body is also considered to be a beneficial owner.
Furthermore, information must be collected and
registered about persons who otherwise exercise
control over the enterprise.

The purpose of the Act is to ensure increased
transparency concerning ownership structures of
Norwegian enterprises. The legislation will help
to counteract the misuse of the relevant busi-
nesses for money laundering, terrorist financing,
and economic crime.

The register of actual beneficial owners and
the entry into force of the rest of the Act and the
Regulations have not yet been completed. A key
reason is a ruling by the European Court of Jus-
tice in the autumn of 2022, where a directive provi-
sion requiring that information in such registers
must be made available to the public without
further conditions was declared invalid.* The pro-
vision was deemed contrary to fundamental rights
in the EU Charter. The Norwegian authorities
have had to assess the significance of this decision
for our regulations. Against this background, the
Ministry of Finance circulated a proposal in
December 2023 for amendments to the rules on
access to information in the register of beneficial
owners. The Ministry of Finance proposes to pro-
vide access to relevant authorities and financial
intelligence entities, as well as entities subject to
the reporting obligation pursuant to the Anti-
Money Laundering Act. The European Court of
Justice’s ruling does not deal with these groups.
In addition, the Ministry proposes a regulatory
authority to regulate access to other information.

2 The Regulation relating to the Register of Beneficial
Owners (2021).

The parts of the Act and Regulations that oblige enter-
prises to identify beneficial owners and collect information
about such owners, as well as the duty to disclose informa-
tion to the authorities on request.

4 Joined cases C-37/20 and C-601/20: Request for a prelimi-
nary ruling from the Tribunal d’arrondissement Luxem-
bourg of 13 November 2020 — Sovim SA mod Luxembourg
Business Registers.

3

The Government’s assessment

For the Government, it is important for several
reasons to facilitate transparency about beneficial
owners and ownership. It can be challenging to
find out who actually controls an enterprise
through indirect ownership, voting rights, or the
right to appoint more than half of the board mem-
bers. To find out who directly or indirectly con-
trols an enterprise, one must consider the entire
chain of ownership.

A register of beneficial owners could provide
reduced freedom of action for criminals, which in
turn would lead to increased protection of society.
Completion of the register will also contribute to
fulfilling Norway’s international obligations under
the Financial Action Task Force (FATF)’s stand-
ards for measures to counter money laundering
and terrorist financing and the EU Anti-Money
Laundering Directive.

Completion of the register is relevant to the
challenges described in this white paper and is
therefore followed up here as well.

o The Government will complete the establish-

ment of a register of beneficial owners, with
as much transparency as possible.

9.3 Ownershipinsharesandreal estate

Ownership information is information about
direct and indirect ownership of, and control of,
shares and real estate.

Information about owners of limited
liability companies

9.3.1

Th identity of the direct owner of shares or stakes
in a company, or who is a member of an enter-
prise, is stated in overviews for which the enter-
prise itself is responsible. Owners of private lim-
ited companies must be listed in the company’s
register of shareholders or in the company’s
register of members, which is kept by a central
securities depository.®

Everyone has the right to access these owner-
ship overviews. However, except in the case of

> Owners of enterprises must be registered with the enter-

prise itself, for example, a register of members must be
kept in cooperatives. General partnerships (with and with-
out shared liability) must keep a record of the partners in
the company, and must also register information about the
company’s partners in the Register of Business Enter-
prises.
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general partnerships, information on ownership
must not be registered in public registers. Owner-
ship is reported to the authorities for tax pur-
poses, and the Tax Administration has a separate
overview of share ownership as of 31 December
each year.

Foreign owners can choose to have their shares
in Norwegian companies with securities-registered
shares transferred through a financial institution (a
nominee). The nominee has no ownership of the
shares. The nominee registration scheme means
that the public does not have access to who the for-
eign shareholders are. Even if only the nominee’s
name appears in the shareholder register, the com-
pany and public authorities may, however, require
the nominee to state who owns the shares covered
by the nominee’s assignment, and how many
shares each individual owns.

It is therefore not the case that ownership of
nominee-registered shares is hidden. However, in
reality, it is in many cases difficult for both the
company, public authorities, and the general pub-
lic to learn the identity of the owners.

In Petition Resolution No. 496 of 16 June 2014,
the Norwegian Parliament (Storting) requested
the Government to establish a public tool with
information that ensures greater transparency
about owners of limited liability companies in the
course of 2015.

Information about owners of real
estate

9.3.2

Registered title to real estate is stated in the land
register. Both natural persons and companies can
be listed as title holders. In many cases, the per-
son who has registered title as the owner of the
property will also be the actual owner, but this is
not necessarily the case. There is no obligation to
register property, and there can be many reasons
why one chooses not to register actual ownership.
The registration scheme is first and foremost an
offer to title-holders who wish to secure legal pro-
tection for their rights in real estate. The Land
Registration Act contains rules stating that a per-
son who is in good faith can assume that the per-
son who has title is also the owner. In many
respects, therefore, the land register functions as
an ownership register of real estate in Norway.
The Norwegian Tax Administration needs more
precise information about who owns property in
Norway and has its own property register for this
purpose. This is not information that is publicly
available, nor is at available to other public author-
ities without a warrant for such access.

One way to establish unregistered ownership
of property is through the use of so-called blank
deeds, which means that you do not see who the
owner is. The need for better ownership informa-
tion on real estate was the reason why the
Storting, in Petition Resolution no. 35 (2021-
2022), asked the Government to “investigate the
use of blank title deeds and the obligation to regis-
ter in connection with property purchases”.

9.3.3 The authorities’ need for ownership
information

In 2023, on the basis of e.g. the petition resolu-
tions mentioned above, the Ministry of Finance,
the Ministry of Trade, Industry and Fisheries, and
the Ministry of Local Government and Regional
Development commissioned the Norwegian Tax
Administration, the Brenneysund Register Cen-
tre, and the Norwegian Mapping Authority to
detail the authorities’ potential use of information
on direct and indirect ownership of and control of
shares and real estate. The Norwegian Tax
Administration has led the work in collaboration
with the Brenneysund Register Centre and the
Norwegian Mapping Authority. The purpose was
to detail the authorities’ need for access to infor-
mation on ownership of shares and real estate and
potential solutions for this. Further work on this
should also be seen in the context of the follow-up
of Report St. 9 (2022-2023) National control and
cyber resilience to safeguard national security.

The survey shows that ownership information
is important for the performance of the social mis-
sion of many public agencies and that the informa-
tion is used for various purposes. Although infor-
mation about ownership can be found in many
sources, there is no up-to-date authoritative
source in Norway. The survey also showed that it
can be challenging to obtain an overview of neces-
sary ownership information in cases where
ownership is organised in groups and various
complex ownership structures, and that foreign
owners are difficult to identify.

The Government’s assessment

It is often seen that complicated ownership struc-
tures are used in the case of serious economic
crime. Correct information on ownership of
shares and real estate is essential for the effective
prevention and combating of economic crime, and
for safeguarding national security interests. Lack
of or difficult-to-access information about who the
owner is makes it difficult for the police to investi-
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gate cases of economic crime and also makes it
difficult to confiscate proceeds of criminal acts.
Knowing the identity of an owner is also a neces-
sary prerequisite for compliance with the sanc-
tions regulations, which is now highly relevant as
a result of the war in Ukraine.

A better overview of and solutions for access
to information about ownership in shares and real
estate could help both prevent and detect eco-
nomic crime, and safeguard national security. Cor-
rect and up-to-date information on ownership of
shares and real estate will also be of great value in
other areas of society, as the survey has shown.

o The Government will complete the work that
has been initiated to assess the regulation of
access to and transparency concerning share-
holder information.

o The Government wants to make it more diffi-
cult to hide money from taxation and launder
proceeds from criminal acts by investigating
mandatory registration of ownership in real
estate.

o The Government will consider how the
results of the survey of the authorities’ possible
use of information on dirvect and indirect
ownership of, and control of, shares and real
estate should be followed up.

9.4 Register quality and ID
management

9.4.1

Many of the rights and obligations that citizens
and businesses have today are based on arrange-
ments that are largely trust-based and based on
information provided by the individual citizen or
business, be it the obligation to pay taxes, entitle-
ments to benefits from the Labour and Welfare
Administration, right to engage in various types of
business activity, to work, etc. Trust-based
schemes promote simplicity for individuals and
businesses and efficiency in public administration.
Registers and information are used as a basis for
the allocation of rights and the fulfilment of obliga-
tions. Weaknesses in such schemes and registers
can be exploited for misuse and fraud and other
forms of economic crime. Examples are incorrect
or inadequate reporting of income, incorrect loan
applications to banks, incorrect requirements for
insurance companies, failure to file for bankruptcy
in the event of insolvency, bribery of employees to
secure a decision on the allocation of assignments
and rights, director fraud, and more.

Registry and data quality

One area for improvement has been identified
in relation to the deadline provisions in the report-
ing of employment via the a-ordning scheme. The
Norwegian Labour and Welfare Administration,
the Norwegian Tax Administration, and Statistics
Norway are therefore studying whether it is possi-
ble to introduce event-driven reporting of employ-
ment relationships.

The Government’s assessment

There is a need to detail the potential for misuse
in schemes that can be exploited for economic
crime. On this basis, relevant authorities can
implement control mechanisms that can help
prevent significant vulnerabilities in particularly
vulnerable schemes.

With regard to the ongoing studies related to
event-driven reporting of employment via the
a-ordning scheme, the Government will consider
how the work should be followed up, and poten-
tially propose amendments to the Act relating to
Employer’s reporting of employee information
and income etc. (A-opplysningsloven, in Norwe-
gian only) and the National Insurance Act.

o The Government will ask relevant agencies
to detail the potential for misuse in schemes
that are assumed to be exploited for economic
crime.

o The Government will consider how the agen-
cies’ study of incident-driven reporting of
employment via the a-ordning scheme should
be followed up.

9.4.2

In a digitalised society, basic identity information
in the National Population Register is important.
Users of the National Population Register assume
that one person has one identity, and that the per-
son who uses the assigned identity number is the
correct holder. Registration of false identities in
the National Population Register or incorrect use
of national identity numbers and D-numbers
enables economic crime.

Inadequate ID checks can contribute to Norwe-
gian authorities inadvertently “laundering” false
identities in Norwegian registers. This can be done
by using false or stolen basic documents as the
basis for the allocation of identity numbers in the
National Population Register and through the issu-
ance of documents that are accepted as proof of
identity. Since regulatory agencies and other
service owners do not require secure identity to a

ID management
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large extent in the performance of their services,
including the fact that there is no requirement for
the presentation of ID proof, such “money launder-
ing” continues. In recent years, there has been
increased attention to the need for security and effi-
ciency in Norwegian ID administration, partly as a
result of challenges related to work-related crime.
ID management typically includes the processes
related to the determination and registration of
identity, the issuance of physical and electronic
proof of ID, and ID checks. A number of ministries
and subordinate agencies have a role to play in
these processes, which are of crucial importance
both for the individual’s ability to confirm and pro-
tect his or her own identity, and for society’s ability
to prevent and detect crime.

In 2019, ID management was subject to an
area review carried out by an external consultant
on behalf of the Ministry of Finance, the Ministry
of Justice and Public Security, the Ministry of
Local Government and Modernisation and the
Ministry of Transport and Communications.® The
Ministry of Labour and Social Inclusion also par-
ticipated in the final phase. The purpose of the
area review was to detail whether current ID
management was designed and organised in an
appropriate and cost-effective manner, and to
assess measures for increased security, cost-effec-
tiveness, and user-friendliness.

The recommended measures from the area
review are broad, and also include prioritising
long-term development measures that have
already been initiated to increase the prevalence
of secure proof of ID and strengthen the quality of
the information in the National Population Regis-
ter through the realisation of the status UNIK; see
more about this in section 9.4.3.

The use of false identities and the registration
of incorrect information enables economic crime,
and especially work-related crime. ID misuse also
enables evasion of taxes and duties, or that wages
and social security benefits are paid to people with
multiple false, borrowed, or stolen identities. ID
misuse is also a recurring theme in various forms
of social security fraud and loan fraud. Benefits
and loans can be accumulated by a person having
access to or control over several registered identi-
ties and several BankIDs (a Norwegian system for
online identification).

Misuse of employees’ identities, or the pur-
chase and sale of ID information, has been
uncovered in several cases. ID misuse camou-
flages illegal labour, conceals the actual identity of

6 Capgemini (2019).

who plays which role, and facilitates crime that is
difficult to uncover. ID theft also enables other
forms of crime, such as smuggling of people and
goods, and terrorism. The risk associated with ID
misuse is great, and measures within ID adminis-
tration could help both reduce the scale of crimi-
nal opportunities, while at the same time giving
everyone with a national identity number or
D-number increased opportunities to protect their
own identity and have their basic needs met.

Measures that make it more difficult to misuse
ID will help to safeguard the rights of vulnerable
foreign workers.

To counteract these challenges, it is important
to have systems in place to ensure high-quality
registers and ID checks that ensure that the regis-
ters are up-to-date and accurate, and that the iden-
tity documents are secure and reliable. This can
include everything from technological tools, such
as biometric authentication and digital signatures,
to manual verification processes and training of
personnel involved in verifying identities and data.
The systems and processes that have been deve-
loped in recent years through the improvement in
quality for passport and ID administration, the
launch of the national ID card, and the introduc-
tion of the police’s ABIS (Automated Biometric
Identification System) are examples of modernisa-
tion that can provide development opportunities
and synergy effects for other agencies’ control
work as well. Furthermore, good register and
data quality is a prerequisite to being able to share
information and practice transparency.

Good register quality and ID management can
help strengthen the ability to identify and combat
economic crime. Supervisory authorities and other
actors must be granted access to accurate and relia-
ble data and identity documents, and they must be
able to request secure identity where this is propor-
tionate and necessary. It is important that individu-
als can only operate with one identity. The use of
biometric data is necessary to ensure that a person
is only registered with one unique identity in the
National Population Register. Biometric checks are
also important to determine that it is the right per-
son who is presenting an ID document. The police
have developed a status service for checking the
authenticity of passports and ID cards, as well as
the status of missing Norwegian documents. The
service has quickly become very widespread.
Work is underway in the National Police Directo-
rate with a view to further developing the service to
check the link between document and person
using biometrics. The work is based on digital
checks by a person in physical attendance.
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9.4.3 The establishment of UNIK

Many of the challenges associated with ID misuse
and identity theft are related to the inability to
prove one unique identity in Norway. A challenge
is that one person might be registered with seve-
ral identities in the National Population Register,
and several people might use the same identity
number. There is a need to make it visible who
owns which national identity number and D-num-
ber assigned from the National Population Regis-
ter, and to make it possible to prove the person’s
assigned identity in a credible manner. The estab-
lishment of the status UNIK and the issuance of
robust ID documents are also important prerequi-
sites for the realisation of the recently adopted
strategy for electronic IDs (e-IDs) in the public
sector.

Integrated national identity management is
important in reducing economic crime. The Nor-
wegian Tax Administration, the National Police
Directorate, the Norwegian Directorate of Immi-
gration, the Norwegian Labour and Welfare
Administration, and the Norwegian Digitalisation
Agency have established the Coordination Group
for Identity Management (KoID), which shall
work for a comprehensive and strengthened
national identity management and ensure that one
person only has one UNIQUE identity in the
National Population Register.

In order for users of the National Population
Register to be completely confident that one per-
son is operating with just one UNIK (unique)
identity registered in the Register, it must be pos-
sible to register the identity status “unik” in the
National Population Register. A prerequisite for
this is that biometric comparison searches have
been carried out across biometric registers in the
justice sector. The status UNIK thus means that a
person is only registered with one unique identifi-
cation number in the National Population Regis-
ter. Without the opportunity to make visible who
is who in Norway, there is a risk of reuse of regis-
tered identities in that people can be inserted into
other people’s identities and exposed to misuse.
This creates challenges both for people who are
exposed to ID theft and for employees whose
rights are not being safeguarded.

The Government’s assessment

The quality of the register should be improved
with the aim of achieving secure physical and digi-
tal identification. The expansion of the national ID
card scheme, which was introduced for Norwe-

gian citizens in November 2020, and the establish-
ment of the UNIK status in the National Popula-
tion Register are measures that will contribute to
achieving these goals.

The work to facilitate biometric searches and
the establishment of the status UNIK in the
National Population Register is ongoing and must
be followed up further.

o The Government will follow up on the ambi-
tion of the status UNIK in the National Popu-
lation Register, i.e. one person, one identity in
the National Population Register.

9.4.4 Offer of a national ID card to foreign
citizens with an identity number in
the National Population Register

Foreigners in the Norwegian labour market need
better opportunities to protect their own identity
from misuse. The opportunity to be issued an
identity card that also confirms ownership of one’s
own national identity number or D-number will
reduce the opportunity to reuse identities in work-
places, where vulnerable people, such as people
without legal residence, are inserted into genuine
national identity registers, and exploited.

Being able to prove one’s assigned identity
number through a secure ID is also key to having
one’s basic needs in society met. According to the
plan, the offer of national ID cards will be
expanded to also include foreign citizens by the
end of 2024. Work on facilitating the launch is
ongoing. Through the offer of national ID cards,
service providers will in the long term be able to
consider requesting a national ID card where this
is proportionate, in order to have certainty on the
accurate identity of people.

The Government’s assessment

The Government sees the expansion of the
national ID card scheme as an important contri-
bution to efforts to strengthen society’s and indivi-
duals’ ability to protect themselves against iden-
tity misuse. Through a broad offer of national ID
cards that facilitates high prevalence, criminals’
opportunities to succeed with deliberately mani-
pulated reporting and ID misuse will be reduced.

o The Government will initiate the issuance of
national ID cards to foreign nationals with
an identity number in the National Popula-
tion Register.
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10 Technology

10.1 Increased compliance through
good technological systems
and tools

As mentioned in chapter 2, digitalisation and glo-
balisation provide new opportunities for camou-
flaging and committing economic crime. At the
same time, the extensive digitalisation of society
also provides great opportunities to generate com-
pliance and data quality in new ways. Modernisa-
tion of regulations, the establishment of digital-
ised processes, and the use of data across actors
will help to ensure that the framework for the
authorities’ compliance work can move from the
agency’s internal service production to increas-
ingly influencing compliance outside their own
services in collaboration with users, their interest
organisations, and other agencies.

The Government is committed to utilising the
societal benefits that technology makes possible
related to simplification and streamlining of the
agencies’ performance of tasks, while at the
same time strengthening compliance. Efforts to
combat economic crime are currently under-digi-
talised and under-automated. The agencies do
not have sufficient access to digital tools to sup-
port the work of analysing, uncovering, con-
trolling, investigating, and combating economic
crime. Cooperation is a key word here as well.
Through common solutions, challenges can be
solved and problems taken into account in a com-
prehensive way, while at the same time making
better use of the opportunities offered by the use
of technology.

However, there is also a risk when systems
are made efficient for users with the aim of sim-
plifying and making data more accessible. The
systems are increasingly based on mandatory
disclosure. For the Government, it is important
that privacy considerations and respect for pri-
vate life are properly safeguarded in these pro-
cesses.

This chapter discusses the opportunities that
lie in technology and how these can be particu-
larly useful in the prevention of, and fight against,
economic crime,

10.2 The use of artificial intelligence

The use of artificial intelligence (Al) can be a very
potent tool in the fight against all crime, including
economic crime. Al technology and machine
learning can be used to analyse large volumes of
data in a short period of time and uncover pat-
terns and deviations from the norm that may indi-
cate suspicious activities or transactions.

For example, Al analysis of large volumes of
data from different sources can help identify con-
nections between people, companies, and trans-
actions that would otherwise be difficult to dis-
cover. Al analysis can identify networks of indi-
viduals or companies that may be involved in
economic crime, or uncover unusual transaction
patterns that may indicate money laundering or
fraud.

Another benefit of Al technology is that it can
help to automate parts of an investigation, which
can lead to more efficient use of resources and
faster case processing. For example, automated
analysis of large volumes of documents can help
uncover information that would otherwise be
time-consuming to find manually. Translation,
image recognition, speech-to-text, etc., are typical
areas where this technology can be used to
streamline work.

Furthermore, there is potential in using artifi-
cial intelligence to better choose from whom to
collect more information in order to prevent eco-
nomic crime.

Al technology is just a tool. There is still a
need for human insight and experience to inter-
pret and assess the results that Al analyses pro-
vide. Requirements must be set for proper organi-
sation, administration, and expertise in order to
achieve good results from the use of technology. It
is also important to ensure that Al technology is
used ethically, and that the requirements for data
quality, documentation and traceability, transpar-
ency, human oversight, and robustness are fol-
lowed, as well to ensure that privacy and other
fundamental rights are safeguarded. These topics
are addressed in the national strategy for artificial
intelligence from 2020.
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Figure 10.1 New technological solutions: both simplifying and vulnerable.
Photo: Shutterstock

Thorough risk assessment is important when
Al performs tasks that were previously performed
by professionals. Nor are the applicable legal pro-
visions authorising the processing of personal
data by public authorities necessarily designed to
allow the personal data to be used for machine
learning in the development of artificial intel-
ligence.

The authorities have a responsibility to ensure
that Al can be used in a safe manner. Improper
use of Al in prevention and investigation can lead
to increased distrust of the police and other
authorities. At the same time, it may be con-
sidered a weakness if recognised technology is
not used in ways that can effectively contribute to
the fight against crime.

If artificial intelligence is to be an effective tool
for preventing, detecting, and investigating eco-
nomic crime, the first step is to process existing
data from police databases and other computer
systems so that they are suitable for learning, inte-
gration, and Al, in addition to establishing new

1 The Ministry of Local Government and Regional Develop-

ment 14 January 2020

data sets for the areas of responsibility that are
unique to the police.

Norwegian Customs has carried out a pilot
project on the use of Al models to detect customs
declarations with a high risk of error, through the
implementation of algorithms, originally deve-
loped by the World Customs Organization
(WCO).2 Good results led to the agency now
working to enter into a cooperation agreement
with SINTEF, NORCE, and Sigma2 through the
Norwegian Competence Centre for High Perfor-
mance Computing. The purpose of the project is to
strengthen Norwegian Customs’ ability to detect
suspicious changes in the flow of goods. Similarly,
the Tax Administration has for several years used
static models/algorithms to risk-orient its efforts.
Models are in use for the selection of control
candidates.

In the police, Al will be useful in many areas.
The Police IT Unit (PIT) is the premise provider
of technology for the entire police service. The
work carried out there is not limited to specific
areas of crime. This work will therefore also be
relevant to the prevention and combating of eco-

2 World Customs Organization (2020).
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nomic crime. PIT’s strategy emphasises the need
to have a professional environment at the national
level that will develop methods and solutions in
Al. PIT’s work is aimed at both the development
of the technology and the use of Al

When it comes to the use of Al, it may be
appropriate for the agencies’ various professional
groups to collaborate to make use of the existing
solutions.

10.3 Compliance by design

Compliance by design (CbD) is an approach that
involves integrating compliance with rules and
standards into the design of a company’s systems

and processes. In short, compliance by design is a
tool for the public administration when formulat-
ing regulations and requirements imposed on an
industry, to ensure that the industry is run within
the statutory framework. The key is that the regu-
lations facilitate the compliance mechanism being
“designed” into relevant system solutions, or into
the way the reporting regime is designed. This is
highly relevant for combating economic crime, as
CbD can help identify and prevent risks and weak-
nesses at an early stage.

In order to prevent both conscious and uncon-
scious errors and omissions, it is essential that the
public administration is organised in a way that
makes it less vulnerable to exploitation, for exam-
ple in the form of incorrect payments from the

Box 10.1 CbD in the fishing industry

In the Fisheries Control Committee’s report
NOU 2019: 21 The future of fisheries control
(Framtidens fiskerikontroll — at time of publica-
tion in Norwegian only), the main proposal is a
systems approach to compliance (compliance-by-
design). The Committee proposes the introduc-
tion of an automated documentation system for
the Norwegian fishing industry, based on a digi-
tal infrastructure for the collection and exchange
of relevant data between the administrative
authorities and the industry.

The goal is for the industry to meet various
documentation requirements, while at the same
time reducing the room for manoeuvre for
actors who seek undue gain through deliberate
misreporting, and strengthening the quality of
registered data.

Position reporting with the vessel monitoring
system (VMS) is the first data element in such a
documentation system, providing information
directly from a reliable, independent third party.
The VMS tracking documents the fishing ves-
sel’s movements at all times and in this way pre-
vents so-called black landings, i.e. unregistered
and thus illegal sales. The tracing also ensures
compliance with geographical restrictions in
fishing — that the catch is reported by the ves-
sels that has actually fished it and that it takes
place at an approved receiver.

Catch reporting from the sea using elec-
tronic reporting systems (ERS) is also an
important preventive measure. By reporting
what is on board before landing, the scale for

inaccurately reporting the catch at landing is
reduced.

The next step in the work is new require-
ments to document the catch that is landed and
sold at Norwegian receivers. In this connection,
the Directorate of Fisheries and the Norwegian
Metrology Service (Justervesemet) have pro-
posed requirements for the use of automatic
scales and automatic weighing systems when
receiving fish. Today, catch quantities are
reported manually, and there is no requirement
to document weighing results. In the future,
information about the catch will be retrieved
directly from the weighing systems without the
possibility of manual correction.

The catch reporting ERS is currently also
based on manual selfreporting, and therefore
provides the room for adapting the reporting. In
order to obtain reliable documentation on what
and how much is harvested, the Directorate of
Fisheries has established the Catch-lID pro-
gramme, which will stimulate the development
and implementation of new technological solu-
tions on board fishing and hunting vessels. The
goal is to ensure correct registration of resource
extraction and a reliable basis for traceability
throughout the value chain. The Directorate of
Fisheries is also considering investigating third-
party solutions for collecting data in the value
chain after the time of landing that are linked to
recordkeeping requirements, bookkeeping
requirements, electronic consignment notes,
and catch certificates.
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Labour and Welfare Administration or non-pay-
ment of taxes. Compliance by design is based on
the idea that it should be easy to do the right
thing. Some actors will always have criminal inten-
tions. Others commit crime because it is easy or
convenient. Still others are negligent. The last two
categories are categories that can be guided -
often by making it easy to do the right thing or by
simple “nudging”; see below.

CbD can also help raise awareness of economic
crime within an organisation. By integrating a
focus on compliance into the design of systems
and processes, one can help create a culture of
compliance and accountability in the organisation.

CbD is not a substitute for necessary controls
and measures that must be taken to combat eco-
nomic crime. But CbD can be a useful approach to
integrate measures into the organisation’s sys-
tems and processes in a more efficient and sys-
tematic way. CbD has been used in the fishing
industry, for example, and is described in more
detail in Box 10.1.

The Labour and Welfare Administration’s
action plan to counter social security fraud and
incorrect payments includes measures aimed at
IT development with built-in control mechanisms
in case management systems. It is a stated goal
that instances of misuse and incorrect payment
shall be prevented and uncovered through inte-
grated automated controls in the case manage-
ment tools, in the form of increased and more effi-
cient use of register data, and other available
information. Preventive control work through the

implementation of risk modules, i.e. integrated
control measures that identify risk cases, is a con-
tribution towards detecting attempts at social
security fraud and economic crime at an early
stage.

10.4 Nudging in technological solutions

Nudging is small measures that aim to influence
people’s actions in the desired direction without the
use of coercion, punishment, or financial reward.

Nudging is based on insights from behavioural
economics, i.e. the intersection between psycho-
logy and economics, which shows that the way
choices are presented has a major impact on the
decision we make. Nudging is often used to
encourage people to choose, for example, the
healthiest, most environmentally friendly or most
financially beneficial alternatives. A nudge must
be simple, not involve coercion and be virtually
costfree. The tax return is an example of how
nudging can be used in technological solutions
that way help people provide correct information
in a simple. This is described in more detail in Box
10.2.

10.5 The use of automated solutions

Simplification measures can contribute to better
and simpler risk-adapted control. In particular,
digitalisation and coordination between public

In the electronic tax return, the Tax Administra-
tion has built in technological functionality for
individual guidance and nudging of taxpayers
based on basic data and information the agency
has about the individual. For the 2020 and 2021
income years, the functionality was used to
carry out just over 200 different types of nudges,
and for the 2020 income year, approximately 25
per cent of the taxpayers were nudged.

An experiment conducted by the Norwegian
Tax Administration shows that nudging in con-
nection with filling in the tax return gets more
people to report correctly, and increases self-
reported income by 100 million kroner. When
checking and completing the tax return, the tax-
payer will get a message on the screen that says,

Box 10.2 Nudging in the tax return

for example, “We see that you have acquired a
second home since last year. Have you rented
this out? Click Yes / No” This nudge is very sim-
ple, and the question only appears for those who
have had a second home listed in their tax
return since the previous year. In this way, tax-
payers who have, through a mere oversight,
failed to declare rental income are reminded to
do so. Those who thought it was easy not to do
so are reminded that someone is “watching”
which can prompt them to obey the rules.
Nevertheless, this does not imply any form of
coercion. With simple steps, nudging can help
more people increase compliance.

1 The Norwegian Tax Administration (2021).
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agencies can provide easier reporting and more
accessible and more easily comparable informa-
tion. This strengthens the opportunities for con-
trol and reduces the regulatory bodies’ use of
resources.

With increased digital dialogue with the busi-
ness sector, the authorities can obtain more infor-
mation in real time, and case processing can take
place faster, simpler, and with higher quality for
both companies and the public sector. This is
done e.g. through digitalised reporting solutions
and the implementation of the ‘only once’ prin-
ciple, i.e. that the private sector should not have to
report the same information several times to the
public sector.

Some regulatory agencies have used auto-
mated solutions to simplify and streamline tasks.
This can include automated monitoring of finan-
cial transactions and the use of advanced algo-
rithms to detect patterns and anomalies in data,
the use of facial or product recognition techno-
logy, and other tools to identify people and pro-
ducts, and compile data from different sources.

Automated solutions are valuable tools that
can handle large volumes of data and identify
suspicious activities more quickly and more accu-
rately than humans. This can help identify and
expose criminal acts at an earlier stage.

The use of automated solutions can also be
challenging, as it can be difficult to develop
technology that takes into account the complex
aspects of economic crime. The balance between
the need to detect and prevent crime and the con-
sideration of privacy and the rule of law is also a
challenge.

To address these challenges, it is important to
develop robust and flexible automated solutions
that can be adapted to different situations and
challenges, and that are in line with applicable pri-
vacy and data security laws and regulations.
Examples of various automated solutions are
described in Box 10.3.

10.6 A joint approach to technology
development and sharing of data

As can be seen from the sections above, the use of
technology is playing an increasingly important
role in the prevention and investigation of eco-
nomic crime. Automated and digital solutions will
be able to contribute to more targeted crime pre-
vention and facilitate investigations. Such solutions
will also in themselves contribute to people refrain-
ing from committing crime to a greater extent.

Box 10.3 Examples of automated
solutions

In 2022, the Norwegian Competition Autho-
rity procured a machine learning platform
that was put into operation in the spring of
2023. The platform is able to analyse both
quantitative and qualitative data from a num-
ber of internal and external sources. Collec-
tion and analysis of data from public procure-
ment processes will constitute an important
part of this effort with a view to uncovering
signs of illegal tendering cooperation.

In some areas, the Financial Supervisory
Authority has also developed its own monitor-
ing tools that trigger notifications on the basis
of circumstances that may warrant further
follow-up.

Through Digitoll, Norwegian Customs has
developed digital solutions for information
gathering and assessment in the movement of
goods before crossing the border.! Trans-
ports, goods and shipments with potential risk
are subject to further assessment by customs
officials.

L Digitoll consists of digitising and developing a new
main route for the import of goods for the business
sector. The goal is a seamless and, to the greatest
extent possible, automated border crossing, in combi-
nation with compliance with the regulations.

Technology can be used e.g. to monitor and
analyse large volumes of data online to detect and
prevent criminal activity. This can include using
advanced algorithms and artificial intelligence to
identify patterns and trends in the data stream,
which in turn is used to identify potential risks
and threats.

Sharing data among different actors can be
valuable in the prevention of economic crime.
When information about suspicious activities and
transactions is shared across borders and
sectors, it can help detect and prevent criminal
activities at an earlier stage. Sharing data can
also help identify and stop criminals who use
digital tools to carry out criminal activities.
When different organisations share information
about suspicious activities and cyberattacks
across sectors and borders, it can help identify
the threats earlier and prevent them from
spreading further.



92 Meld. St. 15 Report to the Storting (white paper)

2023-2024

Shared values - shared responsibilities

An important step in being able to collect and
share data will be to have technological solutions
that support this in the individual agency and
across the agencies. There is a need for a compre-
hensive approach to technology, how and what
data should be included, how data is quality
assured, made available, compiled, refined and
published; all with the necessary compliance with
the purpose and rules for information sharing,
data processing, and publication.

The Tax Administration, the police, and other
relevant agencies have several tools and techno-
logies through which the agencies can benefit
from sharing knowledge, methodology and expe-
rience. Increased collaboration will contribute to a
common professional understanding and percep-
tion of the law. An informal collaboration has been
established between several authorities for the
collection of information from open sources on
the internet, etc. The purpose is to exchange
experiences and knowledge about techniques,
methods, tools, and legislation related to the
collection of data from open sources. The Open
Source Intelligence (OSINT) collaboration is led
by the Norwegian Tax Administration. The forum
meets about twice a year, and includes partici-
pants from the Armed Forces, Norwegian Cus-
toms, the police, the Directorate of Immigration,
the Immigration Appeals Board, the Norwegian
Public Roads Administration, the Norwegian
Labour Inspection Authority, NAV Control,
HELFO, the Norwegian National Security Author-
ity, and the Norwegian Civil Security Clearance
Authority.

A pilot project led by the Brenneysund Regis-
ter Centre has also been carried out with regard
to the sharing of data between monitoring authori-
ties and with private individuals. A significant
issue identified in this work is the legal basis for
such sharing.

The Government’s assessment

The Government will work to promote a common
approach to professional innovation, development,

and implementation of technology and metho-
dology. This includes securing and analysing elec-
tronic evidence and digital threats and blockchain
technology, as well as concepts for sharing data,
further developing necessary security systems,
and mechanisms to protect privacy and ensure
that data is not misused or compromised.

A data-driven police service and the use of self-
service analysis are important elements for
achieving desired results and making the best
possible use of technological opportunities,
including when it comes to economic crime. For
the police, it is natural that it is the Police IT
Service (PIT), which represents the technological
expertise in this area, that is responsible for the
development of such solutions.

The police, the prosecuting authority, and the
regulatory agencies should contribute their spe-
cial expertise when it comes to analyses of identi-
fied needs and clarifications of how, for example,
Al can be used in the prevention and combating of
economic crime.

With regard to technological solutions for
sharing data, a comprehensive knowledge and
experience base should initially be established for
further scaling of sharing and collaboration solu-
tions in the fight against economic crime. The
need for regulatory development, guidelines and
agreements on how data is to be shared, what
information is to be shared, and how this informa-
tion is to be used to combat economic crime must
also be detailed.

o The Government will examine the possibili-
ties for more effective data sharing and inter-
action in interagency cooperation on crime
fighting, including considering regulatory
changes, technical solutions, agreements for
data sharing and new forms of cooperation.
The work-related crime centres will be central
to this. The report should be seen in the con-
text of the study of the need for information
sharing in chapter 8.
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11 Administrative sanctions or criminal penalties?

11.1 Compliance effect and utilisation
of the total resources

Penalties against economic crime are traditionally
imposed by the police and prosecuting authority
for criminal cases. However, many breaches are
subject to final decision by various regulatory
agencies, including the Norwegian Tax Adminis-
tration, NAV Control, the Norwegian Labour
Inspection Authority, and the Norwegian Compe-
tition Authority, which can impose administrative
sanctions such as fines or additional tax. Since the
1990s, an increasing number of laws have pro-
vided for the use of administrative sanctions, in
particular for fines, as an alternative to criminal
penalties.! There are also examples of administra-
tive sanctions replacing criminal penalties in some
areas. In the event of a violation of the Competi-
tion Act, there is no longer a legal basis for penal-
ising undertakings with corporate penalties,
though undertakings may be subject to admini-
strative corporate sanctions. In recent decades,
there has been increased public attention on the
use of administrative sanctions, particularly fol-
lowing the adoption of a new chapter on admini-
strative sanctions in the Public Administration
Act.? At the same time, this means that the divi-
sion of labour between the police and the prose-
cuting authority and the regulatory agencies has
changed.

A key objective when considering whether to
impose administrative sanctions or criminal penal-
ties is to achieve a sufficient compliance effect.
Compliance effect means that the sanction/pen-
alty has actually had an individual preventive
effect in that the person on whom it has been
imposed complies with the regulations following
the sanction/penalty. At the same time, it is impor-
tant to ensure that the sanction/penalty has a suf-
ficient general preventive effect.

For the Government, it is important that cases
of various forms of economic crime are decided
by the entity that has the best prerequisites for

1 Kolsrud (2021).
2 Recommendation 62 L (2015-2016).

effective goal attainment, including that violations
are actually met with a sanction or penalty, and
that the processing does not take an unneces-
sarily long time, while at the same time ensuring
legal certainty. Some cases should also be
resolved by the police, since there may be a need
to use the police’s methods and to ensure a suffi-
ciently strict sanction/penalty.

This chapter reviews the overarching princi-
ples that form the basis for the legislator’s assess-
ment as to whether to impose administrative sanc-
tions or criminal penalties. Furthermore, the
chapter points to the development of administra-
tive sanctions and takes a closer look at statistics
that are available to determine the extent of the
use of the various sanctions and whether we
achieve a sufficient compliance effect within the
current regulations and practice. Finally, measures
are proposed to establish a better knowledge base
on both scale and effect, with a view to achieving a
balanced distribution of responsibility between
the police and the regulatory agencies.

11.2 Legal starting points and
principles: efficiency and legal
certainty

The principles for which acts are to be punishable
are set out in the preparatory works to the Penal
Code, Proposition to the Odelsting no. 90 (2003—
2004), which states that penalties should be
reserved for serious offences. Furthermore, there
are three principles in particular that are relevant
for whether an act should be met with a penalty.
This is the principle of resulting harm, which indi-
cates that only actions that lead to harm or risk of
harm should be punished. The principle of alter-
native sanctioning, which indicates that penalties
should only be used if other types of sanctions will
not be sufficient or are not available. Finally, the
principle that penalties should only be used if they
provide greater benefit than harm.

Administrative sanctions are in Proposition 62 L
(2015-2016) Amendments to the Public Admini-
stration Act, etc. (administrative sanctions, etc.)
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(Endringer i forvaltningsloven mv. (administrative
sanksjoner mv.) — at time of publication in Norwe-
gian only) defined as negative sanctions that can
be imposed by an administrative entity, that are
directed against a violation of a law, regulation or
individual decision, and that constitute a penalty
under the European Convention on Human Rights
(ECtHR).

The assessment of whether the legislator
should sanction an infringement with an admini-
strative sanction or criminal penalty is a trade-off
between what is most effective and what best safe-
guards legal certainty for the individual. Proposi-
tion 62 L (2015-2016) states that “efficiency” in
this context is what provides the best possible
goal attainment with the least possible use of
resources in enforcement. The purpose is to
ensure future compliance with the regulations by
ensuring that the sanction or penalty has an indi-
vidual and general deterrent effect. This applies to
both administrative sanctions and criminal penal-
ties.

It is further stated in Proposition 62 L (2015-
2016) that the consideration of efficiency in isola-
tion argues in favour of the use of administrative
sanctions.® In principle, the supervisory bodies
are better placed to achieve the goal of a deterrent
effect in a more resource-efficient manner than
law enforcement and prosecution agencies, as
long as they have better access to factual informa-
tion about the case and have the best knowledge
of the relevant regulations. As a starting point, it
may also be more efficient to process a violation in
the administrative track only rather than transfer-
ring the case to the police/prosecuting authority
through a criminal complaint. These factors argue
in favour of administrative sanctions as the pre-
ferred form of penalty, as the same use of
resources will be able to penalise multiple viola-
tions. However, this presupposes that the regula-
tory agencies have sufficient authority to sanction
violations of the law in their areas.

However, in Proposition 62 L (2015-2016),
legal certainty is highlighted as being equally
important to efficiency in the assessment of which
penalties or sanctions the individual law should
provide for. The criminal process is in a better
position to safeguard the rule of law than the
administrative bodies. Penalties are normally
imposed by the courts. The courts are independ-
ent and without ties to the prosecution. This
organisation ensures that there are different
bodies that stand for prosecution and judgment.

3 Proposition 62 L (2015-2016). See chapter 7.

In addition, the public administration’s criminal
complaint has first been assessed by the police
and the prosecuting authority, who have assessed
e.g. whether the evidence indicates a decision to
proceed with prosecution (normally in the form of
an indictment).

This indicates that the most serious cases with
the greatest consequences for the individual
should be met with processing, and potentially
also a penalty, in the criminal process. Considera-
tions of legal certainty are particularly relevant
when it comes to imposing penalties on natural
persons.

11.3 Differences in administrative
sanctions and in the filing of
criminal complains

As mentioned in several places in this report, the
activities of the regulatory agencies constitute an
important part of the authorities’ overall efforts to
combat economic crime. The possibilities for each
regulatory agency to impose administrative sanc-
tions are regulated in the regulations adminis-
tered by each agency.

The various legal basis for administrative
sanctions have been drawn up at different times,
partly based on EU law and partly inspired by any
similar provisions in other special legislation. The
use of administrative sanctions has been
expanded and assessed on a sector-by-sector
basis. The fact that the need for legal bases for
administrative sanctions and the design of these
should be assessed specifically for each sector is
in line with the principles in Proposition 62 L
(2015-2016). This means that the agencies have
various options for imposing sanctions on natural
persons and enterprises, as well as for using other
administrative measures to deter future violations,
including enforcement fines for breaches of cor-
rection orders, the imposition of quarantines
aimed at individuals, revocation of licences/per-
mits, etc. At the same time, it is not desirable that
there are unfounded differences that lead to
unintended differences in which cases are prose-
cuted administratively, and which are prosecuted
under criminal law.

The regulatory agencies submit criminal com-
plaints based on their own internal instructions,
among other things. Differences in the types of
offences, legal bases, and other factual circum-
stances mean that the practice for what is
reported to the police will also vary from sector to
sector. This is related e.g. to the other sanctions,
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including administrative sanctions, to which the
agencies have access, and how such sanction
powers are designed. In addition, the type of case
and the nature and scale of the offence will come
into play, as well as differences in the facts, inclu-
ding who are typical obligated parties. Circum-
stances at the regulatory agency are also impor-
tant, including the resources and expertise of the
agency in question. The police’s discontinuance of
cases, discussed in chapter 3, may also affect the
agencies’ propensity to file a complaint. This may
mean that the relatively most serious cases are
not reported and handled as criminal cases, in vio-
lation of the overarching principles for the choice
of form of sanction or penalty mentioned above.

When assessing whether a case should be
reported to the police, or followed up in the admi-
nistrative track, it should also be taken into
account that the regulatory agencies and the
police have different prerequisites for obtaining
evidence and solving a case. In this context, the
police’s access to various methods and means of
coercion, including covert investigations, are key.
Cases where police methods are necessary will
often be cases involving violations of several provi-
sions, including provisions in the Penal Code.
Such cases occasionally also involve elements of
organised crime, which, in addition to access to
methods, requires a good overview of the threat
picture and the relevant environments. A penalty
in the administrative track alone is unlikely to
have a sufficient individual deterrent or general
deterrent effect in such cases.

An example of a case where it was necessary
to use methods other than those available to the
regulatory agencies are the so-called “king crab
cases”, described in Box 11.1. It is important to
ensure that such cases are identified at an early
stage so that they are set on the right track from
the start.

11.4 Inadequate statistics and little
knowledge about the effect

There are no overall statistics that show the devel-
opment in the use of administrative sanctions and
the number of cases that led to criminal com-
plaints in context. However, the number of cases
reported to the police by the regulatory agencies
has fallen sharply, especially in tax and duties.*
Whether a case is handled by the regulatory

4 For more on this, see also chapter 15.2 which also discus-
ses the challenges of good statistics in this area.

Box 11.1 The king crab cases

A 46-year-old Swedish citizen was sentenced
in Romerike and Glamdal District Court to
seven months in prison for aggravated theft
for having received 970 Kkilos of illegally
caught king crab on several occasions.! The
court also ordered the confiscation of NOK
235,000 from the convicted person.

The judgment is the first legally enforcea-
ble judgment among cases that are part of a
larger series of cases in which @kokrim, in
cooperation with Finnmark and several other
police districts, uncovered an extensive net-
work for the illegal catching and sale of king
crab. As stated in the judgment, it was a
covert investigation and monitored communi-
cations that led to information about the con-
victed person’s involvement. The investigation
revealed that the defendant had a Swedish
phone number at his disposal. In addition, sur-
veillance was used in the investigation. As a
result of the surveillance, the Norwegian
police had the Swedish police stop the defen-
dant in a car in Sweden and document that the
car was full of frozen king crab.

1 Romerike and Glamdal District Court’s judgment of 25
November 2022, case 22-076576MED-TROG/TLST

agency itself, or whether it is reported to the
police, varies between different sectors, as well as
from year to year and from region to region.

The most recent overview of the use of admini-
strative sanctions is a survey of available statistics
by Statistics Norway from 2023.° The survey pro-
vides a comprehensive overview of existing legal
bases for infringement fines, but not of all types of
administrative sanctions. Furthermore, the sur-
vey shows that there are statistical overviews of
most types of administrative sanctions. However,
the overviews are not complete, and there is great
variation in how different agencies publish statis-
tics.

The survey shows, among other things, that
additional tax is the most widespread administra-
tive sanction against private individuals. The use
has decreased in recent years, but it is not clear
from the report whether this is due to increased
compliance or changed monitoring procedures.

5 Statistics Norway (SSB) (2023).
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Most administrative sanctions within eco-
nomic crime are aimed at companies. Administra-
tive sanctions are more commonly used here than
criminal penalties. Infringement fines against
companies can also be of a considerable size.

Statistics Norway’s survey uses both data col-
lected from administrative agencies and from the
Norwegian Tax Administration through the Nor-
wegian National Collection Agency (SI). The data
from SI provide the most comparable figures, and
show some clear trends with regard to who is
issuing sanctions and the size of the sanctions.
However, the figures are incomplete, since the dif-
ferent agencies use Sl in different ways. Not all
agencies have an agreement with SI, and not all
agencies with an agreement use SI for all claims.
For example, the largest fine imposed by the Nor-
wegian Competition Authority — NOK 788 million
— is not included in SI's figures. Since they are
incomplete, the statistics are not reproduced in
this white paper.

As stated in chapter 15, there is also a lack of
knowledge about the effect of administrative sanc-
tions compared to criminal penalties. Internation-
ally, there is research literature on the effect on
compliance with the regulations after monitoring.5
In Norway, the Norwegian Tax Administration
has investigated the effect of checks among differ-
ent groups of taxpayers.7

Overall, there appears to be a need for a better
overall overview of the use of administrative sanc-
tions and the effect of these sanctions.

11.5 The goal of a more uniform
approach to which cases are
followed up by regulatory agencies
and the police, respectively

This chapter points to the emergence of admini-
strative sanctions in different administrative areas
and different thresholds for which cases are
reported to and administered by the police. There
are no statistics or analyses that provide a basis
for assessing whether the differences are delibe-
rate and justified, or whether they are uninten-
tional. Even though it is a requirement that there
must be a dialogue between the regulatory agen-
cies and the police before a case is reported, due
to inconsistent and non-systematic practice there
may be cases where there is a special need for the
use of police methods and the imposition of penal-

6 DeBacker et al. (2015). Gemmell and Ratto (2012).
7 Karto et al. (2019).

ties to achieve a sufficient compliance effect, but
which nevertheless are not followed up in a crimi-
nal law track. At the same time, it is clear that
some cases are most effectively followed up by
the public administration. The goal is not for the
police to follow up on more cases, but for cases to
be followed up in the “correct” track, so that the
combined resources are utilised in the best possi-
ble way.

The Government’s assessment

The use and enforcement of administrative sanc-
tions have evolved over time and without an over-
all knowledge base on the effects of the various
sanctions. The question of what type of action
actually creates the best compliance is an empiri-
cally open one. Thus, it is not clear whether the
established principles for choosing between the
administrative and criminal law tracks work as
intended.

As discussed above, several regulatory agen-
cies have both legal authority and sanctioning
practices that indicate that a fine under the provi-
sions of the Penal Code would not have yielded
any more correct result than an administrative
non-compliance penalty. On the other hand, there
may be cases that to the regulatory agency appear
less serious based on the access to information
they have, but where there may be indications
that people in and around the enterprise have
links to serious crime. This is often the case in
cases of work-related crime where, for example,
the Tax Administration only sees tax crimes
(related to both direct and indirect taxes) and the
Labour Inspection Authority sees violations of the
Working Environment Act. In such cases, the
police will be in better proximity to investigate all
aspects of the case. Certain violations, particularly
related to so-called multi-crime offenders, may
also give rise to situations where the enterprise
should be subject to an administrative sanction
(non-compliance penalty and/or loss of license/
permit), but where the case should still be
reported to the police because individuals should
be prosecuted with a petition for a prison sen-
tence. In such cases, it is important that the admi-
nistrative and criminal prosecutions are coordi-
nated; something which is specified in both
Section 47 of the Public Administration Act and
Section 229 of the Criminal Procedure Act.

Better knowledge of the effect of the various
sanctions and penalties may be important to the
legislator when assessing whether there is a need
for other legal bases than those at hand, including
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whether there are areas where sanctions and o The Government will study the use and effect
penalties are not necessary or appropriate. A of administrative sanctions and criminal
mapping of effects will also help to assess whether penalties in the fight against economic crime,
the available legal bases are being used well with a view to achieving a more uniform
enough and correctly, including whether there is approach to which cases are followed up by
a basis for clarifying the principles that should be the regulatory agencies and the police and
used as a basis for choosing between administra- prosecuting authority, respectively.

tive sanctions and criminal penalties in specific
cases.
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12 Money laundering, handling proceeds, and money trails

12.1 Money laundering - more
reporting, few criminal cases

Money laundering is actions that in various ways
help to secure the proceeds of criminal acts by
concealing where the proceeds go or who has
control over them, or that conceal the illegal ori-
gin of income or assets.

Almost all profitmotivated crime has a money
laundering element to it. In order for criminals to
enjoy the benefits of illegal proceeds without
arousing suspicion, the proceeds must be inte-
grated into the legal economy. The money laun-
dering can either be carried out for others, or to
ensure the proceeds of one’s own criminal acts
(self-laundering). Money laundering increases
profitability and limits the detection risk of all
profit-motivated crime. Preventing and combating
money laundering is therefore a good method for
limiting all profit-motivated crime.

The work against money laundering in Norway
today is largely about the prevention of crime.

As a member of the Financial Action Task
Force (FATF), Norway is bound by the FATF’s
standards. Through our membership of the EEA,
we are obliged to implement the EU’s anti-money
laundering directives that have been incorporated
in the EEA Agreement. In 2018, the Norwegian
Parliament (Storting) adopted a new Anti-Money
Laundering Act that implements the EU’s Fourth
Anti-Money Laundering Directive and a number of
FATF’s standards. Entities subject to the reporting
obligation under the Act have a duty to investigate
if they uncover circumstances that may indicate
that funds are linked to money laundering or ter-
rorist financing, and a subsequent duty to report
suspicious transactions to Jkokrim at the National
Financial Intelligence Unit (EFE). The fight against
money laundering is closely linked to financial
intelligence. The private sector — both the financial
sector and non-financial enterprises, such as law-
yers, estate agents and gambling operators — have
an important role to play in this work. This is
described in more detail in chapter 8 on prevention.

Although the number of reports of suspicious
transactions from those subject to the reporting

obligation to the FIU has increased, the number of
cases of money laundering under the provisions of
the Penal Code is low. It may be questioned
whether this may mean that the relevant penal
provisions are less effective than what was
intended by the legislator, cf. the description of
the problem in chapter 5.

This chapter assesses whether money trail
investigations and the application of the provi-
sions on racketeering and money laundering in
the Penal Code can provide scope for more effec-
tive combating of economic crime and other
profit-motivated crime.

12.2 Money trail investigation -
methods for mapping proceeds

12.2.1 Description of analyses and sources
of information

Money trail investigation is a collective term for
an investigation that involves following the money
flows and detailing funds and unexplained
increases in wealth. Money trail investigations are
relevant for uncovering economic crime, proving
a criminal offence, and for justifying confiscation
claims. Information from financial intelligence is
important in such investigations, but other finan-
cial traces may be just as relevant, such as infor-
mation from the currency register, overviews of
account transactions, card use, asset registration,
etc. Money trail investigations and financial intel-
ligence can also help to uncover threats to
national security, including mapping the scale of
money transfers! and ensuring a better overview
of foreign ownership in Norway.2

In cases where the police investigate persons
with unexplained wealth, various forms of finan-
cial analysis (cash flow analyses, transaction ana-
lyses, and private consumption calculations) are
used to document overspending and access to

See, for example, the Storting’s petition resolution 955 of
20 May 2021, which has been followed up by a working
group led by the Ministry of Justice and Public Security.

See chapter 9.3 for a further discussion on this.
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Box 12.1 Money trail investigations to
identify perpetrator in cases of direct
order abuse

Sexual abuse by live streaming (direkte-
overforte bestillingsovergrep —DOBO) is a very
serious sexual offence committed by, among
others, Norwegians against children in poor
countries. The Norwegian police have deve-
loped a method in which the money trail is
very central to uncovering buyers in Norway
and Europe, as well as networks of sellers
abroad.

The main principle of the methodology is
the collection and analysis of information from
ongoing and settled Norwegian DOBO cases
where all accounts, including accounts linked
to payment intermediaries, are analysed to
find links between the different accounts
abroad. This information, seen in the context
of STRs and collected financial information, is
very important in order to be able to take
action against buyers in Norway and Europe,
apprehend sellers abroad, and prevent chil-
dren from being exposed to ongoing and
future abuse.

unknown sources. These analyses are carried out
by investigators with special expertise in eco-
nomics.

There are a number of sources of information
for detailing assets. Much of this information is
held by various public authorities and private
actors. There is therefore a potential for the coor-
dination of registers and databases and digital
solutions based on data that already exists.

The police’s cooperation with other agencies,
especially the Tax Administration, and private
actors, especially banks, is important. Unex-
plained increases in wealth that appear in tax
returns is an indicator of potential economic
crime. The police and the Tax Administration
must therefore work together, not only on specific
investigations, but also in identifying and selecting
cases according to a risk-based approach. This is
described in more detail in chapter 8.

An example of money trail investigations in
cases other than those of economic crime is pro-
vided in Box 12.1.

Little academic literature has been written in
the field of money trail investigations. Much of the

competence building therefore takes place
through the transfer of experience. There is a
need to structure and make this knowledge availa-
ble for better understanding and combating in
both the public and private sectors.

12.2.2 Special challenges related to
cross-border transactions

An increasing number of cases of economic crime
involve cross-border transactions.

Digitalisation increases the ability to move
money quickly and limits the companies’ ability to
examine transactions before they are carried out.
In addition to banks and mortgage lenders, pay-
ment institutions and e-money institutions can
also carry out cross-border payment transactions.
Securities are also traded across national borders.
The EU regulations allow companies with a
licence from EU countries to conduct cross-
border activities in Norway without establish-
ment. These companies will not be subject to the
reporting obligation to the Norwegian authorities
under the Money Laundering Act. This increases
the need for international cooperation.

EFE routinely receives reports that other
European Financial Intelligence Units have
received from companies abroad, if there is some
connection to Norway. With ever-improving
reporting of financial data between countries,
there is a need for tools that can operationalise
money trail investigations and facilitate dialogue
about the investigation in a secure and digitalised
form. A lack of collaboration technology hinders
important exchanges of information. There is
therefore a need for a closer and more secure
electronic dialogue between government bodies
in different countries, see more about this in chap-
ter 14.

Of Norwegian banks, a minority have their
own international correspondent connections.
The majority of Norwegian banks use other Nor-
wegian banks to carry out international transac-
tions. However, the volume of total domestic and
international transactions is large. Preliminary
analyses of the cross-border transaction flow indi-
cate that there are also large volumes that cannot
be explained naturally through trade, invest
ments, etc.

As of 1 January 2023, there were seven regis-
tered Norwegian payment institutions that only
provide the payment services of sending and
receiving money without an account agreement,
also referred to as “money transfers”. These
enterprises exclusively offer cross-border transac-
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Figure 12.1 Virtual currency is vulnerable to exploitation by criminals
Photo: courtesy of Okokrim.

tions. According to reported figures from 2021,
they carried out a total of NOK 1 billion worth of
inbound and outbound transactions. In practice,
the transfers have taken place by collecting
smaller amounts from several senders and send-
ing them together as a larger sum (a “bulk trans-
action”) through banks. However, several banks
have stopped accepting the execution of bulk
transactions, and as a result, the money is being
withdrawn in cash in one country and physically
transported to another country, either directly to
the destination or through a “transit country”. The
exclusion of payment institutions by banks is an
issue that has also attracted attention elsewhere in
Europe, including from the European Banking
Authority (EBA).3 In June 2023, the European
Commission presented a proposal for new regula-
tions on payment services that are intended to
help payment institutions obtain and maintain
bank accounts in order to provide their services;
see the proposal for a new regulation on banking
services, paragraphs 35 and 36 and Article 32.4

3 EBA (2022).
4 The EU Commission (2023).

Inspections of actors engaged in money trans-
fer services show that the companies have signifi-
cant deficiencies in their anti-money laundering
work.

Securities trading is also global, and the pro-
portion of foreign trading on the Oslo Stock
Exchange is high. This means that it can be chal-
lenging to uncover insider trading that takes place
from abroad. To a large extent, investment fraud
also takes place from abroad. Market warnings,
which are issued through the European supervi-
sory authority, ESMA, or produced by the Finan-
cial Supervisory Authority of Norway, are pub-
lished on the Financial Supervisory Authority of
Norway’s website on an ongoing basis.

12.2.3 Cryptocurrency

Exchanges and storage services of virtual cur-
rency are subject to the anti-money laundering
regulations, and under the supervision of the
Financial Supervisory Authority of Norway. Vir-
tual currency is vulnerable to exploitation by
criminals. Cryptocurrency has no upper payment
limits, while the payment solution offers varying
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degrees of anonymity. The recently adopted Regu-
lation on information accompanying money trans-
fers and certain crypto-assets, which in the EU
entered into force on 30 December 2024, will con-
tribute to better traceability. On 1 March 2024, the
Ministry of Finance circulated a consultation
document prepared by the Financial Supervisory
Authority of Norway on the incorporation of the
Regulation into Norwegian law. The consultation
deadline was 1 June 2024.

Cryptocurrency can be used as payment in
connection with a number of types of crime, such
as drugs, sexual abuse of children, terrorist
financing, and the illegal trade in arms. In addi-

Box 12.2 Methods in cryptocurrency
forensics

In the case of cryptocurrency, obtaining infor-
mation through the FIU system is an impor-
tant source of information. An example of this
is the tracking of proceeds in cases with a
financial motive.

The use of blockchain makes it possible
for the police to follow the flow of proceeds in
real time.! By freezing service accounts that
receive the proceeds and collecting informa-
tion in through intelligence work, this
increases the likelihood that the police can
confiscate them. Some of the largest services
on the blockchain are willing to share infor-
mation as intelligence, either by directly con-
tacting the service or using the FIU system.
There is great potential in more active intelli-
gence gathering against the largest foreign
services on the blockchain.

When investigating, intelligence gathering
is important in order to get answers from the
service more quickly and to be able to track
activity in real time. Requests for judicial assis-
tance require cooperation with other coun-
tries. This is time-consuming and it can take
years before one receives the requested data.
Intelligence gathering prior to a request for
judicial assistance can in many cases ensure
that the police can more quickly secure the
seizure of the proceeds, follow money trails,
and clear up cases.

1 A blockchain is a decentralised and distributed digital
“ledger” that makes it possible to record, track, and
visualise all digital transactions. (Store norske leksikon).

tion, cryptocurrency can be used for investment
and laundering of proceeds from criminal acts.’
The rise of decentralised financial services makes
a variety of traditional offerings such as borrow-
ing, deposit rates, and real estate investments
available through cryptocurrency. Combined with
the ability to pay with a debit card or wallet on a
mobile phone, this creates an opportunity to
establish personal finances apart from one’s own
home country. This is particularly relevant for
countries with poor economic management and
high inflation. Methods of cryptocurrency investi-
gation are described in Box 12.2.

12.2.4 Checking of customs warehouses
and cultural artefacts

Cultural artefacts are used as a means of payment
or as a means of laundering dividends. Researchers
have found little evidence that antiques are used
for money laundering. On the other hand, it is
often the cultural artefact itself that is laundered,
and there are illegal proceeds from criminal activi-
ties related to the sale of cultural artefacts.

Challenges related to the fact that the art and
antiques market has been linked to organised
crime led the EU to introduce requirements for
the art industry within the EU area in its fifth anti-
money laundering directive in 2020. The EU also
introduced a requirement that free ports and
those who provide storage services for art shall
report suspicious transactions to the authorities.
On 1 December 2023, the Ministry of Finance
circulated for consultation a proposal to expand
the scope of the Anti-Money Laundering Act to
include more specifically defined actors who
trade, mediate, or store works of art above a cer-
tain value. The consultation deadline was 12 Janu-
ary 2024.

Changes in customs procedures where a cus-
toms declaration is required for entry into a cus-
toms warehouse will give Norwegian Customs a
better opportunity to uncover this type of crime.
When it comes to more expensive cultural arte-
facts that have been illegally acquired, it is a pro-
blem that these are often stored for a very long
time in customs warehouses before they are
released to the market. The discovery of cultural
artefacts linked to criminal activities, including in
Geneva Freeport, in connection with the “Panama
Papers” case, and leaks from other tax havens,
have led to more people now wishing to introduce

5 The Police’s Threat Assessment (2023).
6 Brodie, Neil and Donna Yates (2022).
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stricter requirements for customs warehouses
and free ports.” For goods that are already in cus-
toms warehouses, Norwegian Customs can use
post-control resources and carry out customs
warehouse inspections with a view to detecting
crime. The agency is focusing on this, and an
inspection was conducted at a large warehouse in
Gardermoen in 2023.

12.2.5 Trade-based money laundering

Trade-based money laundering is a form of over-
and under-invoicing and takes place by embez-
zling or over-reporting the price, quantity, or qual-
ity of imports or exports.

Attractive goods used for trade-based money
laundering are goods that are difficult to assess
the value of, such as gold items, jewellery, art, and
collectibles, but also building materials. The
increasing export value of Norwegian seafood can
make the industry particularly attractive to play-
ers who want to engage in crime as an extension
of their business operations. Both the species and
the amount of seafood are difficult to control when
exporting. To the extent that cultural artefacts are
used for trade-based money laundering, the
researchers maintain that the money laundering
regulations in Europe and the US are not very
effective due to the high value thresholds that
have been given.® In general, it is easy to circum-
vent value limits.

Illegal cross-border transactions are often
carried out as an extension of business opera-
tions. By channelling money through business
accounts, the origin of large amounts is concealed
and legitimised to a greater extent than by using a
private account.

Norwegian export businesses can be used for
money laundering through the payment of goods
with proceeds from crime. In the fishing industry,
Norwegian fish exporters receive settlements
from foreign companies that are registered in
secrecy jurisdictions. Some of the addresses have
been found in various document leaks such as the
“Offshore Leaks” or the “Panama Papers”.

Trade-based money laundering takes place for
instance through the declaration of too low or too
high a customs value. Customs value checks can
help to uncover trade-based money laundering
and illicit financial flows.?

7 The European Parliament (2018). The EU Commission
(2022). Department of the Treasury (2022). FATF (2023).

8 Brodie, Neil and Donna Yates (2022).

Box 12.3 Export Finance Norway

Export Finance Norway (Eksfin) is a govern-
ment agency that offers financing of Norwe-
gian exports of capital goods. Eksfin con-
siders its work on the prevention of money
laundering, the fight against corruption, and
compliance with sanctions to be part of the
company’s overall corporate social responsi-
bility. Corruption, money laundering, terrorist
financing or sanctions violations expose both
individuals and companies to risk, undermine
legitimate business activities, lead to distor-
tions of competition, and can lead to loss of
reputation, and large financial losses. Eksfin
shall not finance transactions that pose an
unacceptable risk in order to contribute to
this.

12.2.6 Cash

Every year, very large sums of cash and other
liquid means of payment in different currencies
enter and leave Norway. While many of the trans-
actions have perfectly legitimate purposes, many
also include the proceeds of criminal acts. It is
important to emphasise that the use of cash in
itself is not illegal, and for various reasons, such
as emergency preparedness, it is important that
cash is still available and can be used by those
who wish to do so. Nevertheless, cash poses a sig-
nificant vulnerability in the fight against economic
crime, since the use of cash is less traceable than
electronic transactions.

@kokrim has recently prepared the report
Cash in the Illicit Economy which provides an
overview of the amount of cash in circulation and
shows how this is transported out of the country.
One finding in the report is that the authorities
have little overview of cash. Many players are
involved in the handling of cash, there are varying
amount limits for deposits and withdrawals, there
is no licensing obligation for the operation of cash
machines, and neither money transporters nor
dealers of valuables are obliged to report under
the Anti-Money Laundering Act. Overall, this

9 In this context, the importance of the cooperation in which

Norway participates through the Technical Committee on
Customs Valuation (WCO), which prepares interpretative
statements to the rules on the value of customs values in
the WTO Agreement, is emphasised.
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Cash in the illicit
economy
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Figure 12.2 Cover of @kokrim’s report “Cash in
the Illicit Economy”

Source: Okokrim

means that the knowledge base on cash use is
inadequate. The report recommends for instance
that one considers expanding the reporting obli-
gation to include those who operate cash
machines, money transporters, and retailers of
valuables. It is also proposed that there should be
a licence requirement for the operation of cash
machines and fixed limits for withdrawals and
deposits from cash machines.

A special way of transferring cash out of
Norway is through so-called Hawala activities,
described in Box 12.4.

Individuals who cross the border with a cur-
rency worth more than NOK 25,000 are obliged to
declare this by completing a manual form pursu-
ant to the Movement of Goods Regulations. The
information is then registered in the Currency
Register by Norwegian Customs. However, the
traveller is not required to describe or document
the origin of the funds, who is the rightful owner
of the funds, what the funds are to be used for, or
the reason for import/export. The declaration is
made directly at the border, and no prior notice is

Box 12.4 Hawala

Hawala is an alternative system for cross-bor-
der money transfer outside the traditional
banking system. The payment system is
based on trust and Islamic traditions, and is
widespread in Asia and Africa. Since 2010,
Hawala activities have been legal in Norway,
provided that a licence is granted by the
Financial Supervisory Authority of Norway. At
the same time, Hawala can help to obscure
transfers that are proceeds from crime. As a
result of the tightening of anti-money launder-
ing regulations and the withdrawal of the
licences of several payment companies
engaged in illegal Hawala activities, several of
the companies began exporting significant
sums of undeclared cash in 2019.

There is now a large decrease in the
declared physical export of cash. There is rea-
son to believe that the decline is due to
Hawala operators smuggling cash out of the
country instead of declaring the physical
exports.! According to the National Criminal
Investigation Service, in 2022 and 2023, sev-
eral large sums of currency were seized on
lorries, both from Norway and abroad.

In May 2022, a network of money chang-
ers was convicted in Sweden of exporting
NOK 170 million, of which about NOK 39 mil-
lion was in Norwegian cash.? Among exam-
ples of Norwegian cases, a Hawala actor was
charged with money laundering of around
NOK 455 million in 2020.

Hawala actors and other traditional money
transfer providers are highlighted in the
police’s Operation Criminal Network (KN) as
critical resources for organised criminals.

1 @kokrim’s national risk assessment (2022).

2 Judgment of 18.08.2022 from Attunda District Court
with case no.: B 4852-22.

required. There may be good reason to carry out
more than NOK 25,000 in foreign currency, espe-
cially to countries with poor financial infrastruc-
ture. In many cases, however, the export of large
amounts of currency may appear suspicious, in
light of today’s digital economy.

In the event of a breach of the duty to declare,
Norwegian Customs may impose an infringement
fine and withhold as much of the means of pay-
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ment as is necessary to cover the infringement
fine. If there is a suspicion that the means of pay-
ment are subject to money laundering or theft pur-
suant to the Penal Code, it may be appropriate to
confiscate the funds pursuant to Section 206 of the
Criminal Procedure Act and instigate further fol-
low-up by the prosecuting authority.

The foreign exchange register was established
in 2005 and replaced the former BRAVO register
(Bank Report Currency Statement) in Norges
Bank. The register is an important source of infor-
mation for the regulatory agencies and the
police.1% The purpose of the foreign exchange reg-
ister is to prevent and combat crime and to con-
tribute to the correct payment of taxes and duties,
by giving the regulatory agencies and the police
access to information on currency exchanges and
physical or electronic transfers of means of pay-
ment entering and leaving Norway.

The Government’s assessment

Figures from the Currency Register show that the
difference between what is declared leaving
Norway and what is declared entering Norway by
cash, amounts to billions of NOK. At the same
time, the responsibility for and monitoring of cash
handling is spread among many actors, both pri-
vate and public actors. This in itself implies a
vulnerability. A more uniform national monitoring
of, and a good overview of, cash handling is of
great importance for reducing this vulnerability.
Measures to counter the export and import of
cash of illegal origin are particularly important in
order to target cash-intensive types of crime,
including drug offences and other organised
crime. This includes operational measures at
Norwegian Customs and the police to prevent and
detect cash smuggling, but also measures to give
the authorities better opportunities to uncover
whether funds that are being applied for declara-
tion at the border are suspicious. There is much
to suggest that the legitimate reasons one may
have for carrying out large cash exports from
Norway are so limited that it will be less burden-
some to require advance declaration. Such a pre-
declaration will give the authorities some time to
assess whether the declaration gives grounds to
suspect that the funds are linked to crime.
Although cash handling is associated with a
high money laundering risk, not all relevant play-
ers are subject to the anti-money laundering regu-
lations. Who should be subject to the reporting

10 The Foreign Exchange Register Act. (2004).

obligation depends on specific assessments of risk
compared to burdens for the business sector, in
addition to international obligations. Money trans-
port is subject to some requirements in the secu-
rity company regulations, which are less suitable
for preventing and detecting potential crime. The
operation of cash machines is not subject to
requirements suitable for preventing and combat-
ting crime. There are many examples of money
laundering through extensive abuse of deposits
and withdrawals on a variety of bank cards.

Since 2017, there has been a ban on dealers of
goods receiving cash payments of NOK 40,000 or
more — the so-called cash ban. The cash ban was
introduced as a national option under the Anti-
Money Laundering Directive, as an alternative to
subjecting dealers to a reporting obligation under
the Anti-Money Laundering Act. The effect of the
rule change has not been evaluated.

o The Government will consider whether there
should be a requirement that the person who
imports or exports means of payment must
provide information about the origin of the
funds, as well as documentation of this, in
advance of the journey.

o The Government will consider whether
money transport activities and the operation
of ATMs should be subject to the anti-money
laundering regulations, in whole or in part.
The Government will also evaluate the effect
of the 2017 cash ban. Any changes to the
reporting obligation under the anti-money
laundering regulations must be seen in the
context of the upcoming anti-money launder-
ing package from the EU.

12.2.7 DSOP Control Information

The Public-Private Digital Collaboration (DSOP)
was established in 2016 by the Brenneysund
Register Centre, Finance Norway, and the Norwe-
gian Tax Administration. In 2018, the Norwegian
Labour and Welfare Administration and the police
also became part of the collaboration. DSOP’s
focus is on digitising important processes in
society and streamlining the exchange of informa-
tion that one or more parties need in accordance
with the regulations. The DSOP Control Informa-
tion (DSOP-Kontroll) project has developed a
machine and automated lookup service for collect-
ing specified categories of information from banks
and other financial institutions’ systems for the
Tax Administration, the Labour and Welfare
Administration, and the police.
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DSOP-Kontroll is a lookup service for dis-
closing transaction data and communication with
Norwegian banks and other financial institutions.
The purpose is to streamline the disclosure of
information in accordance with the authority and
requirements held by the agencies, as well as to
strengthen notoriety. The service streamlines and
structures the collection of financial statements.

There has been some ambiguity as to whether
the DSOP control solution could be used by the
police without regulatory amendments. At the
request of Finance Norway, the Law Department
of the Ministry of Justice and Public Security
issued an interpretative statement regarding the
legal basis for the use of DSOP control. Here, the
general framework for automated disclosure that
follows from the Constitution, the ECtHR, and the
General Data Protection Regulation that must be
safeguarded by such a lookup service was high-
lighted, as well as an assessment of Section 210 of
the Criminal Procedure Act. The weaknesses
highlighted in the interpretative statement have
subsequently been followed up in various ways.

The police have prepared an adjusted IT solu-
tion for use in DSOP-Kontroll. In the lookup ser-
vice, it is only technically possible to conduct
lookups of persons who are covered by an extradi-
tion order issued by the prosecuting authority
pursuant to Section 210 of the Criminal Procedure
Act, while at the same time procedures have been
established that address previous weaknesses
that were highlighted in the lookup service. In the
view of the Ministry of Justice and Public Security,
the adjusted solution is a significant change in the
nature of the scheme, so that no changes to the
regulations are necessary for the solution to be
used.

12.3 The Penal Code’s provisions on
money laundering and receiving
proceeds of crime

12.3.1 Effective crime fighting through
the provisions on money laundering
and receiving proceeds of crime

Through its anti-money laundering directives, the
EU assumes that investigating money laundering,
including deprivation of proceeds, is an effective
tool in the fight against all profit-motivated crime.
A similar approach is taken by the Financial
Action Task Force (FATF) in its 40 recommenda-
tions and methodology for evaluating the effect of
member states’ efforts to combat money launder-
ing and terrorist financing. The FATF’s metho-

dology is based on the premise that an effective
fight against profit-generating crime is measured
through efforts to combat money laundering. The
background for this approach is that it is often
more effective to investigate the receiving of pro-
ceeds of the criminal act than to investigate the
so-called predicate offence that has generated the
proceeds.

In Norway, however, the proportion of money
laundering cases is relatively low. The police are
still investigating the predicate offence, rather
than the subsequent act of money laundering,
despite criticism of this approach in the FATF’s
country report on Norway from December 2014
and the associated recommendation to change
course. In this context, a predicate offence may
be, for example, corruption or various forms of
organised crime, which are difficult to investigate.
This may indicate that there is an untapped poten-
tial in the provisions of the Penal Code on receiv-
ing proceeds of crime (eleri) and money launder-
ing.

Receiving proceeds and money laundering
have been separate provisions in the Penal Code
since 2009.11 Prior to this, the offences were regu-
lated in the same provision. The legislator
believed that special provisions would simplify
each of them and help clarify what characterises
receiving proceeds and money laundering,
respectively.2 While receiving proceeds is char-
acterised by receiving or acquiring the proceeds
of criminal acts, money laundering is a collective
term for actions that are intended to help secure
the proceeds of criminal acts and acts that conceal
or obscure where the proceeds are located, origi-
nate from, who has control over them, etc. Both
presuppose that a predicate offence, such as theft
or embezzlement, has been committed.

Cases involving several people will often
present considerable challenges when it comes to
determining the individual defendant’s role in
dealing with the proceeds. Cases that are based
on what can be called inexplicable wealth, or
where the accused has dealings with money or
valuables that are likely the proceeds of criminal
acts, but where the origin is unknown, will often
tie up considerable investigative resources until it
can be established that legal acquisition has been
ruled out. In the case of money laundering
offences, it is sufficient to prove that it can be
ruled out that the funds in question may originate

1 The Penal Code (2005), Sections 332 and 337.

12 Proposition to the Odelsting no. 22 (2008-2009), item
8.7.3.1.
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from legal sources such as winnings, dividends,
wages and salary, gifts, inheritances, or loans. In
complex cases, it may therefore be more time-effi-
cient to reduce the investigation to focus only on
the money laundering offence. By its very nature,
such an investigation will more easily contribute
to identifying assets, so that it will be possible to
seize and place a charge on property at an early
stage to ensure that there are actually assets to be
recovered in the event of a confiscation judgment,
see chapter 13 for more details. Money laundering
investigations can therefore be assumed to have a
particularly preventive effect. One can investigate
more quickly and thus handle more cases, one
can identify and secure assets and make it less
profitable to be a criminal, and one will be able to
help prevent new crime — both through deter-
rence and by restricting the financing of new
criminal acts.

The following discusses relevant measures
that may improve the police’s ability to carry out
effective and more concentrated investigations
into receiving proceeds and money laundering,
particularly in cases associated with organised
profit-motivated crime.

12.3.2 Therelationship betweenthe predicate
offence and racketeering/money
laundering when the predicate offence
cannot be proven at the time of
the indictment

A significant motive for many criminal acts is to
obtain a profit. In the preparatory work for the
provision relating to receiving the proceeds of
crime, it is stated: “Receiving proceeds repre-
sents, so to speak, the keystone of the criminal
relationship and must be considered to be just as
punishable as the previous links in the opera-
tion”.1® Directing the investigation towards the
proceeds thus appears to be an effective and
appropriate way to combat profit-generating
crime.

Norway is internationally obliged to combat
money laundering and has, as mentioned, been
criticised for having too few cases relating to
these offences.!* In this context, it is important to
note that the definition of money laundering that
is often used internationally includes both receiv-
ing proceeds and money laundering.1®

13" proposition to Odelsting no. 45 (1987-88) page 13, second
column.

14 Karnov's legal commentary to the money laundering provi-
sion in the Penal Code Section 337.

Receiving proceeds and money laundering
were, as mentioned above, previously combined
in one provision. While the liability for receiving
proceeds affects the person who receives or
obtains a share of the proceeds from a criminal act
(the predicate offence), the money laundering
provision affects the person who provides assis-
tance in securing such proceeds, either for some-
one else or from criminal acts that he or she has
committed. Nor is there any basis for interpreting
into the provision a condition that the proceeds
must originate from someone other than the
defendant himself.16

In criminal cases, the prosecuting authority is
often in a situation where it is clear that one is
dealing with the proceeds of a criminal act, but
where it is also unclear what the predicate offence
was or who was behind it. Even when it may be
the defendant himself who is behind the predicate
offence, a charge of receiving proceeds or money
laundering in such situations may be relevant.

However, in the legal precedent of the
Supreme Court, it is assumed that it is not possi-
ble to convict someone of receiving proceeds, if
the court finds that it has been proven beyond any
reasonable doubt that the person in question has
committed the predicate offence.l’ If the court
finds it proven based on the criminal law’s stand-
ard of proof that the defendant himself has com-
mitted the predicate offence from which the pro-
ceeds originate, he cannot be convicted of receiv-
ing proceeds. If a person who has been arrested
has stolen goods in his or her possession, but it is
uncertain whether he or she has stolen them or is
guilty of stealing the proceeds, he or she may be
convicted of theft if there is no reasonable doubt
that he or she has been guilty of either one of the
offences.18

This means that if the prosecuting authority, at
the time of the indictment, believed that there was
only a basis for bringing charges of receiving pro-
ceeds, but the court, in its consideration of the
case, nevertheless finds it proven beyond any rea-
sonable doubt that the defendant has committed
the predicate offence, the defendant shall be
acquitted. The court is bound by the criminal
offence specified in the indictment and cannot

15 Karnov’s legal commentary to the receiving proceeds

provision in the Penal Code section 332.
See for example, Supreme Court judgment HR-2018-471-U.
17 Supreme Court judgment Rt-2008-1074 paragraph 18.

Karnov’s legal commentary to the receiving proceeds
provision in the Penal Code section 332.

16
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choose to convict for the predicate offence
instead.1?

In some cases, this situation can be counter-
acted by the prosecuting authority bringing
charges in principle for the predicate offence, and
alternatively for receiving proceeds. This is
described in the Director of Public Prosecutions’
guidelines on receiving proceeds and money
laundering, which state the relationship between
predicate offences and receiving possessing pro-
ceeds:20

An offender who has appropriated proceeds
may be convicted of receiving proceeds even if
he most likely committed the predicate offence
himself; cf. Rt-2008-1074 (paragraph 16) with
further references. Since the predicate offence
and the receiving of proceeds will normally be
separate criminal offences, it is established
practice that in the event of doubt of evidence
in such cases, an indictment be brought in prin-
ciple for the primary act, alternatively for
receiving proceeds.

The typical example is cases where a person has
been caught with stolen goods, and there is doubt
as to whether the person is the thief or the party
receiving proceeds. In that case, the charge is
principally theft, alternatively receiving proceeds.

In major cases of economic crime, the eviden-
tiary situation is often far more complicated. In
such cases, it is often very demanding to investi-
gate the case so that the prosecuting authority has
a sufficient basis for bringing charges for the
predicate offence. At the same time, in these
cases, there are often sufficient grounds for
bringing charges of receiving proceeds, which in
many cases will have a lower maximum sentence
than the predicate offence.

As the law stands today, the defendant will be
able to seek acquittal for receiving proceeds by
arguing in court that he has committed a more
serious predicate offence for which no charges
have been brought. The situation cannot simply
be remedied by a new indictment for the predicate
offence, since this will normally necessitate a new
and time- and resource-intensive investigation of
what has then become an old case, and which may
also be time-barred. The offence will thus be able
to go unpunished.

At the same time, the state of the law may lead
to the prosecution feeling compelled to seek to

19 The Criminal Procedure Act. (1981). Section 38.
20 The Director of Public Prosecutions (2013).

prove the predicate offence, even if it involves a
very resource-intensive investigation, in order to
avoid ending up in a situation as described above
in court. This is an unsatisfactory use of the
resources of the police and the prosecuting
authority. The requirement of good prosecution
practice also limits the prosecuting authority’s
ability to “protect itself” at the time of the indict-
ment through principal and subsidiary indict-
ments in order to take into account the fact that
there is sufficient evidence of the predicate
offence after the presentation of evidence in court.
For example, it may be problematic to prosecute
someone principally for corruption and alterna-
tively for receiving proceeds when the prose-
cuting authority’s assessment at the time of the
indictment is that the most appropriate offence is
receiving proceeds.

The Government’s assessment

In view of international requirements for com-
bating money laundering, there is a need for a
review of how the relationship between predicate
offences and receiving proceeds/money launder-
ing is to be resolved in the future. In cases involv-
ing multiple crimes, an approach in which crimi-
nal liability for receiving proceeds or money laun-
dering is not excluded, even if the court were to
conclude that it has been proven that the accused
is the primary offender, could contribute to the
investigation being more focused on and limited
to the receiving of the proceeds.

From a resource perspective, it also appears
appropriate to facilitate further use of the provi-
sions on receiving proceeds and money launder-
ing to a greater extent, if such a delimitation of the
indictment is based on a well-founded assessment
of the evidence situation at the time of the indict-
ment.

The Government believes that there will ini-
tially be a need for a more detailed analysis of the
situation described. Based on such an analysis,
specific measures may be proposed to ensure that
criminal cases that have generated a dividend can
be resolved as efficiently as possible, even where
it is later stated that the defendant is the primary
offender. The analysis will have to be seen in the
context of the measures described below in
chapters 12.3.3 and 12.3.4.

o The Government will ensure that an analysis
is carried out of challenges related to the rela-
tionship between predicate offences and
receiving proceeds/money laundering. The
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analysis will result in proposals for concrete
measures that can ensure that criminal cases
that have generated proceeds can be resolved
as efficiently as possible.

12.3.3 The relationship between the
provisions on receiving proceeds
and money laundering

In practice, there have also been some challenges
with regard to the relationship between the provi-
sions on receiving proceeds and money launder-
ing.

The receiving proceeds provision only affects
those who receive or obtain a share of the pro-
ceeds of a criminal act. The money laundering
provision, on the other hand, also affects assis-
tance in the storage of proceeds from other peo-
ple’s criminal acts.?! If a person undoubtedly
stores or possesses the proceeds iz his own inter-
est, he will therefore not be punishable for the pos-
session or storage itself. In a case in the Court of
Appeal, the defendant, who had been in posses-
sion of proceeds, including in the form of a ring on
his own finger, was acquitted because this posses-
sion did not meet the content of the offence in the
receiving proceeds provision.22 It is unfortunate
that the criminality depends on what will often be
an unknown circumstance in receiving proceeds
cases, i.e. how the person in question ended up
gaining possession of the proceeds.

In a letter to the Ministry of Justice and Public
Security in the autumn of 2022, the Director of
Public Prosecutions addressed the need for a
renewed assessment of the provisions on receiv-
ing proceeds and money laundering.

The Government’s assessment

Based on the example of possession of proceeds
explained above, there may be reason to consider
whether the provisions on receiving proceeds and
money laundering are appropriately delimited as
they stand today. Often, it will only be nuances
that distinguish receiving proceeds from money
laundering.?> The boundary between the two
penal provisions should therefore be considered
more closely.

o The Government will consider whether the
provisions of the Penal Code on receiving pro-

21 The Penal Code (2005). Section 377 letter a)

22 Borgarting Court of Appeal judgment of 11 February 2021,
case LB-2020-158151.

ceeds and money laundering ave appro-
priately delimited, including whether there is
a need to amend the provisions with regard to
cases relating to the storing of proceeds.

12.3.4 Introduction of a penal prohibition on
commercial money laundering

The use of money mules, i.e. people who make
their accounts available to others for money laun-
dering, is a growing problem, not least in cross-
border organised crime.?* There are several
examples of people over time making their
account available, and subsequently having what
are likely proceeds from several different fraud
offences transferred abroad. The money is then
transferred further. However, the individual
amounts transferred are too small to justify spend-
ing resources on a comprehensive investigation of
the origin of the money in order to clarify whether
a legal origin can be completely ruled out.

In such cases, it is often clear early on that the
money that is passed on is likely the proceeds of
criminal acts. Neither is it uncommon for the per-
petrator to understand that the money he or she is
conveying is probably wholly or partly the pro-
ceeds of criminal acts, but nevertheless accepts
the use of the account, and then preferably in
return for payment. This is also a well-known
problem for the Supervisory Council for Legal
Practice in connection with the use of lawyers’
client bank accounts.

In relation to otherwise serious financial insti-
tutions, a non-compliance penalty issued by the
Financial Supervisory Authority of Norway may
be an appropriate penalty in such cases. For
smaller players where a lack of customer due dili-
gence virtually constitutes the business idea itself,
such fines are not a sufficient penalty.

To target such unacceptable and reprehensible
risk behaviour in commercial activities, a separate
penal provision has been introduced in Sweden on
so-called “commercial money laundering”.2’ The
Swedish penal provision, Section 7 of the Act
relating to penalties for money laundering

23 See, for example, the circumstances in Supreme Court
judgments HR-2022-1320-A (money laundering), HR-2022-
1319-A (receiving proceeds), HR-2017-822-a (money
laundering). Furthermore, it is mentioned that the
Supreme Court in Rt-2015-438, without further discussion,
held that the storing of proceeds was to be regarded as
receiving proceeds (and not money laundering).

24 gkokrim’s Threat Assessment (2022). See page 45

and references.

Act (2014:307) on penalties for money laundering offences

§7.

25
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offences, affects anyone who, in the course of busi-
ness or trade, commits or contributes to acts that
are likely to have a money laundering purpose, for
example by making his or her account available to
others and using it to pass on money that is likely
to be the proceeds of criminal acts. It does not
have to be proven that it is actually a question of
the proceeds of a criminal act. The offender is
punished for his reprehensible risky behaviour,
and the penal provision is applicable even if the
offender has not perceived it as likely that he is
involved with the proceeds of criminal acts. This
has now been clarified in a ruling by the Swedish
Supreme Court from 17 February 2022.26 It is
therefore also not decisive whether it should later
turn out that the proceeds had a legal origin.%’

The Swedish penal provision applies, inter alia,
to persons who pass on money to others under the
guise of a commercial activity, provided that there
is objective evidence to assume that the transac-
tions have a money laundering purpose. This is
not an uncommon situation, for example, in work-
related crime cases.

A penal provision on commercial money laun-
dering may also be applicable in cases where pay-
ment institutions systematically violate their obliga-
tions to carry out customer due diligence pursuant
to the Money Laundering Act and where a lack of
customer due diligence makes it difficult to deter-
mine whether the money being conveyed is of legal
or illegal origin. In addition, persons who contribute
to such activities by making their bank account
available will be encompassed by the provision.?8

26«15 That the action in which the perpetrator has partici-
pated can reasonably be assumed to have been taken for
the purpose of money laundering is an objective require-
ment that must be covered by intent. It is not necessary
for the perpetrator to have made the assessment that the
action can reasonably be assumed to have been taken for
such a purpose, but the circumstances on which the
assessment is based must be covered by his or her intent.
However, situations can vary greatly. Mere knowledge
of the factual circumstances cannot therefore always be
considered sufficient for criminal liability. In some situa-
tions, the circumstances surrounding the transaction may
be so qualified that knowledge of them must lead to the
suspicion that the action has been taken for the purpose
of money laundering. In other cases, where the circum-
stances are not so qualified, it must be required that
the perpetrator at least understands that the action may
involve an element of risk.”

“The fact that property later turns out to be legitimate does
not reduce the blameworthy risk-taking and therefore does
not exempt from liability. This is a difference from what
applies to receiving without a proven predicate offence
where in a corresponding situation it is considered that
criminal liability cannot be imposed.” (Money Laundering
Act - a review of judgments, Court Minutes 2016:2
Prosecution Development Centre Stockholm May 2016,
section 4.5)

27

The Government’s assessment

In cases where money laundering takes place sys-
tematically or as part of a business, the key factor
for criminal liability should be whether the person
or enterprise is aware of the risk that the money
originates from criminal activity, but still contri-
butes to its commitment. A fine issued by the
Financial Supervisory Authority of Norway will
not be an effective penalty in these cases. Rules on
so-called industrial money laundering, as intro-
duced in Sweden, may have a better effect and be
worth considering in Norway as well.

o The Government will consider whether there
is a need to introduce a provision on commer-
cial laundering.

12.4 The significance of the EU’s anti-
money laundering package

On 20 July 2021, the European Commission pre-

sented a package consisting of four regulatory

proposals with the aim of strengthening the EU’s
rules and efforts against money laundering and
terrorist financing (AML/CFT). The aim of the
regulatory package is to improve the ability to
detect and stop suspicious transactions and suspi-
cious circumstances, and to close the loopholes in
existing regulations that are exploited by crimi-
nals to launder illicit funds or to finance terrorism
through the financial system.

The regulatory package consists of the follow-
ing four proposals for new legal acts:

— Proposal for a Regulation to establish a new,
supranational anti-money laundering agency —
the AMLAR Authority

— Proposal for a Regulation on the prevention of
the use of the financial system for the purposes
of money laundering or terrorist funding
(AMLR)

— Proposal for a Directive on arrangements to be
put in place by Member States to prevent the
use of the financial system for the purposes of
money laundering or terrorist funding, and
repealing Directive (EU) 2015/849 (AMLD)

— Proposal for a Regulation of the European
Parliament and of the Council on information
accompanying transfers of funds and certain
crypto-assets (recast) (FTR II recast)

28 Syea Court of Appeal judgment of 13 June 2023 case B

3018-23.
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The core of the proposed regulatory package is
the establishment of a new EU Anti-Money Laun-
dering Authority (AMLA), which in turn will con-
tribute to more uniform AML/CFT supervision in
the EU/EEA and strengthen cooperation between
member states’ financial intelligence units (FIUs).
This agency will have the authority to supervise
selected actors in the member states, in addition
to generally contributing to coordination between
the countries’ authorities. As part of this, the
agency can prepare recommendations and guide-
lines. The agency will also prepare drafts of
further, more detailed rules that are proposed in
the other regulations.

A number of provisions that have currently
been adopted in the form of directives are pro-
posed to be implemented in a new regulation to
ensure legal harmony in all EU member states.
The proposal also specifies the rules that apply to
customer due diligence measures and beneficial
owners, and introduces a ban on cash payments of
more than EUR 10,000, with the possibility for
countries to set lower limits. The proposal for a
new directive will replace the EU’s Fourth Anti-
Money Laundering Directive, and new provisions
are proposed to strengthen the member states’
anti-money laundering supervisory authorities
and FIUs. The proposals cover both how the
national institutions are organised and how they
are to contribute to better interaction and coopera-
tion with the authorities of other member states.

The proposal for a recast/reissue of a regula-
tion that would allow for the tracking of transfers of
certain crypto-assets was adopted in May 2023. It
was thus separated from the process of negotiating
the other regulatory proposals. The regulation will
apply in the EU from 30 December 2024. On 1
March 2024, the Ministry of Finance circulated for
consultation a consultation document prepared by
the Financial Supervisory Authority of Norway on
the incorporation of the Regulation into Norwegian
law. The consultation deadline was 1 June 2024.

Since the proposals are still being considered
by EU bodies, it has not been clarified what the
final rules and requirements will be. However,
there is no doubt that the regulatory package will
impose new requirements on entities with a
reporting obligation and on the authorities. For
entities subject to the reporting obligation, the
main elements of the regulations will remain
unchanged, but more details and various amend-
ments to the requirements set out in the regula-
tions are likely.

The new directive will presumably require the
establishment of new, or the further development

of existing, registers (e.g. property registers),
databases, and systems for sharing information
across national borders, including frameworks for
joint analyses and a legal basis for sharing infor-
mation. It is already clear that the new obligations
arising from the directive will entail a number of
new obligations and an increased workload for the
Financial Supervisory Authority of Norway and
the Financial Intelligence Unit of Okokrim. It is
therefore important to make a thorough assess-
ment of the need for resources, including the
need for digital competence (and equipment) and
analysis capacity.

The establishment of AMLA could also have a
major impact on the FIU’s work, both in terms of
prerequisites for participation in joint analyses, a
greater degree of sharing of information, and
requirements for the use of new technology.
AMIA will also be able to draw up reporting
standards that must be used to ensure uniform
practice.

The proposals also entail the introduction of
new and detailed legal bases to suspend transac-
tions and freeze bank accounts, including at the
request of FIUs in other countries. The proposed
directive also contains strict deadlines and, in
some cases, requirements for court proceedings.

Furthermore, FIUs are required to provide
feedback to entities with a reporting obligation
who report suspicious circumstances. The report-
ing entities must also inform the FIU about how
financial intelligence received from the FIU is
being used.

In December 2023 and January 2024, it was
announced that political agreement had been
reached on the proposals. The press releases
about the agreements at the political level provide
some information about what will be adopted. For-
mal adoption of the legal acts is expected to take
place during April 2024. It is uncertain exactly
which requirements will apply in the EU, and also
when and how the legal acts will become part of
the EEA Agreement.

The Government’s assessment

The upcoming anti-money laundering package in
the EU is assumed to be EEA-relevant. It will
therefore be expected that it will be incorporated
into the EEA Agreement, as has been the case
with the previous anti-money laundering direc-
tives and regulations. The Government is commit-
ted to strengthening the fight against economic
crime. It is also an advantage for Norway that the
EU’s efforts to combat money laundering, terror-
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ist financing, and related crime are intensified. In
order to benefit as much as possible from this, the
regulations and measures in the anti-money laun-
dering package should become part of the EEA
Agreement and be implemented in Norway. Par-
ticular reference is made to the importance of glo-
balised and cross-border crime, which is reflected
in several parts of this white paper, including
cross-border transactions.

The Government believes it is important to
ensure a good and rapid implementation. To
achieve this, the work of assessing the need for

amendments to Norwegian law and systems
should start as soon as possible when the final
legal acts are available from the EU. The Govern-
ment considers it natural that several of the mea-
sures mentioned in the previous chapters related
to anti-money laundering work should be con-
sidered in connection with this work.

o The Government will appoint a working
group to assess the implementation of the
EUs upcoming anti-money laundering
package.
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13 Confiscation and collection of confiscation claims

13.1 Crime must not pay

For the Government, it is a basic starting point
that crime must not pay. Confiscation of proceeds
from criminal acts is therefore an important tool
in the fight against all profit-motivated crime. An
effective confiscation regime can remove a key
incentive for committing many forms of profit-
motivated crime. For economic crime where the
potential for profit is great, confiscation can be just
as effective as punishment. Another important
purpose of the confiscation rules is to be able to
compensate for the victim’s losses.

In a number of policy documents to the police
and prosecuting authorities in recent years, it has
been expressed that confiscation must be priori-

tised and strengthened. Such signals are based on
the fact that smaller amounts than desired are
being confiscated based on e.g. calculations of the
extent of the black economy. This is also some-
thing the media has been concerned about.

PHS has conducted a survey among partici-
pants in the continuing and further education
course on confiscation to identify possible reasons
why the confiscation figures in the police districts
are persistently low. The feedback has been ana-
lysed by PHS in its report Confiscation: an initia-
tive without results? What works and what doesn’t?>

1 See e.g. a series of articles published on the news website

E24 from December 2022.
2 PHS (2023).

motivated crime
Photo: Shutterstock.

Figure 13.1 Confiscation of assets and objects removes an important incentive for committing profit-
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The report’s main findings can be summarised
as follows:

— No statistical improvement in imposed confis-
cation claims from 2014 until today.

— Confiscation is not expected to affect serious
profitmotivated crime to any great extent, as
just under one per cent of the value of confisca-
tion claims apply to amounts above NOK 2 mil-
lion.

— It is challenging for the Tax Administration at
the Norwegian National Collection Agency to
collect imposed confiscation sums, especially
in big cases.

— Compensation is a more important tool for
depriving criminals of their assets than confis-
cation.

— Less than half of the respondents feel that crim-
inal cases with a potential for confiscation are
followed through.

— An apparent statistical improvement in terms
of securing assets during the investigation.

— Prioritisation, competence, and capacity stand
out as three key success criteria for strength-
ening the confiscation work.

Several of these challenges, including questions
about capacity and competence in the police dis-
tricts, have been followed up elsewhere in this
white paper.

In the Hurdal platform, the Government has
stated that it will introduce non-conviction based
confiscation, i.e. confiscation with a lower stand-
ard of proof and a looser connection to a criminal
offence. The background for this is a desire to
streamline the confiscation regime and simplify
the possibility of confiscating proceeds of criminal
acts. In the context of streamlining, it is natural to
also take a closer look at the rules on provisional
protection and limitation of confiscation claims.

The Norwegian Tax Administration is respon-
sible for the collection of confiscation claims. The
Tax Administration’s work and use of instruments
to combat economic crime related to the collec-
tion of claims other than confiscation are not dis-
cussed here.

The following provides an overview of poten-
tial instruments that, in the Government’s view,
could contribute to streamlining the confiscation
and collection of confiscation claims.

13.1.1 Statistics on the confiscation and
collection of confiscation claims

Confiscation statistics are complicated — and the
figures are not complete for all years. Neither is it
easy to have a clear idea of how much you should
confiscate each year. In addition, confiscation is not
the only way to deprive criminals of the proceeds of
a criminal act. Amounts that are collected outside
of criminal proceedings, for example in connection
with the payment of compensation to the victim,
are not included in the confiscation statistics.

Another example is that confiscation initiated by
Norwegian authorities, but carried out by foreign
authorities, is also not included in the statistics. A
single criminal case with major proceeds in one
year can boost the numbers, so that the amounts
will vary and do not reflect the number of cases.

Even though confiscation should be priori-
tised, the statistics show that the police’s confisca-
tion figures have decreased. In the years 2014 to
2017, 1,027 claims were imposed on average per
year, while in the period 2018 to 2022, an average
of 918 claims were imposed per year.

The statistics also show that too few legally
enforceable confiscation claims are actually paid.
From 2014 until the end of October 2023, more
than 4,000 confiscation claims that had been
imposed were sent to the Tax Administration at
the Norwegian National Collection Agency. The
claims totalled around NOK 1.9 billion. Of this,
only NOK 343 million has been paid.

From 2018 to 2022, arrears have increased
from NOK 760 million in 2018 to NOK 1.6 billion
at the end of 2022. The increase is due to a single
claim of NOK 825 million from 2020. On average,
NOK 81 million was written off per year, of which
most (NOK 77 million) is due to the fact that the
claims were time-barred. See Table 13.1 for a more
detailed overview.

Table 13.1 Statistics on the collection of confiscation claims

2018 2019 2020 2021 2022

Number of confiscation claims
Amount to collect in new claims (in NOK million)

964 987 941 916 782
126 166 977 142 171

Accumulated outstanding amount at the end of the year

(in NOK million)

760 803 1587 1563 1604

Source: The Norwegian Tax Administration
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In the past, it has been challenging to register
and extract actual confiscation figures from each
police district. The data basis has also been inade-
quate. The police are now in the process of imple-
menting better systems for registration that make
it possible to follow developments in each district
in a more appropriate way. It is now possible to
gain an overview of both how much is secured by
confiscation and charges on property at the secur-
ing stage and what confiscation amounts are
imposed when the case is completed. Further-
more, it is possible to see in how many cases
assets have been secured, and in how many cases
confiscation has been ordered in the district. It is
also possible to extract the figures for compensa-
tion, for example where a victim has been
awarded compensation after being the victim of
fraud.?

13.1.2 Confiscation under the provisions
of the Penal Code

Confiscation under the provisions of the Penal
Code means that the state permanently takes over
an asset, an amount of money or an object, as a
sanction to or to prevent an offence. The main pur-
pose of the Penal Code’s rules on confiscation is
to restore the criminal’s financial situation to the
situation before the offence.* Confiscation for this
purpose is not to be regarded as punishment
under Section 96 of the Constitution. The question
of whether confiscation should be considered a
punishment under the European Convention on
Human Rights (ECtHR) has been considered
several times by the European Court of Human
Rights (ECtHR).” Even according to the ECtHR’s
case law, the purpose of the confiscation seems to
be crucial. If the purpose is restorative or preven-
tive, confiscation is not considered a punishment.
An overview of the provisions in the Penal Code is
reproduced in Box 13.1.

13.1.3 The Norwegian Tax Administration’s
collection of confiscation claims

The Tax Administration is responsible for collect-
ing all confiscation claims and fines issued by the
police.

3 In addition, the statistics can be divided among individual

police districts, including at the individual operational level
within a district.

See, for example, Supreme Court judgment Rt. 2011 pg.
1811.

5 See, among others, Butler v UK (no. 41661/98) and
Balsamo v San Marino (20319/17).

Box 13.1 The provisions in the Penal Code

The key provision on confiscation in the Penal
Code is Section 67 on the confiscation of pro-
ceeds. This provision states that proceeds
from criminal acts skall be confiscated. The
provision entails both a duty for the prose-
cuting authority to file a claim for confiscation
and a duty to the courts to confiscate pro-
ceeds, and assets that represent proceeds, of
criminal acts.

Furthermore, Section 68 of the Penal
Code contains a provision on extended confis-
cation. Extended confiscation means the con-
fiscation of proceeds of criminal acts without it
being demonstrated which criminal act the
proceeds originate from. In the event of
extended confiscation, one, several, or all of
the offender’s property may be confiscated if
the offender does not substantiate that the
property was acquired legally.

Section 69 of the Penal Code provides a
legal basis for confiscation of the product, sub-
ject or tool of a criminal act that has been com-
mitted, typically the robbery weapon. Preven-
tion of future offences is a key purpose behind
confiscation under this provision, but restitu-
tion is also part of the justification.

Finally, Section 70 of the Penal Code pro-
vides a legal basis for the preventive confisca-
tion of property for which there is an immi-
nent risk that it will be the subject of or used
to perpetrate a criminal offence.

Good and effective collection of these claims is
important in order to influence the motives of
criminals, reduce the actors’ capacity and prevent
their ability to build capacity, as well as to hinder,
prevent, and penalise economic crime.

In order to achieve the best possible collec-
tion, it is crucial that there is interaction as early
as possible between the group that controls and
determines claims and the collection group in the
Tax Administration. The Tax Administration’s col-
lection group is particularly important before a
case is identified as belonging to the criminal case
track, but can also be central to cooperation with
the police in cases that go through the criminal
case track. In many cases, the police and the Tax
Administration’s instruments can supplement or
replace each other in order to achieve the best
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possible result. This is effective and can also be
resource-saving.

The Tax Administration’s collection work is a
prerequisite for confiscation to have an effect. As
the figures in Table 13.1 show, confiscation claims
are difficult to collect. Proceeds of crime are
“perishable”, and the longer the time that passes,
the better the criminals are able to evade and hide
assets from the authorities. It takes time from the
investigation is opened until a legally enforceable
judgment is available and collection can begin. It
is therefore important that the police prioritise
securing the assets through seizure and charges
on property early enough in the investigation.
Otherwise, the confiscation claim may be of little
value.

If the assets are not secured early in the inves-
tigation stage, tracing the assets after a confisca-
tion claim has been imposed is a challenge Secur-
ing assets early is also important to ensure that
the proceeds/assets cannot be used to maintain
or increase criminal activity or conceal the pro-
ceeds through an increase in wealth for the
offender or his or her close associates.

In practice, it has proved particularly challeng-
ing to collect assets that are subject to a confisca-
tion order from other countries. This is discussed
in more detail in chapter 14.

13.2 Previous studies and implemented
measures

13.2.1 Studies commissioned by the Ministry
of Justice and Public Security

As a follow-up to the Action Plan on Economic
crime 2011 - 2014, the Ministry of Justice and
Public Security commissioned two studies with a
view to more effective confiscation. The first of
these aimed “to investigate new forms of coopera-
tion between the police and the prosecuting author-
ity and the regulatory authorities with a view to
confiscation and seizure of proceeds of ecomomic
crime”.% The work was led by @kokrim, with par-
ticipants from various regulatory agencies and the
Norwegian National Collection Agency. In the
working group’s report from December 2014, it
was proposed that a national interagency unit be
established with the overall purpose of ensuring
the confiscation of proceeds. The unit was to be

6 The Government’s Action Plan to Combat Economic Crime
(2011). See measure 11.

established as a separate department under
Okokrim and consist of employees from the
police, the Tax Administration, Norwegian Cus-
toms, the Labour and Welfare Administration, and
the National Collection Agency. In the group’s
opinion, the unit should also have special respon-
sibility for international confiscation.

At the same time, the Ministry of Justice and
Public Security commissioned Professor Jon
Petter Rui to study possible reforms in the confis-
cation regulations based on experience from other
countries that had introduced confiscation under
civil law rules.” In the report from 2015, Rui pro-
posed a concept for possible legal regulation of
non-conviction based confiscation aimed directly
at property. Non-conviction based confiscation of a
property was relevant when it was likely that the
property wholly or partly represented the pro-
ceeds of an offence.

According to the proposal, civil forfeiture
could only be used where confiscation in criminal
proceedings was not possible or significantly ham-
pered because the defendant was deceased, the
claim was time-barred, the defendant had been
acquitted, or because the standard of proof for
confiscation as a criminal penalty was not met.
The proposal for a separate law was justified by
the fact that it was important to clarify that it was a
question of something qualitatively different from
punishment. It was also proposed that a separate
nationwide unit outside the prosecuting authority
be established to enforce the regulations. The unit
was to be staffed with personnel from the police,
the Tax Administration, the Norwegian Customs,
and the Norwegian Labour and Welfare Adminis-
tration. From a procedural point of view, the rules
of the Dispute Act, not the Criminal Procedure
Act, were to be used. Rui also discussed, as an
alternative, the possibility of the proposed rules
being incorporated into the Penal Code and the
Criminal Procedure Act. In such a case, he pro-
posed that the asset recovery office be subordi-
nated to the Director of Public Prosecutions and
regulated in more detail in the Prosecution
Instructions.

The report has been circulated for consulta-
tion and has been commented on in the Penal
Code Council’s reports mentioned below, but has
not been followed up by the Ministry beyond this.

7 The Government’s Action Plan to Combat Economic Crime
(2011). See measure 8.

8 Rui (2015). Page 7.
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13.2.2 The Norwegian Penal Code Council’s
reportin NOU 2020: 10

In addition to the reports discussed above, in 2020
the Penal Code Council examined the issue of
amendments to the Penal Code to make confisca-
tion a more effective tool for combating gang
crime.? The Council’s main conclusion was that
the current rules generally provided a sufficient
legal basis. The challenges were largely due to
factors other than the regulations. Among other
things, knowledge, tradition, and culture, lack of
resources, and lack of prioritisation were pointed
out. Nevertheless, there were considered to be
some challenges in the regulations related to the
evidentiary requirements that applied to various
elements of the provisions and principles for cal-
culating the proceeds. With reference to Rui’s
report, the Council pointed out that there was
likely a need for a rule whereby the standard of
proof when assessing whether a case applies
proceeds from a criminal act shall be a balance of
probabilities, with no requirement that the crimi-
nal act needs to be specified.1”

Among other things, the Council proposed a
new provision that, in its opinion, would make it
easier to confiscate dividends in cases where it
was not known from which criminal offence the
proceeds stemmed. The proposals met with criti-
cism in the consultation round, and in the subse-
quent proposition to Parliament, Prop. 241 L
(2020-2021), the Ministry proposed only minor
amendments to the Penal Code’s provisions on
confiscation. In the proposition, the Ministry also
expressed the view that it might be appropriate to
have a legal basis for confiscation that relaxed the
standard of proof for the wunderlying criminal
offence, for example in cases where legal acquisi-
tion was very unlikely but could not be completely
ruled out, but assumed that such a provision
would in any case have to be circulated for consul-
tation before it could be adopted.!!

The Penal Code Council was then asked to
study the possibility of separating confiscation
that had a punitive purpose in a separate chapter
of the Penal Code.l? This proposal received little
support in the consultation round, partly because,

9 NOU 2020: 10.
10 NOU 2020: 10. See item 10.2.5.
11 proposition 241 L (2020-2021). See item 4.5.

12 The Penal Code Council’s supplementary report to
NOU 2020: 10 relating to the confiscation of objects that
are connected to a criminal offence.

in the view of the consultative bodies, such a pro-
posal could contribute to making the regulations
even less accessible than the current regulations.
The report has not yet been followed up by the
Ministry.

13.2.3 Measures implemented in recent years

In parallel with the Ministry’s studies of regula-
tory amendments, the National Police Directo-
rate, in cooperation with the Director of Public
Prosecutions, has in recent years prepared an
overall plan to strengthen the work on the confis-
cation of proceeds. Several of the measures have
been implemented.

A national centre of expertise for confiscation
has been established at @kokrim. The unit con-
sists of six employees who work full-time on con-
fiscation issues, as well as an associated public
prosecutor. One of the focus areas of the unit is
competence development. The unit has held full-
day seminars on confiscation in the individual
police districts. Other priority tasks are assistance
in specific cases and the handling of confiscation
issues across national borders. The Asset
Recovery Office also cooperates with Jkokrim’s
Financial Intelligence Unit (FIU) in order to be
able to secure assets for confiscation more quickly
(see Box 13.2).

@kokrim also heads the professional group for
financial trace protection, which is part of the
police’s professional development system. The
expert group has a particular focus on confisca-
tion, and responsibility for developing methods in
the area, competence enhancement, and techno-
logical improvements. There is close cooperation
between the professional group and the Asset
Recovery Office.

Another measure is the introduction of confis-
cation specialists in each police district. The Asset
Recovery Office in Okokrim is responsible for the
training and professional follow-up of the confisca-
tion specialists.

A new part-time study programme on confisca-
tion and money trails has also been introduced as
continuing and further education at the Norwe-
gian Police University College (PHS). The pro-
gramme is open to the police, the prosecuting
authority, and regulatory agencies.

It is currently difficult to measure the effects
of the implemented measures, but the feedback
from police districts that have implemented such
measures has so far been positive.
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Over time, there has been a focus on the police’s
inability to confiscate proceeds from criminal
acts. Okokrim has recently decided to imple-
ment the project “From freeze to confiscation’.
@kokrim’s Financial Intelligence Unit shall iden-
tify and prohibit the execution of transactions
where there is reason to believe that the funds
have an illegal origin, which means that reporta-
ble entities stop/freeze transactions.

The FIU’s prohibition is of a preliminary
nature and limited in time, and it is therefore
essential that the police can quickly initiate an
investigation and secure the funds in the event
of a seizure or charge on property. This requires
close cooperation and a coordinated effort
between the FIU and the police so that cases
with significant confiscation potential can be

Box 13.2 Financial intelligence as a basis for confiscation cases

jointly identified and selected and where the
funds are retained. Relevant cases may be cases
where inexplicable sums are found, and where
the funds are assumed to originate from crimi-
nal acts.

The investigation is conducted with a view to
excluding legal acquisition without the predicate
offence being investigated. In this way, a metho-
dology can be developed that will entail a more
resource-efficient investigation. The anti-money
laundering regulations can be very useful and
practical to use in cases with a potential for con-
fiscation, and where the predicate offence is
unknown. The methodology has been tried and
tested and works well where the police prioritise
resources for this.

13.3 Need for further efficiency
improvements through
amendments to the legislation

13.3.1 Evidentiary requirements for the
confiscation of proceeds

As explained above, confiscation is currently
closely linked to criminal proceedings. Although
the confiscation of proceeds is not necessarily
considered a penalty, it is currently assumed that
the standard of proof that proceeds have been
obtained through a criminal act is in any case
close to the strict standard of proof — proven
beyond any reasonable doubt — that applies to
punishment. If there is reasonable doubt about
the criminal offence, not only will the perpetrator
evade punishment, but the person who has ended
up with the relevant proceeds from the act will
also be allowed to retain them.

It is a growing problem that proceeds of crimi-
nal acts are channelled to a country other than
that in which the criminal acts were committed.
This also creates special evidentiary challenges,
especially if the perpetrator of the predicate
offence is located abroad. Since proof of the origin
of the funds must be obtained from abroad, such
cases are rarely investigated, unless they involve
large sums of money. The reason is that foreign
investigations can take several years, and often

have uncertain results, especially if a separate
investigation is not opened in the country where
the predicate offence was committed, or where
this is unknown.

In such cases, there will be a need to be able to
seize and confiscate dividends as the sole penalty.
The evidence obtained in the initial phase of an
investigation will often be sufficient to substanti-
ate that proceeds have been obtained through
criminal acts. This is sufficient to secure the pro-
ceeds through confiscation. However, it will be dif-
ficult to prove beyond any reasonable doubt that
the money is the proceeds of a criminal offence,
which is necessary for a criminal case concerning
money laundering and a claim for confiscation. An
example of such a case is given in Box 13.3.

There may also be a need to confiscate seized
proceeds on the basis of a lower standard of proof
than the criminal law, not least in the case of cash
seizures.

In order to facilitate increased use of confisca-
tion as the sole sanction, a new legal basis for
independent confiscation has been proposed in
Sweden where seized proceeds from unknown
criminal acts can be confiscated.!® According to
the report, the standard of proof for the proceeds
to be linked to a criminal activity is proposed to be

13 50U 2021:100. See item 5.6.
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Box 13.3 Case example

As an illustration, a case is here mentioned
where a Russian citizen living in Russia had
NOK 75 million transferred to his accounts in
Norway. The case was uncovered through the
system for reporting suspicious transactions.
The Russian citizen was charged with receiv-
ing proceeds, and the money was seized from
the Norwegian account.

In 2014, when examining whether the sei-
zure should be maintained, the district court
concluded that the money was likely the pro-
ceeds of criminal acts. But it was not until
2022, i.e. eight years later, that the prosecu-
tion found that there was enough information
in the case for the confiscation issue to be
decided. The reason was that the evidence of
the origin of the money had to be obtained
from other countries with which it was diffi-
cult to cooperate.

In the case concerning the confiscation,
the district court found that it had been proven
beyond any reasonable doubt that the proceeds
originated from one or more criminal acts and
issued a judgement containing a confiscation
order.! An appeal against the judgment was
submitted for consideration, but rejected in a
judgment by Agder Court of Appeal on
18 January 2024.

1 Vestfold District Court’s judgment of 3 January 2023 in
case TVES-2022-88497.

somewhere between a clear balance of proba-
bilities and beyond any reasonable doubt.} The
assessment shall take into account the circum-
stances in which the proceeds are encountered, as
well as the holder’s financial and personal circum-
stances. Since the purpose is to neutralise the pro-
ceeds of crime, the Swedish report assumes that
the provision should be included in the Penal
Code.

On the basis of international guidelines, an
increasing number of countries have introduced
various forms of confiscation of proceeds on the
basis of a balance of probabilities. In the prepara-
tory works to the Swedish provision, reference
has also been made to a number of international

14 11 Swedish, this is described as “styrkt eller visat”.

regulations that require a legal basis for confisca-
tion without a direct connection to the convic-
tion.1® Norway is also bound by several of these
obligations.

The Government’s assessment

The Government will ensure that the police and
the prosecuting authority are as well-equipped as
possible to effectively confiscate the proceeds of
crime. This requires a number of measures that
must work together, including measures that
ensure better competence and capacity, as dis-
cussed above.

In addition, the Government will ensure better
legal bases where necessary. This perhaps par-
ticularly applies when it comes to confiscation
from multi-criminal groups and when the perpe-
trators are located abroad.

In the Hurdal platform, the Government has
said that it will introduce non-conviction based
confiscation. This means provisions for confisca-
tion with a lower standard of proof and a looser
connection to a specific criminal offence than
what the current confiscation provisions in the
Penal Code envisage.

A working group has been appointed to draw
up proposals for new provisions in this area,
which can then be sent out for consultation. The
working group must consider different models for
the introduction of provisions for non-conviction
based confiscation, based on experience from
other countries and international developments in
recent years. Alternative models would be purely
civil provisions placed outside the Penal Code, or
provisions on non-conviction based confiscation
placed within a criminal justice system. In choos-
ing a model, the working group shall emphasise
that the rules must be functional and effective,
including ensuring the necessary access to infor-
mation and working in an appropriate manner
together with the applicable confiscation provi-
sions. The provisions must also be adapted to the
Norwegian legal system and be compatible with
Norwegian legal tradition. Based on its reasoned
choice of model, the working group will draw up a
concrete proposal for legislation. The working
group will also take a closer look at the need for
organisational changes as a result of its proposal,

15 Gee e.g. Council of Europe directive 2014/42/EU and the
Council of The Council of Europe Convention on Launder-
ing, Search, Seizure and Confiscation of the Proceeds from
Crime and on the Financing of Terrorism 2005.
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including the need to establish a designated asset
recovery office.

The legislative work is intended to ensure that
Norway complies with international obligations
and shall be adapted to the ECtHR and the Consti-
tution’s limits on what is considered punishment.

o The Government will prepare a proposal for
provisions on non-conviction based confisca-
tion that can be circulated for consultation in
the course of 2024.

13.3.2 The securing and time-barring of
confiscation claims

To carry out effective collection of confiscated
funds, the assets must normally be secured at the
investigation stage. This is done through the pro-
visions on seizure and charges on property in
chapters 16 and 17 of the Criminal Procedure Act.
Simply put, seizure is used when it is possible to
identify the specific proceeds from the criminal
act, while a charge on property is used if this can-
not be identified.

The Criminal Procedure Act’s rules on seizure
apply both to seizures to secure evidence and to
secure future confiscation claims.!® Historically,
police seizures of property, boats, vehicles, and
other expensive items that require maintenance
and follow-up have largely been done to secure
evidence. Seizures of such expensive items have
been used to a lesser extent to secure future con-
fiscation claims, with the exception of vehicles.
The background is that several practical problems
arise when the police seize expensive objects.

The seizure rules basically assume that the
owner is deprived of disposal of the seized prop-
erty. However, in the case of seizures to secure
future confiscation claims, there is often no need
for the police to not permit the owner to have
access to the asset during the investigation. On
the contrary, it will be in the interest of both the
police and the owner that the owner continues to
have access to the asset, to prevent its value from
deteriorating (for example, due to lack of mainte-
nance). In this regard, it is worth noting the deci-
sion in Supreme Court judgment HR-2013-2642-U.
The Supreme Court outlines a solution where a
restrictive clause is registered rather than the
owner having to vacate a seized property.

The process related to securing by a charge on
property, which means that the accused can main-

16 The Criminal Procedure Act. (1981). See Section 203 and
the following.

tain possession, is in turn more difficult and time-
consuming.!” In addition to the fact that the case
must be heard in court, the requirement for a
grounds for injunction means that one is depend-
ent on specifically proving that the accused has
carried out or will carry out actions such as hiding
or selling off assets, or presenting evidence of
several circumstances that together indicate that
enforcement of the claim will be difficult. Present-
ing evidence of such dispositions or circum-
stances can be resource-intensive and challeng-
ing. This may make it more difficult to file a
charge on property, especially in an early phase of
the investigation.

Considering that a charge on property is less
intrusive than seizure, it is a contradiction that
more is required to have a charge on property
brought than to conduct a seizure.

In addition to the lack of securing funds, the
statistics show that a number of confiscation
claims lapse as a result of the statute of limitations.
The statute of limitations for a confiscation claim
is normally 10 years.!® A judgement containing a
confiscation order will often be combined with a
longer prison sentence. While serving a sentence,
confiscation will rarely be collected through
attachment of earnings as the convicted person
does not receive salary or benefits. It is also rare
for convicted persons to acquire (or dispose of)
assets while serving their sentence in a manner
that the authorities can trace.

Time-consuming foreign investigations can
also lead to claims becoming time-barred. Both
Jkokrim and Kripos have case examples where
proceeds are hidden abroad, and where it has
taken more than 10 years to find and later bring
the proceeds to Norway. It appears unreasonable
that an offender who succeeds in concealing the
proceeds should be protected by an absolute limi-
tation period of 10 years. When confiscation has
an absolute limitation period, it gives the con-
victed person, contrary to the intention behind the
confiscation rules, an incentive to try to conceal
the proceeds of criminal acts, so that collection of
the funds is evaded. At the same time, it is impor-
tant to take into account that the offender should
be able to close the case and move on.

When a confiscation claim is time-barred, the
collection authority has no right to seize the
funds, regardless of the reason why the funds
have been unavailable.

17 The Criminal Procedure Act. (1981). See chapter 17.
18 The Penal Code. (2005). See Section 99.
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The Government’s assessment

The Government believes that it is important to
ensure that future confiscation claims can be
secured to the greatest extent possible at an early
stage of the investigation. Securing is often crucial
for the claim to be collected at a later date.

There may be reason to consider a revision of
the rules on seizure in the Criminal Procedure Act
by distinguishing between seizures to secure evi-
dence and seizures to secure a future confiscation
claim. The relationship between seizures and
charges on property should also be assessed, with
a view to achieving more uniform rules for secur-
ing future confiscation claims. Consideration must
be given to the need for effective securing of con-
fiscation claims early in the investigation, as well
as practical matters, including costs associated
with the police having to assume obligations that
come with taking possession of an asset.

Finally, the Government believes that the limi-
tation period for confiscation claims must be con-
sidered. Even though the convicted person may
have both income and property in which the claim
can potentially be secured, the limitation period
will sometimes mean that it is not possible to exe-
cute the confiscation claim in time.

In connection with the work on the study of
the provisions on non-conviction based confisca-
tion, it will also be natural to assess the need for,
and make specific proposals for, simplifications in
the regulations on securing confiscation claims in
the event of seizure and a charge on property, and
for the working group to consider the need for
amendments to the provisions on the limitation
period for confiscation claims.

o The Government will examine proposals for
simplifications to the provisions on securing
assets in the event of seizure and a charge on
property, and will consider the mneed for
amendments to the provisions on the limita-
tion period for confiscation claims.

13.3.3 The handling of seized assets

As explained above, it is resource-intensive to
administer seizures that are not purely monetary.
Handling seized property and covering the costs
of storage, common expenses, and insurance is
challenging, and makes the police reluctant to
seize or file a charge on property.

An example from Okokrim concerned a case
where the proceeds from embezzlement of large
sums were used to buy a lorry, several tractors

with trailers, and other expensive farm equipment
and machinery. After the seizure, the farm equip-
ment had to be transported and stored with a
private actor as the police did not have suitable
storage space. The cost was approximately
NOK 300,000 for two months’ storage rent.

Neither is it easy to sell seized goods. Section
213, first paragraph, second sentence of the Crimi-
nal Procedure Act states that “/i/f there is a risk
that an object seized with a view to confiscation will
be quickly destroyed, the court may allow the police
to dispose of the object.”

The provision may, for example, be applied to
inventories of fresh fruit or fish, but does not
allow for sale with reference to fluctuations in
value or that storage is expensive.l? In such cases,
any sale is conditional on the consent of the
defendant.

Previously, there has not been a uniform prac-
tice for handling seizures in the police. A district
can thus spend time and resources on issues with
which other districts have experience. There is
also a risk that there will be different practices
between the police districts.

As a solution to these challenges, a national
framework agreement was signed in April 2023
on, among other things, the storage of movable
property seizures. The individual police district
can make use of the agreement by calling a 24-
hour manned hotline. As the framework agree-
ment has only been in force since April 2023, it is
difficult to say what practical consequences it has
had for the police districts.

The police, in cooperation with the Director of
Public Prosecutions, is currently carrying out
broad development work related to the field of sei-
zure. The work will ensure proper and legally
secure handling of seizures and more efficient use
of resources. Clear and updated standards shall be
developed for the entire value chain in the field of
seizures, improvements shall be made in terms of
IT support, including for logistics management,
training and competence building, steering and
management shall be strengthened, including
through the establishment of a management func-
tion for follow-up of the field of seizure in the
police.

The Government’s assessment

The current provisions mean that the more the
police secure, the more administration and costs
are incurred. The police must bear these costs.

19" proposition to the Odelsting no. 8 (1988-89) pg. 76.
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Expanded opportunities for the sale of assets that
have been seized and encumbered before a legally
enforceable judgment has been handed down
could simplify this process. This may be relevant
for several types of assets, such as expensive cars
that rapidly lose their value and assets that are
subject to fluctuations in value, such as crypto-
currencies and securities.?

The Government is aware that the EU has pro-
posed that member states should be required to
establish their own so-called Asset Management
Office (AMO) to deal with seized assets.?! Such an
office will also be able to administer central agree-
ments and ensure that more value is realised at an
earlier stage through voluntary sales. Similar
models can also be considered in Norway in con-
nection with the ongoing work on seizure
management in the police.

o The Government will consider the possibility
of simplifying the rules for the realisation of
seized assets.

» Based on the effect of the framework agree-
ment for the storage of movable property sei-
zures, the Government will consider the pos-
sible establishment of a national office for the
handling of seizures.

13.3.4 Assessment of the possibility of
establishing an asset recovery fund

One measure that has been recommended by
several international organisations, and which has
also been proposed in the round of input to the
white paper, is to establish a so-called asset recov-
ery fund. The establishment of a asset recovery
fund means that funds confiscated from crime are
earmarked for specific socially beneficial pur-
poses. The idea is that such earmarking could
motivate more use of confiscation and thus con-
tribute to better confiscation results in Norway.
Because the purpose of confiscation is not pri-
marily to generate revenue for the state, but to
deprive criminals of the proceeds so that they can-
not benefit from them, while at the same time
removing an important motivation to commit the
crime, these are funds that are well suited to be
channelled directly into projects that deal with
fighting crime. This could be, for example, major
investigations that are dependent on the supply of
resources to ensure that they are solved. Other

20 The sale of confiscated objects has been discussed earlier,
see Ot.prp. no. 8 (1998-99) p. 57 and 77.

21 The EU Commission (2022b).

purposes may be socially beneficial projects that
contribute to the prevention of crime, such as
work directed towards young people or other
groups that are vulnerable to being drawn into a
criminal career.

Several other countries, including the UK,
Italy, New Zealand, Australia, and the US, have
established various types of asset recovery funds,
and the scheme has been recognised by the
United Nations Office on Drugs and Crime
(UNODC), among others. Such a special fund is
usually regulated to manage and account for
deposits and transfers received. It must be clear
what the funds can be used for, and/or mecha-
nisms for allocating funds must be developed. It is
also possible to set conditions that compensation
to the victim must be covered first, and that the
excess amount goes to specified purposes. Over-
sight, transparency, and reporting are essential to
maintaining the fund’s integrity and accountability
for its content. It is also important that an asset
recovery fund is organised in such a way that it
does not make the police dependent on the funds
to maintain necessary operations.

The establishment of asset recovery funds has
been recommended by the Financial Action Task
Force (FATF) and the Council of Europe, among
others. Following amendments to the FATF’s
standards in autumn 2023, countries are now
required to cousider establishing an asset
recovery fund.?? Such an assessment is therefore
included here.

The Government’s assessment

On the basis of the above, the Government has
considered whether a more comprehensive study
should be carried out on the establishment of an
asset recovery fund in Norway. The Government
sees that the establishment of an asset recovery
fund is a measure that can potentially contribute
to a larger share of the proceeds from crime in
Norway being confiscated.

However, in the Government’s view there are
several weighty considerations that argue against
the establishment of an asset recovery fund.
Among other things, such a solution could set a
precedent, and an expectation that other forms of
financial penalties and fines will also be used for
various specific purposes. Such an arrangement
could also provide unfortunate incentives in that
the police become “overzealous” in their work
with confiscation in order to generate income for

22 FATF (2012-2023).
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the service. Furthermore, it could lead to less effi-
cient and less democratically controlled use of
resources by not prioritising the most important
objectives through the national budget. It can be
demanding for the police if it risks having to
increase and downsize in line with the amount of
confiscation. Nor will this contribute to stable pro-
fessional environments, effective efforts over
time, or secure workplaces.

Even if clear guidelines are laid down for
supervision, transparency, and reporting, the
Government is concerned that this will not be
sufficient to counteract the negative aspects. The
question of establishing an asset recovery fund in
Norway should therefore not be further studied at
this time.
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14 International cooperation

14.1 Why is international cooperation
important?

In an international economy and a digitalised
society, where policy instruments and threat
actors are not limited by national borders, Norway
is dependent on international cooperation to effec-
tively prevent and combat economic crime. Inter-
national police and judicial cooperation are also a
prerequisite both for identifying the proceeds of
criminal acts that are located abroad, and for
being able to secure and confiscate such pro-
ceeds.

International cooperation contributes to the
development of norms and the development of
common standards. Participation in international
cooperation provides positive benefits through the
exchange of experience and knowledge sharing,

and contributes to useful insight into best practice
across national borders and common solutions
where possible.

New international sets of regulations are con-
stantly being developed that aim to facilitate the
exchange of information, secure evidence, and
simplify the use of judicial requests. The Second
Additional Protocol to the Council of Europe Con-
vention on Cybercrime (Budapest Convention)
and ongoing negotiations on a new cyber conven-
tion in the UN are examples of this.! Further
development of both regulatory work and organi-
sational adaptation nationally takes place on the
basis of evaluations and guidelines from interna-
tional bodies such as the EU, the UN, the OECD,
the Council of Europe, and the FATF. The fight

1 The Budapest Convention (2001) and Ad Hoc Committee
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against corruption and money laundering are
examples of areas where our national legislation is
largely based on international legislation.

This chapter takes a closer look at how inter-
national cooperation can contribute to combating
economic crime, and points to the need or poten-
tial for strengthening international cooperation.

14.2 Norway'’s participation in
international forums

Norway participates in a number of international
organisations and forums that are relevant to the
fight against various forms of economic crime.
The UN (including UNODC for -corruption,
organised crime and drugs, UNESCO for culture,
and the International Labour Organization (ILO),
which is the UN’s specialised organisation for
labour), the OECD (especially for tax and corrup-
tion), the FATF (money laundering and terrorist
financing), the World Customs Organisation
(WCO), the Council of Europe, and the EU are
major and important premise providers when it
comes to policy and regulatory development.

In order to combat crime across national bor-
ders, Norway is also a party to multiple conven-
tions and agreements that allow the authorities to
collect or share evidence and information, interro-
gate, extradite, or have persons extradited, etc.

14.3 Cooperation on prevention and
the exchange of information

14.3.1 The regulatory agencies’ international
cooperation

Norway has entered agreements on the exchange
of information with a number of states, including
with regard to tax. Such agreements on the
exchange of information and assistance with col-
lection are usually included as an incorporated
part of the tax treaties. However, Norway has also
entered a number of exchange agreements that
exclusively apply to information. Obligations
related to the exchange of information and assis-
tance with collection also follow from the Nordic
Assistance Agreement and the OECD/Council of
Europe Agreement on Mutual Administrative
Assistance in Tax Matters.

The OECD is also developing standards for
information to be exchanged automatically. One
example is the Common Reporting Standard
(CRS for reporting financial account information.
The standard has been in force in Norway for a

few years and consists of specific rules on cus-
tomer due diligence measures for the identifica-
tion of foreign account holders, rules for report-
ing to local tax authorities, and an agreement on
the automatic exchange of such information to
other countries’ tax authorities. In 2022, the
OECD adopted a new standard for reporting and
exchanging information on cryptographic assets
(CARF). At the same time, important amend-
ments to the CRS standard were adopted. Both
the amendments to the CRS and the new crypto
standard were supported by the G20 in July 2023.
It is planned that Norway will accede to these
standards.

The VAT agreement between the EU and
Norway provides for instance for participation in
the Eurofisc cooperation, a network for the rapid
exchange of targeted information in various risk
areas related to VAT evasion. This makes it possi-
ble to detect VAT evasion at an early stage.

Norwegian Customs’ cooperation with interna-
tional organisations and other countries’ customs
authorities also contributes to the fight against
economic crime. Through free trade agreements,
agreements on mutual assistance in customs mat-
ters and other international conventions, Norway
has undertaken obligations to assist the customs
authorities of other countries in a number of
areas. On the basis of these agreements, Norway
may request similar assistance from other coun-
tries. The World Customs Organization (WCO)
cooperates through the exchange of experience
and information and the development of common
tools and strategies for combating counterfeit
goods and piracy, customs fraud and smuggling,
among other things.

Through participation in the Electronic
Exchange of Social Security Information (EESSI)
initiative, the Norwegian Labour and Welfare
Administration exchanges social security informa-
tion with other European countries.?

The Norwegian fisheries authorities also have
extensive monitoring cooperation with other
countries through bilateral monitoring agree-
ments and regional fisheries management organi-
sations of which Norway is a member. With
regard to fisheries crime, Norway has taken the
initiative for the International Declaration on
Transnational Organized Crime in the Global
Fishing Industry (the Copenhagen Declaration).
Based on the BarentsWatch platform, the Norwe-
gian Coastal Administration has developed the

2 Electronic Exchange of Social Security Information

(EESSI)
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Box 14.1 The international fight against
fisheries crime

International efforts to combat fisheries crime
are largely aimed at preventing economic
crime. In 2018, Norway, together with eight
other countries, took the initiative for an inter-
national declaration on transnational organ-
ised crime in the global fishing industry: the
Copenhagen Declaration. One of the purposes
of the Copenhagen Declaration is to stimulate
interagency cooperation nationally and inter-
nationally. The declaration also discusses cor-
ruption, tax, excise and customs crime,
money laundering, fraud, and document for-
gery in the global fishing industry.

In 2023, the declaration had the support of
61 countries. The countries that support the
Copenhagen Declaration are predominantly
states in the Global South. This includes a
number of secrecy jurisdictions with which it
is important to establish bilateral contact, both
for their own protection of marine resources
and for other countries’ need for cooperation
in understanding global fisheries companies’
corporate structures and cash flows.

The Copenhagen Declaration also consti-
tutes the political framework for the Norwe-
gian Blue Justice Initiative, which assists
countries in following up the Declaration. In
September 2023, a global ocean monitoring
programme was also launched under the initi-
ative. The Ministry of Trade, Industry and
Fisheries is responsible for the secretariat
function for the Declaration and the Blue Jus-
tice initiative.

“Blue Justice Community”, which is a secure, digi-
tal platform for collaboration in the work against
cross-border fisheries crime. The platform is
administered by the United Nations Development
Programme (UNDP) and has been developed to
meet the needs of developing countries for moni-
toring their own coastal areas. The platform is
now being further developed so that it can also be
used for Norwegian fisheries monitoring pur-
poses. Norway is also a member of, and secre-
tariat for, the North Atlantic Fisheries Intelligence
Group (NA-FIG), which largely finances its Nor-
dic activities with funds from the Nordic Council
of Ministers. The political platform for this work is

a Nordic ministerial declaration against fisheries
crime, which was adopted by the Nordic Council
of Ministers in Alesund in 2017. International
efforts to combat fisheries crime are discussed in
more detail in Box 14.1.

The Government’s assessment

International cooperation and the exchange of
information between regulatory agencies are
important for the prevention, detection, and
sanctioning of economic crime. Various forms of
cooperation are taking place both globally and at
the Nordic level. It is important that this is main-
tained.

As one of the world’s largest exporters of fish,
it is particularly relevant for Norway to contribute
to strengthening international cooperation on
cross-border fisheries crime. Monitoring of illegal
capital flows is a key issue for the prevention of
cross-border fisheries crime. The Copenhagen
Declaration recognises this challenge.

The Government believes it is important to
support Nordic cooperation against fisheries
crime within the framework of the Blue Justice
Initiative and the Nordic Ministerial Declaration
against Fisheries Crime. Since one of the objec-
tives is the prevention of various forms of eco-
nomic crime, it is also relevant to discuss this in
this white paper.

o The Government will strengthen the Blue Jus-
tice initiative’s work on satellite monitoring
and illicit capital flows in the global fishing
industry.

14.3.2 International police and judicial
cooperation

Good cooperation with other countries is often
crucial for effective crime prevention and evi-
dence gathering across national borders. For the
police and the prosecuting authority, Interpol,
Europol, and Eurojust are key international are-
nas for such cooperation.

There are several conventions that regulate
international cooperation in criminal matters,
including by the UN, the Council of Europe, and
the EU. In particular, Nordic police cooperation,
as well as cooperation with the EU and EEA coun-
tries, the United States, and the United Kingdom,
is important for Norway in its work in investi-
gating cross-border economic crime. For Norway,
the key convention for judicial cooperation in
Europe is the Council of Europe Convention on
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Mutual Assistance in Criminal Matters of 20 April
1959 (the 1959 Convention). This is a general con-
vention, which is not linked to a specific type of
crime as, for example, the UN conventions are.

International judicial cooperation is particularly
important in the fight against cross-border organ-
ised crime and cybercrime. Other cases of eco-
nomic crime also often have international ramifica-
tions that necessitate cross-border cooperation. For
corruption cases, the OECD’s Working Group on
Bribery is a useful operational cooperation and a
meeting arena for people from the police and prose-
cuting authorities who work on such cases.

In the police’s work against profitmotivated
cybercrime, participation in international police
cooperation is crucial, among other things to
secure trace locations and collect evidence. Rele-
vant specific arenas for cooperation in the field of
profitmotivated cybercrime are Europol in par-
ticular, including the Joint Cybercrime Action
Task Force (J-CAT), Eurojust, and Interpol.
Within Europol, there are also targeted initiatives
that e.g. seek to make it more difficult for crimi-
nals to use cryptocurrencies that originate from
profitmotivated cybercrime. Experience from
J-CAT shows that closer ties and integration with
Europol gives Norway access to important infor-
mation from the EU.

A major part of the regulations that make
international cooperation more effective are EU
regulations. In police cooperation and in participa-
tion in Europol and Eurojust, there are currently
considerable limitations to Norway’s cooperation
with the EU countries. It is still a challenge that
obtaining evidence abroad takes a long time.

As the EU countries are key partners in many
matters, it will be of great importance for Norway,
as a so-called third country, to optimise internatio-
nal cooperation through association agreements
with the EU’s most important legal instruments.
Norway has an association agreement with the
EU Convention on Mutual Assistance in Criminal
Matters with an additional protocol (the 2000 Con-
vention). This agreement simplifies and stream-
lines assistance in criminal matters in relation to
the 1959 Convention.

To remedy the problem of time-consuming
processes for handing over evidence, the EU
adopted the European Investigation Order (EIO)
in 2014. The provisions of the EU regulations on
which Norway’s parallel agreement to the 2000
Convention are based have therefore now been
partially replaced by EIOs within the EU. Norway
does not currently have an affiliation agreement
with the EIO.3

Since 2017, the EIO has allowed EU countries
to decide on investigative steps to obtain evidence
in another EU country, including bank account
details.* The EIO is based on the principle of
mutual recognition, similar to the European
Arrest Warrant. The starting point is that the
implementing state must accept the decision with-
out any further review of the decision. Each state
must recognise and execute an investigation war-
rant issued by another EU state, with few grounds
for refusal and within short deadlines for carrying
out investigative steps. If Norway is given the
opportunity to join this cooperation, it could con-
tribute to faster investigations of cases of eco-
nomic crime.

It is also relevant that the work on the EU’s
AML package discusses the possibility of inter-
connecting bank account information systems
that will give the authorities, at least the countries’
financial intelligence units, faster and easier
access to information about bank accounts. If this
is adopted as part of the package, it will be
included as part of the work in connection with
the implementation in Norway.

Digital evidence is often stored outside of Nor-
way’s borders, where we do not have the opportu-
nity to exercise jurisdiction. The EU has long
been working to simplify cross-border access for
the police and the prosecution authority to such
evidence. The regulations — E-evidence — cross-bor-
der access to electronic evidence — have now been
adopted in the EU and partially entered into force
in August 2023.° The core of the scheme is that it
will be possible to issue an order to freeze and
hand over data directly to the provider of services
in another country. The relevant party is obliged
to respond within short deadlines.

These regulations will create an effective pos-
sibility for freezing and gaining access to electron-
ically stored evidence in EU countries. Today, it
can take a long time before the police receive a
response after requesting data from well-known
and large providers of e-mail accounts. For the
newly established Fraud Unit in Gjevik, and the
rest of the police service in Norway, the possi-
bility of being able to contact telecom providers in
another country directly will be very timesaving.

3 Directive 2014/41/EU.

4 With the exception of Denmark and Ireland. The UK is
a part of the cooperation as a third country.

E-evidence - cross-border access to electronic evidence
(2023).
Service providers are defined in Article 3 no. 3
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The Government’s assessment

The Government recognises that international
cooperation is essential to be able to effectively
combat economic crime. Crimes that affect Nor-
wegian citizens is not necessarily committed on
Norwegian soil, and the evidence may in any case
be located in other jurisdictions.

In the EU, processes are continuously under-
way that may also be of great importance to Nor-
wegian criminal proceedings. It must be con-
sidered whether there may be tools here that may
be relevant for us to join, particularly in view of
the fact that our most important partner countries
largely find common solutions through EU legi-
slation that is neither relevant to the EEA nor
Schengen.

o The Government will examine the possibility
of Norway joining relevant EU instruments
to improve the effectiveness of the work of the
police and prosecuting authorities in com-
bating cross-border economic crime.

14.4 Easier securing, confiscation and
collection across borders

The proceeds of financial and organised crime are
often invested abroad, where it is difficult to trace,
secure, and confiscate the assets. The challenges
apply in particular to third countries with which it
may be difficult to cooperate, but also to some EU
countries.

In some cases, it may be difficult to gain
access to the evidence necessary to confiscate
funds (see section 14.3.2). Furthermore, it can be
difficult to cooperate with countries that do not
have sufficient resources to carry out an effective
confiscation of funds. Another challenge is differ-
ences in cultural norms and practices for how eco-
nomic crime is handled and punished. There may
be different expectations as to how much evi-
dence is needed to confiscate funds, and what is
considered sufficient evidence.

The police’s cooperation with other countries
on the temporary securing of cross-border pro-
ceeds takes place on the basis of the 1959 Conven-
tion’, the Anti-Money Laundering Convention
(ETS. 141)® and the 2000 Convention®’. Within

European Convention on Mutual Assistance in Criminal
Matters of 20 April 1959.

Convention on Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime (1990).

Europe, the cooperation on temporary securing of
probable dividends is part of ongoing investiga-
tions.

Cooperation with other countries on securing
and confiscating assets takes place both in the
intelligence track and through judicial requests.
Through the FIUs’ Egmont cooperation, it is pos-
sible to gain relatively quick access to bank infor-
mation in other countries for intelligence pur-
poses, along with assistance in freezing bank
accounts. To map other assets, the police can
make use of the CARIN collaboration. CARIN is
an informal network funded by Europol, and con-
sists of people who work with confiscation in dif-
ferent countries. The network has a secretariat in
Europol. The Asset Recovery Office in Okokrim is
the contact point for CARIN in Norway.

Investigations and any freezing of funds in the
intelligence trail are followed up by a judicial
request for seizure and confiscation. Requests for
legal action can be sent directly to foreign authori-
ties in the EU countries in line with the Accession
Agreement to the 2000 Convention and directly to
most other European countries under the 2nd
Additional Protocol to the 1959 Convention on
Mutual Assistance in Criminal Matters. For coun-
tries outside the EU and the Council of Europe,
the request must be sent via the Director of Public
Prosecutions to the Ministry of Justice and Public
Security for forwarding to the competent autho-
rity.

Particular challenges in cooperating with
other countries are that it can take a long time to
get responses to inquiries, and there may be
restrictions on the use of information obtained in
the intelligence track. It can also be difficult to
secure confiscation claims on foreign assets, as
many countries require that the proceeds of the
criminal act can be traced to the asset in question
abroad. Even if the police are able to secure con-
fiscation claims on foreign assets, it is a challenge
for the effective collection of the confiscation
claim that the Tax Administration at the Norwe-
gian National Collection Agency has limited
opportunities to process legally enforceable asset
confiscation claims outside the Nordic region.1?

From December 2020 onward, a confiscation
order issued in one EU country must be recog-
nised and enforced in other EU countries in
accordance with Regulation 2018/1805 of 14

9 Convention of 29 May 2000 on Mutual Assistance in
Criminal Matters between the Member States of
the European Union.

10° For more on this, see chapter 13.1.3
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November 2018 on “mutual recognition of freez-
ing orders and confiscation orders”. The regula-
tion also makes orders on the confiscation of
assets handed down in one EU country grounds
for enforcement in connection with the collection
of the confiscation claim in connection with the
realisation of assets in another EU country.11

Adherence to this cooperation could help to
ensure that assets that have been ordered to be
confiscated are actually confiscated, and make it
more difficult to evade claims for confiscation by
locating assets abroad.

.When it comes to the collection of confisca-
tion claims, the challenges are partly related to
the fact that a Norwegian criminal conviction is
not normally grounds for enforcement in other
countries. There are examples of processes that
involve the collection of confiscated proceeds,
which are temporarily secured abroad, can take
many years after a legally enforceable judgment
has been issued in Norway. It is easy for a con-
victed person to evade payment of a confiscation
claim by placing assets that could have served to
cover the claim abroad.

The Tax Administration, as the collection
authority, cannot exercise coercion in other coun-
tries. In order to collect confiscation claims
abroad, which are not voluntarily settled in Nor-
way, the agency is dependent on:

— that there is an agreement on the collection of
confiscation claims with the country,

— that the country itself has the opportunity to
secure the claim,

— that there is sufficient information about assets
in the country,

— that the country in question can prioritise coop-
erating with other countries’ authorities to
ensure the collection of confiscation claims
that are not settled voluntarily.

For confiscation claims, a joint Nordic law has
been established on the enforcement of Nordic
criminal sentences.? On the basis of this Act, con-
fiscation claims can be submitted for collection in
other Nordic countries. However, the common

11 See Article 18 no. 3

Nordic law is the only possibility for the Tax
Administration at the Norwegian National Collec-
tion Agency to request the collection of confisca-
tion claims in other countries.

In order to ensure legally certain, efficient,
and appropriate handling of these cases, the
agency responsible for collecting the claims
should also have the authority to request assis-
tance with collection from other countries. When
entering into new agreements, it should therefore
be ensured that the collection authority in the Tax
Administration has the authority to request assis-
tance with collection in other countries.

The Government’s assessment

The Government recognises the importance of
having good tools to be able to combat crime that
is committed across national borders. The fact
that the proceeds of crime are located in other
countries should not give criminals an opportu-
nity to evade confiscation. International coopera-
tion is therefore crucial to ensure that proceeds of
crime that have been taken out of the country can
be secured, confiscated, and collected.

In the first instance, it may seem necessary to
review and clarify existing regulations. Accession
to relevant international instruments and the con-
clusion of several international agreements may
also be relevant.

o The Government will consider the need to
clarify the current vegulations on internatio-
nal cooperation in criminal matters with
regard to security, confiscation and collec-
tion.

o The Government will consider the extent to
which it would be possible to better facilitate
cooperation with other countries on securing,
confiscation, and collection in individual
cases, including through accession to rele-
vant EU instruments and by entering into
Sfuture agreements with other countries.

12° Act concerning co-operation with Denmark, Finland,
Iceland and Norway on the enforcement of criminal
sanctions (1963).
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15 More knowledge-based policy development

15.1 Introduction: need for more
knowledge and better statistics

15.2 Varying registration practices
affect the statistics

For the Government, it is a goal that policy
development be knowledge-based. The most
targeted management of the agencies also
requires a good overview of the challenges, as
well as knowledge of, the effect of the policy
instruments.

Economic crime is often concealed, and there-
fore difficult to research. Nevertheless, there is a
need for better knowledge about the scale of dif-
ferent types of economic crime in order to under-
stand the extent of the problem. The use of ran-
domised controlled experiments is key to gaining
better knowledge about what works and what
does not.

All the input to the white paper has pointed out
that there has long been a need for more research
on and knowledge about economic crime. Much
of what has been written about economic crime,
and which has formed the basis for policy devel-
opment in this area, is based on descriptions of
methods and assumptions about trends and
increasing complexity. The situation has long
been that there is relatively little empirical
research documenting changes, scale, and
effects.

Still, the knowledge base has improved con-
siderably in recent years, especially with regard to
the scale of economic crime directed at private
individuals, businesses, and municipalities. These
are cases where there is a specific offender, and
where surveys of representative samples provide
good knowledge of the extent and shadow figures,
see more on this in chapter 3.

However, the overall picture is that there are
large knowledge gaps, and there is a great need
for more research. Fundamentally, the need for
knowledge 1is about understanding financial
behaviour, more specifically why some people
choose to comply with the regulations, while
others do not.

In this chapter, the topic is which measures
can strengthen the knowledge base for policy
development in the field of economic crime.

Statistics ideally provide a good picture of overall
trends in registered crime. However, in the area of
economic crime, the statistics are not detailed or
precise enough to answer several of the key ques-
tions raised in this white paper. There is therefore
a need for better register quality that can enable
more accurate analyses. In the long term, there is
a need to modernise the police’s IT infrastructure,
so that the police can become more data driven.

The need for better analyses applies in particu-
lar to the statistics on economic crime that have
been reported by the regulatory agencies. The
crime statistics are based on offences as they
appear in the Penal Code, but do not show e.g.
which agency has reported the offence. This
means that the statistics do not show the clear-up
rate for all cases from the various regulatory agen-
cies.

Within work-related crime, the Tax Admi-
nistration, the police, the Labour Inspection
Authority, and the Norwegian Labour and Welfare
Administration work together to prepare a com-
mon statistical basis. According to the joint report-
ing, the clear-up rate between 2020 and 2022 is
relatively high. Between 78 and 89 per cent of the
cases reported by the Tax Administration are
decided through criminal prosecution, while the
figure is between 91 and 92 per cent for the
Labour and Welfare Administration. However,
there is some uncertainty associated with these
figures, partly because the number of cases can
be registered in different ways. There have been
different registration practices in the different
police districts with regard to whether a criminal
complaint results in the registration of one or
more offences. The remaining criminal offences
in the criminal complaint are only registered if
charges are issued for these offences. The crimi-
nal offences in the report that are not registered
when the complaint is received, and which do not
subsequently result in charges, are then not
recorded in the police databases. The clear-up
rate will thus appear to be better than it would
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have been with a registration practice that had
included more offences.

At the same time, the police’s investigations
often result in “additional reports”, where, for
example, a report of fraud from the Norwegian
Labour and Welfare Administration or a tax fraud
case from the Tax Administration also results in a
report for incorrect explanation or document for-
gery. This indicates that the clear-up rate appears
to be lower than it would otherwise have been.

Another example is when there are multiple
offences in one case. For example, the Tax Admin-
istration files a criminal complaint against a tax-
payer for tax crimes (related to both direct and
indirect taxes) over three tax assessment years.
From a legal point of view, each tax assessment
year may constitute one criminal offence, which
may be registered as three cases. Sometimes,
however, such complaints are registered as a sin-
gle case.

Overall, these are factors that mean that the
police’s crime statistics and the regulatory agen-
cies’ own overviews of the number of cases are
not always consistent.

In this way, the ministries receive inadequate
management information about the actual
development of the scale of reported crime. This
also makes it challenging to assess the overall
effect of the efforts of the police and the regula-
tory agency. The National Police Directorate and
the Tax Administration have agreed on a more
uniform registration practice in the future.

A survey of whether fisheries crime is penal-
ised also showed that the police’s register data
was not suitable for carrying out good analyses,
due to difficulties in obtaining information about
the criminal proceedings.!

As mentioned, fraud accounts for an ever-
increasing share of registered economic crime.
However, the police’s registration practice makes
it challenging to extract good background figures
on fraud. The police must register the methods
used by distinguishing between whether the fraud
has occurred on the internet or not. One estimate
indicates that about 70 per cent of the fraud
offences are digital. However, the functionality for
registering is not optimal. There are several incor-
rect entries, the distinction is not absolute, and
there are several other possible methods of fraud.

Furthermore, it is possible to register
amounts, but registration is not compulsory
beyond the limits on amounts for minor, ordinary,
or aggravated fraud. Okokrim has reported losses

1 De Coning, E. (2019).

of more than NOK 250 million related to fraud in
2022. Being able to register the amounts that the
victims lose is necessary to map how much finan-
cial benefit the offenders gain. In Sweden, the pro-
ceeds of fraud are estimated at over two billion
Swedish kronor annually, equivalent to the pro-
ceeds from drug sales at street level. Mapping the
amount lost per method will also provide the
police with answers as to which methods are the
most ‘successful’ and which should be prioritised
in the fight against fraud.

Available statistics on administrative sanc-
tions are discussed in chapter 11. As stated there,
it is not possible to assess the development in the
number of cases in the criminal case track and the
administrative track, respectively. Since the police
do not register who files a complaint in the case, it
is not possible to look at the development of the
number of cases reported by the various regula-
tory agencies. Inadequate registration of amounts
and other indicators that can say something about
seriousness means that we do not know whether
it is the police or the regulatory agencies that deal
with the most serious cases. An overall statistic
from the agencies’ handling of economic crime
could have been a knowledge base that contri-
buted to better management and prioritisation,
and to an increased focus on the most serious
offences.

The Government’s assessment

In the Government’s view, improved statistics on
the agencies’ handling of economic crime will be
an important knowledge base for both prioritisa-
tion and management, and for understanding
more about the scale and development of different
types of economic crime. It is particularly impor-
tant to have better knowledge of criminal pro-
ceedings and the police’s results in this area.

Comparable reporting and management sys-
tems and defined data quality are also important
in order to be able to carry out common knowl-
edge-based prioritisation and management across
sectors. The joint reporting from the police, the
Norwegian Labour and Welfare Administration,
and the Norwegian Tax Administration has shown
the benefits of working with a common knowl-
edge base, but also that there is a need for a more
structured approach.

The Government believes that it is important
that the work that has been initiated to achieve
better practice for registering criminal cases is fol-
lowed up on by the agencies. The National Police
Directorate is a key player here. It will be neces-
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sary to look at both the technical solutions and the
practice for registration, including which offences
it should be possible to register in the police’s
systems and how to ensure consistency between
the registration of a case as reported and solved,
respectively. This is closely linked to the long-
term need to upgrade the police’s IT infrastruc-
ture.

o The Government will monitor the National
Police Directorate’s work on improving the
registration of data on criminal cases, so that
the statistics shed more light on the develop-
ment of offences reported to the police.

15.3 Proposals for new research

In connection with the preparation of this white
paper, the Ministry of Justice and Public Security
commissioned a knowledge summary to obtain a
systematic overview of what we know and do not
know about different types of economic crime and
the use of policy instruments.

The knowledge summary showed that the
number of publications in European research on
economic crime has increased fivefold from 2012
to 2022, from 35 to around 170 articles annually.
Most research is on tax and tax crimes (related to
both direct and indirect taxes): 42 per cent of
European research on economic crime deals with
tax, including estimates of the size of the black
economy and presumed tax crimes (related to
both direct and indirect taxes) in individual coun-
tries, as well as tax evasion and planning. Norwe-
gian research indicates that it is the richest who
evade taxes the most. There is also some research
on fraud (15 per cent) and money laundering (13
per cent). Research on different types of eco-
nomic crime overlaps, for example there is an
overlap on research on money laundering and cor-
ruption.

It also appears that there is more research on
‘harsh’ measures such as control than on trust-
based instruments. The knowledge summary
found little European research on the effects of
policy instruments in general. The knowledge
summary was limited to peer-reviewed research,
and did not include effects that the agencies’ ana-
lysis environments themselves have documented.

The knowledge summary also found that
research on the use of artificial intelligence, and in
particular machine learning as a method, has made
strong progress in recent years. It appears that the
opportunities to control and monitor various forms

of economic crime have increased considerably.
Countries with high-quality information and com-
munication technology are more likely to reduce
tax crimes (related to both direct and indirect
taxes). This increase must be seen in the context of
how technological development has given criminal
actors greater room for manoeuvre.

The knowledge summary has identified seve-
ral knowledge gaps. Thematically, there was little
or no research on embezzlement, wage theft,
criminal prosecution, and the socio-economic con-
sequences of economic crime. Furthermore,
there was little research on trust-based measures
and on the effects of specific measures to combat
economic crime.

The Government’s assessment

The Government will strengthen research on eco-
nomic crime in order to obtain a better knowledge
base in this area. The Government will therefore
continue to fund the National Security Survey and
the National Scope Survey of Economic Crime,
which are surveys of representative samples of
the Norwegian population and Norwegian busi-
nesses and municipalities, respectively.2

The Government also sees a need for more
knowledge about the relationship between admi-
nistrative sanctions and criminal penalties. As
stated in chapter 11, both administrative sanctions
imposed by the regulatory agencies and penalties
imposed by the courts or the prosecuting author-
ity must have a preventive effect. However, there
is a lack of knowledge about the effect of admini-
strative sanctions compared to criminal penalties.
There is international research literature on the
effect on compliance with the regulations after
control.3 In Norway, the Norwegian Tax Adminis-
tration has investigated the effect of controls
among different groups’ compliance.*

The Government also sees a need for
increased knowledge about the influencing fac-
tors, drivers, and barriers to economic crime and
work-related crime, including the consequences
this has for those affected and for society, as well
as about methods for measuring the development
and effects of measures both in terms of prevent-
ing and combating crime.

2 Levgren, M. Hagestol, A. and Kotsdam, A. (2022) and Vista
(2023).

3 DeBacker et al. and Beer et al. (2015), Gemmell and Ratto
(2012).

4 Karto et al. (2019).
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There is also a need for more knowledge
about the situation of foreign workers in Norway,
who may experience a particularly vulnerable
situation and have an increased risk of being
exploited by criminal actors, and, in serious cases,
be exposed to forced labour and human traffick-
ing.

These are among the relevant topics for the
Research Council’s Welfare and Education port-
folio. The knowledge needs are also followed up
by the relevant ministries and agencies through
their own research assignments and analyses. In
2024, the Ministry of Labour and Social Inclusion,
in collaboration with the Ministry of Justice and
Public Security, among others, will carry out an
external R&D project to map the scale and charac-
teristics of workers in the grey zone between
social dumping and forced labour/human traf-
ficking.

From 2023, the Ministry of Finance and the
Norwegian Tax Administration will fund two new
tax research centres at the University of Oslo
(Norwegian Fiscal Studies (NFS)) and the Nor-
wegian University of Life Sciences (NMBU). The
centres will contribute new research in areas
where more knowledge is needed, for example in
the area of impact measurement of the Tax
Administration’s policy instruments and how we
can influence taxpayers’ behaviour. Furthermore,
new knowledge will emerge about the risks of
non-compliance as a result of hidden ownership in
and outside Norway, the use of tax havens, and
the extent of this type of tax evasion. In some of
the projects, the centres will work closely with the
Norwegian Tax Administration and use the
agency’s data as a basis for their research.

Sustainable fisheries management is greatly
important for value creation in the fishing indus-
try and coastal communities. If value creation is to
be maintained, resource extraction must be regu-
lated, and the regulations must be complied with
both in Norway and in the countries with which
we share stocks and markets. In comparison,
there is little research and innovation on how the
regulations are complied with and on the instru-
ments that prevent cross-border fisheries crime,
including through technological development. In
the Blue Justice initiative, the Norwegian authori-
ties are working together with other countries to

strengthen compliance in the global fishing indus-
try. In September 2023, the Government launched
the Blue Justice Ocean Surveillance Programme,
which helps to ensure that Norwegian technology
can be used to detect and prevent fisheries crime
worldwide. The launch shows that Norwegian
technology is a world leader in ocean surveillance,
and that there is a need to gather and strengthen
the knowledge base on this and other important
instruments that prevent cross-border fisheries
crime.

The knowledge base on the prevention of
cross-border fisheries crime is important for value
creation in the fishing industry and for Norway’s
reputation as a responsible export nation. The
public administration’s knowledge base on cross-
border fisheries crime, including through control
methods and technology, will be strengthened by
prioritising research and innovation projects in
this field and in collaboration with existing mea-
sures. The projects will be developed and imple-
mented in collaboration with the public admi-
nistration within the Blue Justice initiative, so that
they meet the public administration’s knowledge
needs to the greatest possible extent.

The Government will:

* continue to carry out regular scope surveys of eco-
nomic crime, possibly with a focus on specific
areas or types of economic crime. The next scope
survey to be initiated will be on work-related
crime and wage theft.

» investigate the use and effect of administrative
sanctions compared to criminal penalties, cf the
discussion in chapter 11.

o strengthen knowledge about the situation of
employees who are at risk of being exploited and
exposed to work-related crime.

o continue to support research in the field of tax
and duties in order to gain increased knowledge
about tax crimes (related to both direct and indi-
rect taxes), the effects of the use of policy instru-
ments, and taxpayer behaviour.

o support research and innovation projects within
the Blue Justice initiative that meet the admi-
nistration’s need for tools and knowledge that
strengthen the prevention of cross-border fisheries
crime.
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16 Financial and administrative consequences

Prevention, investigation and penalising economic
crime are resource- and cost-intensive, and the
measures proposed in the white paper may entail
financial costs for the agencies. At the same time,
failure to combat economic crime will have major
social and economic consequences.

As described in this white paper, the preven-
tion and penalising of economic crime does not
take place in the justice sector alone, but also in
other relevant sectors, such as the Norwegian
Labour and Welfare Administration, Norwegian
Customs, and the Norwegian Tax Administration.
The work against economic crime must be an inte-
gral part of the ordinary management in each
individual sector. If the risk and vulnerability
picture changes, it is important that the measures
and the policy instruments be adjusted accord-
ingly.

The Government’s ambition is to strengthen
efforts to combat economic crime in a number of
key areas. The white paper refers to a number of
measures. In connection with the preparation of
this white paper, the Government has allocated a
total of NOK 50 million to the fight against eco-
nomic crime in the national budget for 2024. Of
these, NOK 20 million will go to special investiga-
tors with financial expertise in the police districts,
NOK 11.5 million to investigators with expertise
in digital seizures in the police districts, NOK 2
million to a study on non-conviction based confis-
cation and NOK 1.5 million to study the effects of
the regulatory agencies’ and the police’s tools to
counter economic crime. In addition, NOK 15 mil-
lion has been allocated to strengthen the new
fraud unit in Gjevik.

The Government has also increased funding of
the established work-related crime cooperation in
Innlandet County by NOK 15 million, which will
be distributed equally between the police, the Tax
Administration, the Labour Inspection Authority,
and the Labour and Welfare Administration, cf.
Proposition 1 S (2023-2024).

To strengthen the work against serious
fisheries crime in Okokrim, the allocation was
increased by NOK 5 million annually from 2023
through a framework transfer from the Ministry
of Trade, Industry and Fisheries.

The Government will address other measures
that may entail expenditure that exceeds the cur-
rent budget framework in connection with the
annual budget proposals. Measures will not come
into force until there is budgetary coverage for
them.

Prevention of economic crime also currently
entails major costs for the private sector, particu-
larly for those who are obliged to report under the
Anti-Money Laundering Act. The measures pro-
posed in this white paper are not expected to
result in increased costs for the private sector.

The Ministry of Justice and Public Security
recommends:

that the recommendations from the Ministry of
Justice and Public Security on 22 March 2024 on
Shared values — Shared responsibilities be sent to
the Storting.
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