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Questions from the Norwegian Directorate of Public Construction and Property regarding
experience with planning and operation of government buildings, both clusters of buildings
and solitaire buildings.

1.

Overall structure, spatial, geographic and planning issues
a. Please mark the location of the different government building (buildings housing the different
Government Ministries), plus the parliament building on a map in an appropriate scale especially
highlighting the relationship to public infrastructure and arterials.
b. Are any of these buildings located over traffic tunnels / culverts?
c. Are any of the buildings adjacent to open public spaces / squares / parks?
d. What is the total area reserved for government buildings?

2.

Qualitative issues associated with the buildings
a. What is the total number of government buildings, and how many work places do they
contain?
b. How many buildings are new and how many are old?
c. Did any major renovations take place the last years?
d. Has there been and major projects with the objective make the use of floor space more
efficient, i.e. reduce the number of square meters per work place?
e. Has there been any major projects aimed at introducing new ways / modes of working?
f. Do you plan to move or centralize government buildings and, in case yes, why?

3.

Communication and collaboration /co-working
a. If the government buildings are at a distance from each other; how is communication and
collaboration ensured? And how is the physical communication between the different buildings
and the parliament taking place?

4.

Openness vs. security
a. What kind of security concerns are relevant for assessing the security of government buildings
in a cluster and government buildings as separate and solitaire edifices?
b. How is the public granted access to the government buildings / clusters?
c. Are parts of the area surrounding the buildings closed for the public? How are these parts
closed for the public?
d. Which parts are kept open for the public?
e. At a general level, what are the main security measures in place for securing the government
buildings?

5.

Planning authority
a. What is / has been the local / city planning authorities’ role in the planning of government
buildings and how has the local authority impacted on the final geographic positioning of the
building(s)?
b. What is the interface between the local and the central authorities when it comes to planning
and construction of government buildings?

Director May Balkøy
Norwegian Directorate of Public Construction and Property

15 November 2011
Dear Mr Balkøy,
UK Approach to the Physical Security of the Government Estate
Thank you for your note of 1 November 2011 requesting information about the UK approach to
the protection of government buildings, following discussions between your Minister, Ms Rigmor
Aasrud, and Mr Damian Green MP, Minister of State for Immigration on 20 October. I hope that
this note helps to answer your questions. We would be very happy to host a follow on visit of
appropriate security specialists to discuss our approach if that would be helpful.
Background:
The UK Government’s overall counter-terrorist strategy (CONTEST) places strong emphasis
upon protective security across all sectors of the national infrastructure. One of these sectors is
Government. Common to all sectors is an intelligence led, threat based approach to security
that takes full account of the potential impact of risks being realised. This is based on regular
threat assessments from a Joint Terrorism Analysis Centre (JTAC), drawing upon inputs from
across the security and intelligence and policing community (including international partners).
Terrorist scenarios also feature in an annual National Risk Assessment (NRA) that is used to
determine priorities and planning assumptions. These include potential attacks on government.
More information about the UK approach to Counter-Terrorism issues is available on the Home
Office website at: http://www.homeoffice.gov.uk/counter-terrorism.
The UK’s Centre for the Protection of National Infrastructure (CPNI) provides expert protective
security advice across the UK.

They have developed a partner approach with national

infrastructure sectors, supported through a network of Counter-Terrorist Security Advisers within
UK police forces.
Within government, the Cabinet Office co-ordinates protective security policy, advice and
guidance, drawing on expert advise from the CPNI and the police among others. Protective
security standards and approaches are described in the HMG Security Policy Framework (SPF),
published on the Cabinet Office public website at: http://www.cabinetoffice.gov.uk/resourcelibrary/security-policy-framework. This framework is supported by classified technical standards

and supporting guidance that we would be happy to share with you through secure embassy
channels.

Government Departments are responsible for ensuring that appropriate security

controls are in place to protect their buildings, applying the standards set out in the SPF on a
proportionate risk management basis.
With respect to your specific questions:
1.

Overall structure, spatial, geographic and planning issues

The UK government estate is comprised of several thousand buildings located across the
country, with the headquarters of many key Government Ministries based in central London
(around the Westminster area) or in the devolved capitals (Edinburgh, Cardiff and Belfast).
Unfortunately it is not possible to provide a map of all of these establishments or to estimate the
total area.

Many of these sites are adjacent to public spaces and / or major traffic

thoroughfares; many provide services directly to the public and contain open areas; a number of
Ministries are located in historic buildings that pre-date modern construction methods. Given
these considerations, there is limited scope to pre-plan the operation and protection of existing
public buildings in the manner implied by your note, though security issues must be addressed
at the outset of any work to design new establishments or to modify existing buildings.
In general terms, each Department is required to appoint a senior Departmental Security
Officers (DSO), responsible for ensuring that appropriate security controls are in place,
proportionate to the threat. They must assess each of the buildings within their estate according
to the likelihood that they might be a target for terrorist attack, or else in the immediate vicinity of
a potential terrorist target. They then apply SPF approaches to identify potential vulnerabilities
and to select an appropriate range of mitigating physical security controls and procedural
measures on the basis of the defense-in-depth (or onion-skin) principle. Personnel security
controls are also important and in some cases departments may decide to require staff with
unescorted access to their buildings to undergo enhanced vetting to identify possible criminal or
terrorist connections. In some cases CPNI and the police Counter-Terrorist Security Advisers
will provide bespoke advice for high threat buildings.
2.

Qualitative issues associated with the buildings

Overall our priority has been to develop appropriate physical security controls across the
national infrastructure sectors, however some high risk sites and locations have been the

subject of bespoke projects and security initiatives. This includes the centre of government
where a security zone has been established around the Whitehall area of central London with a
range of physical and tactical controls.
The UK is currently undertaking a series of major projects to modernize the way that
government does business, including improved ways of working through more effective use of
technology and greater efficiency through sharing of resources and capabilities. This includes
work to reduce the overall number of buildings in the government estate through more efficient
use of floor space, collocating Departments into single office spaces and devolving some
functions out of central London to regional offices. These major projects are grouped together
as the Government Efficiency Agenda, sponsored by the Minister for the Cabinet Office, Francis
Maude. Further information is available on the Cabinet Office website at:
http://www.cabinetoffice.gov.uk/government-efficiency.
3.

Communication and collaboration /co-working

All government departments are currently linked through a Government Secure Intranet (GSI),
facilitating appropriately secure and available communications within a protected environment;
in addition certain high resilience networks have been created to fulfill specific purposes in times
of crisis. Going forward, the Government ICT Strategy sets out the UK’s medium-term plans for
the sharing of services, information and estate, greater consistency, shared procurement and
use of a common set of technologies across government; to be facilitated through common
infrastructure approaches such as the Public Services Network, the Government Cloud and
rationalizing the number of data centers used by government. This will include the creation of a
security regime to address the open, sharing environment and including strong authentication,
protections against cyber attack, protective monitoring of all activities and a ‘resilient core’
ensuring high availability for prioritized key users and key services. The Government ICT
Strategy is available from the Cabinet Office website at:
http://www.cabinetoffice.gov.uk/resource-library/uk-government-ict-strategy-resources.
4.

Openness vs. security

The delivery of public services requires many government buildings to include areas that are
open to the public, ranging from city centre employment offices to the Parliament buildings in
London, Cardiff, Edinburgh and Belfast.

Through risk and vulnerability assessments,

Departmental Security Officers must strike a proportionate balance between security

considerations and the needs of the business. The range of physical and procedural security
measures that are applied will vary depending on the location, function and layout of a particular
building, and the perceived level of threat.
In general, departments will seek to control and monitor access to their facilities through a
combination of manned guarding, identity passes and other mechanical or technical means. In
some cases it may be appropriate to create bespoke visitor reception, baggage and mail
screening facilities.

In high risk locations (e.g. Parliament) screening facilities for mail and

deliveries may also be provided off site and it may be appropriate to further mitigate the impact
of any attack through alterations to the physical environment, including through the use of blast
resistant street furniture, widened pavements, improved street lighting, and the incorporation of
bollards, walls and balustrades. Such measures would be determined on a site by site basis
with input from expert security advisers in CPNI and the police.
5.

Planning authority

Local authorities and City Councils have a key role in planning decisions, though precise rules
and regulations vary across the country. It is important to engage with the relevant authorities
early in the process of planning and designing any security enhancements or new facilities. The
DSO of the sponsoring department would normally lead this work, with advice and guidance
from physical security advisers in the CPNI and the Police. The Cabinet Office may become
involved where multiple departments’ interests are involved.

I hope you will find this note helpful and would be very happy to host further discussions
between appropriate security specialists if this would be helpful. You may also wish to know that
CPNI has established channels for the sharing of general technical information on protective
security measures with colleagues the Norwegian Defence Estates Agency (NDEA).
Yours sincerely,

Michael Shryane
Head of Policy
Government Security Secretariat, Cabinet Office
Tel: 0044 207 276 5644 - email: Michael.shryane@cabinet-office.x.gsi.gov.uk

